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Resumo 

 

A privacidade pode ser definida como o direito de um indivíduo de ter informações sobre 

ele acessadas e usadas em conformidade com aquilo que ele considera aceitável. A 

preservação da privacidade é um problema em aberto na Arquitetura Orientada a Serviços 

(AOS). Uma solução para esse problema deve incluir características que apoiem a 

preservação da privacidade em cada área da AOS. Esta tese foca as áreas da descrição e 

descoberta de serviços. Os problemas nessas áreas são que não é possível descrever como 

um provedor de serviços usa as informações recebidas de um consumidor de serviços e 

descobrir serviços que satisfaçam as preferências de um consumidor. Diversos trabalhos de 

pesquisa têm sido realizados nessas áreas, mas ainda não existe um framework que ofereça 

uma solução que apoie uma rica descrição das políticas de privacidade e a sua integração 

no processo de descoberta de serviços. Consequentemente, o principal objetivo desta tese é 

propor um framework de preservação de privacidade para as áreas de descrição e 

descoberta de serviços na AOS. O framework aprimora a descrição e descoberta de 

serviços com a especificação e interseção das políticas de privacidade usando uma 

ontologia base de privacidade e ontologias de privacidade de domínios específicos. Além 

disso, o framework melhora essas áreas com uma extensão da AOS tradicional, a qual 

inclui dois novos papéis responsáveis por implementar um repositório de políticas de 

privacidade e intermediar as interações entre os consumidores e provedores e o 

componente de preservação de privacidade. A infra-estrutura proposta pelo framework foi 

implementada e avaliada através de um cenário no domínio da saúde, uma vez que a 

preservação da privacidade é uma questão importante nesse domínio. 
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Abstract 

 

Privacy can be defined as the right of an individual to have information about them 

accessed and used in conformity with what they consider acceptable. Privacy preservation 

in Service-Oriented Architecture (SOA) is an open problem. A solution for this problem 

must include features that support privacy preservation in each area of SOA. This thesis 

focuses on the areas of service description and discovery. The problems in these areas are 

that currently it is not possible to describe how a service provider deals with information 

received from a service consumer as well as discover a service that satisfies the privacy 

preferences of a consumer. Research has been carried out in these areas, but there is 

currently no framework which offers a solution that supports a rich description of privacy 

policies and their integration in the process of service discovery. Thus, the main goal of 

this thesis is to propose a privacy preservation framework for the areas of service 

description and discovery in SOA. The framework enhances service description and 

discovery with the specification and intersection of privacy policies using a base and 

domain-specific privacy ontologies. Moreover, the framework enhances these areas with 

an extension to basic SOA that includes roles responsible for implementing a privacy 

registry as well as mediating the interactions between service consumers and providers and 

the privacy preservation component. The framework is evaluated through a health care 

scenario as privacy preservation is an important issue in this domain. 
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Chapter 1                             

Introduction 

 

This chapter introduces the work by presenting its motivation, giving an overview of the 

proposal and discussing its goals. Finally, the chapter presents the organization of the rest of 

this thesis. 

 

1.1 Motivation 

 

Service-Oriented Architecture (SOA) [18] is a software architecture based on the concept of 

service, a loosely coupled, abstract and discoverable software component. SOA has been an 

intense area of research because of its potential to facilitate the development and management 

of software solutions. However, SOA still has open problems [31] that must be addressed in 

order to enable its wider application. Privacy preservation is one of these problems. Privacy 

[46] can be defined as the right of an individual to have information about them accessed and 

used in conformity with what is considered acceptable by that particular individual. 
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SOA includes two mandatory roles: service consumer and provider. A consumer uses a service 

provided by a provider. The service provider usually requires information from the service 

consumer so that the consumer can use the service supplied by the provider. This can include 

private information. Thus, the consumer needs to know how the provider will use its 

information so that the consumer can decide whether to disclose the information to that 

provider or try another alternative. This is the general problem of privacy preservation in SOA 

[20] and it is related to the concern of the consumer that disclosed information can be misused 

by providers receiving it. 

 

The problem of privacy preservation in SOA demands solutions that include privacy 

enhancing mechanisms in the different areas of SOA. This thesis focuses on the areas of 

service description and discovery. In basic SOA, service description is restricted to functional 

characteristics of services. As a consequence, service discovery is based on functionality of 

services. Extensions to SOA were proposed in order to include non-functional or Quality of 

Service (QoS) characteristics of services in service description. These extensions allow for 

service discovery that considers not only the functionality of the service but also the non-

functional characteristics of the service. However, there still is a lack of an extension for 

privacy preservation [44]. Thus, the privacy preservation problems in the areas of service 

description and discovery are that it is not possible to describe how a service provider deals 

with private information received from a service consumer and discover a service that satisfies 

the privacy preferences of the consumer. 
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Work that has been done on privacy in SOA does not offer a proper solution for the problems 

in the areas of service description and discovery. Privacy frameworks proposed in the 

literature have limitations including limited privacy policy model, privacy vocabulary as well 

as support for privacy policy specification and intersection as they do not use, for example, 

concepts defined in ontologies for creating policies. Furthermore, existing privacy 

preservation frameworks have no service discovery integration. Finally, such frameworks do 

not have proper support for the inclusion of other QoS attributes and for the consideration of 

domain-specific privacy preservation issues. 

 

1.2 Overview 

 

This thesis proposes a solution for the problems of privacy preservation in the areas of service 

description and discovery in SOA. The proposed solution is a privacy preservation framework 

that addresses the limitations identified in privacy frameworks for SOA proposed in the 

literature. 

 

The privacy framework proposed in this thesis includes a policy model, which enables the 

description of privacy practices and preferences of service providers and consumers. In the 

policy model, policy assertions refer to ontological concepts. Thus, policies are created from 
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concepts defined in privacy ontologies. This semantic information supports the matching 

between the policies of a consumer and provider. Moreover, the framework includes privacy-

aware service discovery, which enables the discovery of services that meet privacy preferences 

of consumers. 

 

In the approach proposed in this thesis, service providers and consumers describe their privacy 

preservation practices and preferences in policies. Thus, policy intersection enhances service 

discovery so that discovered services are from providers whose privacy practices match the 

privacy preferences of the consumer. The use of policies for service discovery is accomplished 

by extending SOA with two new roles: privacy and mediator. The privacy role is responsible 

for the publication and discovery of privacy policies. The mediator role mediates the 

interactions of service publication and discovery between the provider or consumer and the 

publication and discovery space, which includes the service registry and the privacy. 

 

Privacy preservation is a problem in several domains. Some privacy preservation issues are 

common to different domains, but it is important to consider that each domain includes 

specific privacy issues. Typically, a general privacy preservation regulation [9] deals with 

common issues and a separate privacy regulation [28] can complement it with domain issues. 

In order to address this aspect of privacy preservation, the solution proposed in this thesis 

follows an approach in which general privacy issues are represented by a base privacy 

ontology and domain-specific issues are captured by ontologies that extend the base ontology. 
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Among the different domains, health care is an example in which privacy preservation is 

particularly important, as health information is usually regarded as sensitive. Thus, the health 

care domain was chosen to evaluate the framework. The evaluation involves the 

demonstration of cases in which service consumers, which look for services in a health care 

scenario, have their privacy preservation preferences checked against the privacy preservation 

practices of service providers so that the consumers can decide whether to select or not the 

services offered by those providers. 

 

The main contribution of this thesis is a framework that supports privacy preservation in 

service description and discovery in SOA. The framework allows service consumers to select 

services that not only meet the functionality required by the consumers but also satisfy their 

privacy preservation preferences. Specifically, the contributions of this thesis are a model for 

semantic privacy policy, which enables the specification of policies using concepts defined in 

a base privacy ontology and domain-specific privacy ontologies, as well as privacy-aware 

service discovery, which enables the use of privacy policies of consumers and providers as 

well as their intersection in service publication and discovery. Differently from existing 

privacy frameworks, the policy model of the proposed framework enables a flexible 

specification of privacy practices and preferences, defines a comprehensive privacy 

vocabulary, allows for the use of privacy ontologies and takes domain-specific issues into 

consideration. In terms of the SOA extension of the proposed framework, the differences from 

existing privacy frameworks are that it keeps compatibility with basic SOA, integrates privacy 
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policies in service discovery and supports its extension in order to deal with other non-

functional characteristics. 

 

This work follows an approach that is used in Web service technology in order to deal with 

security. In Web service technology, security (Web Services Security – WS-Security [27]) and 

policy (Web Services Policy – WS-Policy [42]) standards are used together in order to create 

security policies for Web services. The privacy policies created in this work can be used in 

combination with policies for other aspects in order to improve the non-functional support in 

SOA. Thus, the privacy preservation framework proposed in this thesis should be considered 

as one component of a set of components that would create a comprehensive security 

framework for SOA. 

 

1.3 Goals 

 

The main goal of this thesis is to propose a privacy preservation framework for the areas of 

service description and discovery in SOA. Specifically, the goals are: 

• The creation of a privacy policy model using ontologies to enhance service 

description with privacy preservation practices and service request with privacy 

preservation preferences. This goal can be accomplished by defining elements and 
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their organization in a format that enables intersection and the use of an 

ontological approach to support a rich description of privacy policies. 

• The integration of privacy preservation-awareness in service publication and 

discovery in order to enable the publication of privacy practices of service 

providers and a process of service discovery that considers privacy preferences of 

service consumers. This goal can be accomplished by extending SOA with new 

roles and interactions, which enable the use of the proposed policy model in order 

to support the consideration of privacy preservation practices of providers and 

consumer preferences in the process of service discovery. 

• The application of the privacy preservation framework to a scenario in the domain of 

health care in order to evaluate the effectiveness of the proposed SOA privacy 

framework. This goal can be accomplished by developing a health care privacy 

ontology that extends the base ontology as well as creating a health care scenario 

that enables the definition and execution of evaluation cases to demonstrate the 

privacy preservation capabilities of the framework, which includes the solutions 

for the first two goals. 

 

1.4 Organization 

 

The rest of this thesis is organized as follows: 
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• Chapter 2 presents background information. It contextualizes the thesis by 

introducing the concepts of SOA, privacy and ontology. It also presents the main 

technologies used for implementing the proposed framework. 

• Chapter 3 presents related work. This chapter reviews the literature in SOA privacy 

preservation by surveying existing SOA privacy frameworks. It also elaborates on 

the necessity of a privacy preservation solution by discussing the limitations of 

existing frameworks. 

• Chapter 4 gives an overview of the framework proposed in this thesis that offers 

solutions for the identified limitations. 

• Chapter 5 presents the first part of the framework. It describes the semantic privacy 

policy model that enhances service description, including the policy format and 

base privacy ontology. 

• Chapter 6 presents the second part of the proposed framework. It describes the 

extensions to basic SOA that support the use of the privacy policy model for 

enhancing service discovery. 

• Chapter 7 presents the implementation and evaluation of the proposed privacy 

framework. It introduces the health care ontology, scenario and cases that were 

developed in order to evaluate the effectiveness of the framework. 

• Chapter 8 presents conclusions. It describes the contributions of this thesis and 

discusses possible future work. 
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Chapter 2                                

Background 

 

This chapter presents basic concepts involved in this thesis. In Section 2.1, Service-Oriented 

Architecture (SOA) is described as it establishes the context for this work. The concept of 

privacy is discussed in Section 2.2 as this work tackles the problem of privacy preservation in 

the areas of service description and discovery in SOA. Finally, Section 2.3 presents the 

concept of computational ontology as the use of ontologies is proposed in order to improve the 

solution for privacy preservation in SOA proposed in this work. 

 

2.1 Service-Oriented Architecture (SOA) 

 

SOA [31] is a software architecture based on the concept of service. A service is a software 

component with three main characteristics: abstraction, discoverability and loose coupling. As 

shown in Figure 2.1, SOA [18] has three main roles: service provider, service consumer and 

service registry. A service provider hosts a service and publishes a description of the service to 
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a service registry. A service consumer that needs a service to accomplish a task discovers a 

service from a service registry and uses the description of the discovered service in order to 

bind and interact with the service provider. 

 

 

Figure 2.1. SOA roles. 

 

2.1.1 Layers and Infrastructure 

 

SOA [6] facilitates the development and management of services that cross the boundaries of 

applications. SOA [23] features a set of layers with a clear separation between presentation, 

business processes, services and applications (Figure 2.2). 
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Figure 2.2. SOA layers. 

 

The layers of SOA are described as follows: 

• Presentation: is the entry point for end users and business partners, comprising user 

interfaces and externally accessible services. 

• Business Process: comprises business processes that model solutions exposed in the 

Presentation layer and are created from services contained in the Service layer. In 

Figure 2.2, a business process (B1) is exposed by an interface (P1) in the 

Presentation layer. 

• Service: provides standardized interfaces that enable services implemented by 

different applications to be composed and interoperate in a business process. In 

Figure 2.2, the three services (S1, S2 and S3) in the Service layer create the 

business process (B1) in the Business Process layer. 
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• Application: includes software applications that constitute implementations of 

services. In Figure 2.2, an application (A1) implements two services (S1 and S2) 

and another application (A2) implements the third service (S3) contained in the 

Service layer. Thus, each service interfaces a different operation or operation set 

realized by an application. 

• Integration: deals with concerns that cut across the other SOA layers, such as Quality 

of Service (QoS), monitoring and management. QoS refers to the non-functional 

characteristics of services, for example, security and availability. Monitoring and 

management involve the use of techniques to detect problems and to improve 

solutions. 

 

The infrastructure of SOA is supported by an Enterprise Service Bus (ESB) [33], which is 

responsible for connecting services that represent applications. The ESB provides features, 

such as message delivery, service publication and discovery (service registry) as well as the 

features included in the Integration layer of SOA. The features provided by an ESB are usually 

needed for different services and they are also modeled as services. The ESB features can be 

implemented using the most suitable solution available and they can be added to the ESB as 

needed. Thus, the ESB abstracts common concerns of services in SOA, further facilitating the 

development and management of services. 

 

SOA includes several areas of research, for example, service description, discovery and 

composition. This thesis focuses on the areas of description and discovery. Service description 



 

 13  

is a document that includes information on a service. This information can include the 

functionality of the service, its non-functional characteristics as well as information on where 

and how to access and use the service. This document can be directly passed to a service 

consumer by a service provider so that they can interact. In this case, the parties should know 

each other in advance. When this is not the case, then a service registry can be used, which 

facilitates service publication and discovery. The registry offers providers a mechanism for 

making service descriptions available to consumers. Thus, a provider can use this mechanism 

to publish its service so that it can be discovered by consumers. In order to discover a service, 

a consumer uses another mechanism provided by the registry. This mechanism allows the 

consumer to inform its requirements for the service, which can include functional and non-

functional requirements. The registry is responsible for performing the discovery process, 

searching for a service that matches the requirements of the consumer. 

 

2.1.2 Web Services 

 

One of the strengths of SOA is Web service technology. Web service [5] is a technology that 

can be used to implement SOA. Web service technology has been supported by major 

software companies, including Hewlett-Packard (HP), International Business Machines 

(IBM), Microsoft, Oracle and Sun Microsystems. These companies, together with several 

other companies, have delivered standards for Web services [7] in order to accomplish the 
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vision of seamless application integration. The vision of seamless application integration is 

supported by the standardization of several aspects of the service life cycle, such as security 

(Web Services Security – WS-Security [27]) and policy (Web Services Policy – WS-Policy 

[42]). 

 

Web service technology comprises three basic standards: 

• Web Services Description Language (WSDL) [8]: WSDL is a language for describing 

the functionality of a service. 

• SOAP [26] (formerly Simple Object Access Protocol): SOAP is a protocol for 

message exchange among services. 

• Universal Description Discovery & Integration (UDDI) [11]: UDDI is a registry that 

supports service publication and discovery. 

 

2.2 Privacy 

 

A paper [45] published in 1890 is often cited in the literature in order to provide a definition of 

the concept of privacy. According to the authors of the paper, the right to be left alone is 

considered to define privacy. The paper by Warren and Brandeis is often cited in the literature 

because the authors first discussed the issue that privacy includes injury of feelings, as a result 
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from disclosing private information to the public, in addition to the concept of physical 

privacy. 

 

In another influential work [46], the claim of individuals and groups for determining for 

themselves how information is communicated defines privacy. The definition by Westin of the 

concept of privacy suggests that an individual should have a means to control the access to 

information about the individual. The definition of the concept of privacy is valid offline and 

online. However, the range of privacy risks is broader in electronic environments than offline. 

The actions of the individuals are typically recorded over a long period of time online. 

Furthermore, a large amount of information pieces of the individuals is collected by a number 

of organizations. Moreover, the capabilities of information processing are getting higher and 

higher. All of these possibilities increase the risks to privacy. 

 

Thus, giving the individuals a means to control the access to their information is a part of 

privacy. Another important part of privacy is to control the use of information that is no longer 

under the control of the individuals in order to avoid that private information is used in an 

unacceptable way. In this thesis, privacy is defined as the right of an individual to have 

information about them accessed and used in conformity with what that particular individual 

considers acceptable. 
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2.2.1 Individuals – Surveys 

 

In 2009, a survey [12] was conducted in Canada in order to understand the views of 

individuals on privacy issues. The survey examined the levels of awareness, understanding 

and concerns of the individuals. The results of the survey showed a general concern among the 

respondents about the protection of their private information. Two thirds of the respondents 

were not confident organizations can adequately safeguard information. Furthermore, the 

majority of the respondents agreed on the statement that privacy preservation would be one of 

the most important issues in the next decade. Regarding new technologies, the results of the 

survey showed that almost half of the respondents were concerned about the impact of the new 

technologies on privacy preservation. 

 

In the United States of America, another survey [39] was conducted in 2009 in order to 

determine the opinions of individuals about the use of behavioral targeting by marketer. The 

use of behavioral targeting has been a controversial issue before government policy makers. 

Behavioral targeting involves tracking the actions of the individuals and then tailoring 

advertisements for the individuals based on their actions. The survey discovered that most 

adult respondents did not accept tailoring advertisements to their interests, in opposition to the 

claim of many marketers. This finding was valid even among young adults (between 18 and 

24 years of age), who have often been portrayed by advertisers as caring little about privacy. A 

high percentage of adult respondents rejected the gathering of information about individuals 
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for tailoring advertisements by marketers. Moreover, another finding of the survey was that a 

large proportion of respondents rejected even anonymous behavioral targeting. 

 

The two surveys [12], [39] and other surveys [17], [13], [32] on privacy provide information 

that allows us understanding the impact of privacy concerns on the behaviors of the 

individuals and the acceptability of the new technologies. For example, the surveys report that 

a high percentage of the respondents have decided not to use a service due to concerns about 

the use of private information. 

 

Although it could be thought that privacy was not regarded as essential by many individuals 

due to the widespread adoption of information-intensive services and the lack of sufficient 

protection of the personal information of the individuals, a study [37] has shown that privacy 

is an important issue for the majority of the individuals. In the study, some participants were 

provided with simple information on the privacy policies of websites while other participants 

were not provided with the information. The first group of participants was more likely to use 

websites with better policies than the second group of participants. Moreover, a survey [22] on 

mobility pricing systems has investigated the willingness-to-pay for privacy of individuals. It 

has shown that the majority of the respondents have accepted paying a higher cost in order to 

maintain a higher level of privacy. 
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2.2.2 Individuals – Concerns 

 

A study [34] was conducted in order to develop a measurement instrument for information 

privacy research. The instrument helps measure the concerns of the individuals about the 

privacy practices of the organizations. The concerns are listed and described as follows: 

• Collection: a large amount of information is collected and stored. 

• Internal Unauthorized Secondary Use: the information is collected for a purpose, but 

the information is used for another purpose internally within the organization that 

has collected the information. 

• External Unauthorized Secondary Use: the information is collected for a purpose, but 

the information is used for another purpose by an external party after disclosure by 

the collecting organization. 

• Improper Access: the information about the individual is readily available to people 

not properly authorized to access the information. 

• Errors: the protection against deliberate and accidental errors in information is 

inadequate. 

• Reduced Judgment: the excessive automation of the decision-making process leads to 

inadequate decisions. 

• Combining Data: the information from different databases is combined in larger 

databases. 
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A more recent study [24] drew on the theory of social contract in order to characterize the 

notion of information privacy concerns of the Internet users. The social contract theory defines 

that contracts must be grounded in informed consent, must be reinforced by exit and must 

voice rights. Thus, the notion of information privacy concerns of the Internet users was 

characterized in terms of three factors as follows: 

• Collection: represents the central theme of fair information exchange based on an 

agreed social contract. 

• Control: represents the freedom to give an opinion or exit. 

• Awareness: indicates understanding about the accepted conditions and actual 

practices. 

 

2.2.3 Organizations 

 

New regulations and concerns of individuals have motivated organizations to take into account 

privacy-preserving systems. Furthermore, there is a cost to the lack of privacy preservation. 

Organizations may have to pay fines for privacy preservation breaches, for instance. In 

addition to this cost, an analysis [1] on information security economics investigated the impact 

of privacy incidents on the market values of organizations and showed that privacy breaches 

can have a negative impact on the stock market. This study gathered several examples of 
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private information breaches and executed various empirical analyses, whose results allow 

seeing that there was a relation between some privacy incidents of organizations and their 

market values. 

 

Thus, it is important that organizations implement measures in order to preserve the privacy of 

individuals. However, on the other hand, the collection and use of private information is 

frequently a requirement in order for organizations to provide their services and can be an 

important component for achieving competitiveness. This creates a challenge for 

organizations, as organizations have to balance the attitude of privacy preservation and the 

necessity of taking business advantage from collecting and using private information of 

individuals. 

 

2.2.4 Preservation 

 

Privacy preservation is maintaining the privacy of an individual at the level required by the 

individual, that is, keeping the right of the individual to have information about them accessed 

and used in conformity with what the individual considers acceptable. Two different research 

lines can be identified in the area of privacy preservation [35]: 
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• Access prevention: the research line of access prevention focuses on developing 

protection mechanisms that prevent access to private information of individuals, 

for example, by making individuals anonymous. This is usually effective, as high 

levels of privacy can be maintained by restricting the identification of collected 

information. However, access prevention cannot always be used, since it may limit 

the functionality of services and hinder their marketing. 

• Awareness and control: the research line of awareness and control focuses on 

increasing awareness of individuals and their control over information activities. 

This can lead to inadequate protection against privacy preservation attackers, as 

identifiable information continues to be collected, disclosed, retained and used. 

However, the application of awareness and control is typically wider than access 

prevention, because the identification of collected information is usually important 

for organizations in order to provide value-added services. 

 

2.2.5 Regulations 

 

A number of privacy regulations [40], [29], [14], [9] have been created around the world. The 

privacy regulations define several principles in order to support the preservation of the privacy 

of the individuals: 

• Accountability: an organization is responsible for the information under its control. 
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• Identifying purposes: the purposes for which the information is collected are 

identified by the organization. 

• Consent: the consent of the individual is necessary for the collection and use of the 

information. 

• Limiting collection: the collection of the information is limited to the information 

which is needed for the purposes identified by the organization. Fair and lawful 

means is employed for information collection. 

• Limiting use, disclosure and retention: the information is not used for purposes other 

than the purposes for which the information was collected. The information is 

retained only for the time period that is necessary for the fulfillment of the 

purposes. 

• Accuracy: the information is correct, comprehensive and current as it is necessary for 

the purposes for which the information is to be used. 

• Safeguards: the information is protected by the security safeguards appropriate to the 

sensitivity of the information. 

• Openness: an organization makes readily available to individuals its information 

management practices. 

• Individual access: upon request, an individual is informed of the existence and use of 

their information and information access is given to that individual. An individual 

can challenge the accuracy of the information and have the information corrected 

as appropriate. 



 

 23  

• Challenging compliance: an individual is able to address a challenge concerning the 

compliance with privacy principles to a party accountable for the compliance of 

the organization. 

 

2.3 Ontology 

 

The definition of the concept of computational ontology by Gruber [16] is often cited in the 

literature. The author defines a computational ontology as a formal, explicit specification of a 

shared conceptualization. Each part of this definition indicates a characteristic of ontologies as 

follows: 

 

• Conceptualization: an ontology is an abstract model of a domain in the world, which 

identifies the concepts and relationships among concepts of the target application 

domain. 

• Explicit: an ontology defines the concepts and their relationships explicitly. 

• Formal: an ontology is computer-processable. 

• Shared: an ontology represents consensual knowledge. 

 

There are different types of formal languages [36] that are used for specifying ontologies, 

including description logics and frame logics. Computational ontologies were created in the 
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area of artificial intelligence mainly aiming at supporting knowledge sharing. Ontologies have 

been an intense subject of research in different fields of artificial intelligence, such as 

knowledge engineering and natural-language processing. More recently, the notion of 

ontology has become popular in other areas, such as information retrieval and integration as 

well as cooperative information systems. The reason for the widespread use of the concept of 

ontology [15] is due to the support it provides for the establishment of common 

understandings of domains that can be communicated among people and software 

applications. 

 

2.3.1 Types 

 

An ontology is created mainly to construct a model of a target domain. It provides a 

vocabulary that can be used to model the application domain. However, there are different 

ontology [41] types: 

• Domain ontology: represents knowledge specific to a domain, for example, an 

ontology for the domain of health care. 

• Metadata ontology: offers a vocabulary for describing the content of information 

sources, for example, an ontology for digital material such as video. 
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• Common sense ontology: captures general knowledge about the world, providing 

basic concepts that are valid across domains, for example, an ontology for the 

concept of time. 

• Representational ontology: provides representational constructs in a domain-

independent way, for example, an ontology for concepts of object orientation. 

 

2.3.2 Web Ontology Language 

 

As a result of the work of the World Wide Web Consortium (W3C) in the context of the Web 

Ontology Working Group as part of the W3C Semantic Web Activity, the Web Ontology 

Language (OWL) [43] was developed as an ontology standard for the Web. The OWL 

specification is endorsed as a W3C Recommendation. OWL extends the Resource Description 

Framework (RDF) and RDF Schema (RDFS) standards. OWL is a language that supports the 

creation of ontologies on the Web. The formal foundation of OWL is based on the description 

logics. 

 

 



 

 26  

2.4 Summary 

 

This chapter presented basic concepts involved in this thesis, including SOA, privacy and 

ontology. The chapter started with SOA by describing its layers and infrastructure as well as 

Web service technology. Then, the chapter discussed the concept of privacy as well as 

presented privacy preservation and regulations. Finally, ontologies and the OWL standard 

were presented. 
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Chapter 3                                      

Related Work 

 

This chapter reviews privacy frameworks for Service-Oriented Architecture (SOA) proposed 

in the literature. Two aspects were considered in the review of the frameworks: 

• Policy model: how are privacy policies of service consumers and providers expressed 

in the framework? 

• SOA extension: how is the basic architecture of SOA extended by the framework? 

 

3.1 Policy Model 

 

The following questions were considered in order to review the privacy policy model of the 

frameworks: 

 

• Format: does the policy format defined by the framework allow for flexible 

specification of privacy policies? 
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A policy format is a standard structure that has to be followed by privacy policies defined by 

service consumers and providers. Thus, this first question asks if the framework defines a 

language that is used to structure policies in a way that they can be processed by computers. 

Several frameworks [21], [38], [4], [2], [30] assume the use of privacy policies by service 

consumers and providers, but these frameworks do not define a format for the privacy policies. 

Thus, these frameworks do not have a format or the format is not available and consequently 

the frameworks do not allow for the specification of computer-processable privacy policies. 

The existing frameworks [47], [3], [25] that define a format for privacy policies do not include 

support for flexibility in the policy format. Thus, these frameworks do not define rules that 

convert privacy policies to the standard structure and consequently the format is rigid. When 

these rules are present, consumers and providers can create flexible privacy policies that are 

converted to the standard structure before being processed. A flexible format includes 

constructs, for example, alternatives and optional assertions, which allow for richer privacy 

policy specifications. 

 

• Vocabulary: does the privacy vocabulary defined by the framework cover the 

principles of privacy regulations? 

 

A privacy vocabulary is a set of terms related to privacy and relationships among the terms 

that are used in the specification of privacy policies by service consumers and providers. Some 

frameworks [21], [2], [30] assume the use of a privacy vocabulary together with a format for 

privacy policies, but these frameworks do not define a privacy vocabulary. Thus, these 
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frameworks do not include a vocabulary or the vocabulary is not available and consequently 

the frameworks do not allow for the specification of interoperable privacy policies. Several 

frameworks define a privacy vocabulary, but the vocabulary is limited. The privacy 

vocabulary of some frameworks [38], [4] includes the concepts of information and collector 

only. Other existing frameworks [47], [3], [25] define a privacy vocabulary that misses the 

concepts related to collection means, owner access and use record as well as the categorization 

of some concepts. Thus, these frameworks do not include terms and relationships that capture 

the principles defined in privacy preservation regulations and consequently the vocabulary is 

limited. When the principles of regulations are present, consumers and providers can create 

comprehensive privacy policies that cover a wide range of requirements and guarantees related 

to privacy preservation. A comprehensive privacy vocabulary, which includes concepts such 

as owner access and use record, allows for the specification of policies that can provide a 

higher level of privacy preservation. 

 

• Semantics: does the support for semantics of the framework allow for the 

specification and intersection of semantic policies? 

 

Meaning can be added to the information in a privacy vocabulary by including support for 

semantics in the framework. Several frameworks [21], [47], [4], [3], [2] do not include support 

for semantics. Thus, these frameworks do not have a privacy vocabulary enriched with 

semantic information or the semantics is not available and consequently the frameworks allow 

for the matching between the privacy policies of a service consumer and provider based on 
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syntax only. The frameworks [38], [25], [30] that include support for semantics do not allow 

for the specification and intersection of semantic policies as these frameworks extend service 

ontologies. Thus, in these frameworks the privacy policy is a part of the service description 

and consequently the policy is not a separate document. When a privacy ontology is present, 

consumers and providers can create privacy policies that are easier to maintain as they are 

likely to change more often than the service descriptions. An ontology-based policy, such as 

an annotated policy, allows for the reuse of policies and the use of policy intersection for 

verifying the compatibility of privacy policies. 

 

• Domain: does the framework define an approach to deal with domain-specific 

privacy issues? 

 

Different domains, such as health and learning, have specific privacy issues in addition to the 

privacy issues that cross multiple domains. Several frameworks [38], [47], [4], [3], [25], [30] 

do not consider domain-specific privacy preservation issues. Thus, these frameworks do not 

have support for extension and consequently the frameworks do not allow for the specification 

of privacy policies that include concepts from a given domain. Some existing frameworks 

[21], [2] include placeholders for dealing with domain-specific privacy issues, but these 

frameworks do not define an approach to the application of the framework to different 

domains. Thus, these frameworks consider the importance of dealing with domain-specific 

privacy issues and consequently the frameworks are open for extensions. However, they do 

not define any approach as a part of the framework that drives the extension of the framework 
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with concepts derived from domain-specific issues. The lack of a mechanism to implement the 

extension of the framework requires the definition of one by the user, which can affect the 

interoperability of the framework negatively. 

 

3.2 SOA Extension 

 

The following questions were considered in order to review the extension to the basic 

architecture of SOA of the frameworks: 

 

• Modification: how does the framework modify the roles and interactions of basic 

SOA? 

 

Some frameworks [21], [38], [47] modify basic roles of SOA, whereas other frameworks [4], 

[3], [2], [25], [30] add new roles to SOA. Between these two design choices, the second 

choice is the better one as it facilitates the deployment of the extension to an SOA 

environment. The new roles are added as services that are used by consumers and providers 

the same way as they use other services in the environment. The modification of basic roles, 

including consumer, provider and registry, is hard to deploy as the entities that are active in 

the environment need to be modified. Interactions related to privacy preservation are needed 

between the service consumer and provider in some frameworks [21], [3], [30]. This setting is 
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not a good design choice as in basic SOA the decision on which service to use is done at 

discovery time and the consumer and provider start interacting after the decision. Thus, 

privacy-related interactions should involve a third party at publication and discovery times. 

All existing frameworks require direct interaction with the components responsible for privacy 

preservation. This setting is not a good design decision as it affects the scalability of the 

framework negatively when other non-functional characteristics are dealt with. Thus, direct 

interaction with the privacy components should be avoided. 

 

• Discovery: does the framework integrate privacy policies in the process of service 

discovery? 

 

No framework that integrates privacy policies in the process of service discovery has been 

identified in the literature. In the surveyed frameworks [21], [38], [47], [4], [3], [2], [25], [30], 

the service consumer has to perform actions after service discovery in order to receive services 

that meet the privacy preservation preferences of the consumer, for example, the consumer has 

to request the policy from the provider as well as forward it to the privacy component for 

verification or do it itself. Due to the lack of integration, consumers and providers may have to 

perform additional tasks or the number of interactions needed for a consumer to use a service 

may increase. The integration of privacy policies in the process of service discovery may lead 

to modifications to the registry, but they can be avoided. Thus, if the integration can be 

implemented without modifications to the registry, then it is a better design decision as it 
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keeps compatibility with basic SOA as well as alleviates the burden on service consumers and 

providers. 

 

• Quality of Service (QoS): does the framework enable the inclusion of other QoS 

attributes with the separation of the different attributes? 

 

QoS is a set of non-functional characteristics of services such as privacy, security and 

reliability. Although the framework proposed in this thesis has been developed specifically to 

deal with privacy preservation, it has to be prepared for working with other QoS attributes. 

The QoS attributes required in different environments and interactions vary. They should be 

dealt with separately as they are processed differently, for example, they need different 

matching rules. No framework that supports the inclusion of other QoS attributes with the 

separation of the different attributes has been identified in the literature. In order to deal with 

other QoS attributes in the surveyed frameworks [21], [38], [47], [4], [3], [2], [25], [30], the 

service consumer and/or the service provider have to interact with a set of components 

responsible for the QoS attributes or a single component is responsible for all QoS attributes in 

the framework. These two settings are not good design decisions. The first one affects the 

scalability of the framework negatively regarding consumers and providers, which have to 

interact with an increasing number of components that have to be discovered and bound to. 

The second design choice affects the performance of the framework negatively as a heavy 

component, which is responsible for processing all the requested QoS attributes, is included in 
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the framework. In addition, new matching rules have to be added to the component when a 

new attribute is included in the framework. 

 

3.3 Summary 

 

The following limitations were identified in the privacy frameworks for SOA proposed in the 

literature: 

• Inflexible format for privacy policies. A flexible format for privacy policies is 

required in order to support the specification of alternative privacy preservation 

practices and compact privacy policies. 

• Limited vocabulary of privacy preservation. A privacy vocabulary that covers the 

principles of privacy preservation regulations is required in order to support the 

expression of complete privacy preservation practices. 

• Poor support for semantics. A privacy framework that includes semantics, such as, 

by ontological annotation of privacy policies is required in order to support rich 

specification of privacy policies of service consumers and providers and 

intersection between the privacy policies of a consumer and provider. 

• Incomplete support for domain-specific issues of privacy preservation. A privacy 

framework that enables the consideration of domain-specific privacy preservation 
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issues is required in order to support the application of the framework to different 

domains. 

• Inadequate modifications of basic roles of SOA and inclusions of interactions in 

basic SOA. A privacy framework that does not modify basic roles of SOA as well 

as does not require direct interaction with the privacy preservation component and 

privacy-related interactions between the consumer and provider is required in 

order to support the deployment of the framework. 

• No integration in the process of service discovery. A privacy framework that 

integrates privacy policies in the process of service discovery is required in order 

to support a privacy-aware process of service discovery. 

• Improper support to QoS extension. A privacy framework that enables the 

inclusion of other QoS attributes with the separation of the different attributes is 

required in order to support QoS management without extra impacts on scalability 

and performance. 

 

A privacy framework that addresses the limitations identified in the existing frameworks is 

proposed in this thesis. The proposed framework includes a flexible format for privacy 

policies and a privacy vocabulary that covers the principles of privacy preservation 

regulations. Additionally, the framework includes semantics by ontological annotation of 

privacy policies and enables the consideration of domain-specific privacy preservation issues. 
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The framework does not modify basic roles of SOA as well as does not require direct 

interaction with the privacy preservation component and consumer-provider privacy-related 

interactions. It integrates privacy policies in the process of service discovery. Finally, the 

framework enables the inclusion of other QoS attributes with the separation of the different 

attributes. 
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Chapter 4                                      

Privacy Preservation Framework 

 

This chapter describes the privacy preservation framework for the areas of service description 

and discovery in SOA proposed in this thesis. 

 

4.1 Overview 

 

Privacy preservation is an open problem in SOA. The framework proposed in this thesis 

employs policies in order to support the right of an individual to have information about them 

accessed and used in conformity with what is considered acceptable by them. Consumers and 

providers use policies to express their preferences and practices regarding privacy. The 

framework defines a model for enhancing service description with privacy through the use of 

policies, so that service description includes information on privacy practices of providers as 

well as request includes information on preferences of consumers. In addition, the framework 

uses these policies in order to enhance service discovery with privacy-awareness, so that 
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service publication includes privacy policies as well as discovery considers the preferences 

and practices of consumers and providers when selecting services. This way, the framework 

supports privacy preservation in SOA. 

 

In the framework, in addition to the mandatory and optional basic roles, new roles are added to 

SOA in order to deal with privacy policies. A consumer uses a service provided by a provider. 

The provider usually requires information from the consumer so that the consumer can use the 

service supplied by the provider. This can include private information. If the consumer needs 

to know how the provider will use its information so that the consumer can decide whether to 

disclose the information to that provider or not, the consumer can create a policy that specifies 

its privacy preferences. Providers can have policies describing their privacy practices in the 

context of services provided by them. Provider policies are published so that they can be 

considered when discovering services for consumers concerned with their privacy. Thus, the 

framework offers a solution for the problem of privacy preservation in SOA, which is related 

to the concern of the consumer that disclosed information can be misused by providers 

receiving it. Specifically, the framework is aimed at providing a solution to the areas of 

service description and discovery as the problem of privacy preservation in SOA encompasses 

several areas and thus demands solutions that include privacy enhancing mechanisms in the 

different areas of SOA. 

 

The framework deals with the privacy preservation problems in the areas of service 

description and discovery, that is, it is not possible to describe how a provider deals with 
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private information received from a consumer and discover a service that satisfies the privacy 

preferences of the consumer. The solution to these problems offered by the framework was 

designed in order to address the limitations identified in surveyed privacy frameworks [21], 

[38], [47], [4], [3], [2], [25], [30] for SOA proposed in the literature that deal with these issues. 

These limitations include limited policy model, privacy vocabulary as well as support for 

privacy policy specification and intersection. Furthermore, the frameworks have no service 

discovery integration as well as proper support for the inclusion of other QoS attributes and 

for the consideration of domain-specific issues. 

 

With these limitations in mind, the proposed framework includes a model (Chapter 5) for 

policies with elements (Section 5.1), which enables the specification of policies that define 

different aspects of privacy preservation (components) of different information items 

(assertions) in different settings (alternatives). A format (Section 5.2) that considers the 

proposed policy elements is defined, which is used by consumers and providers for the 

specification of their preferences and practices as policies. These policies offer the base for the 

proposed framework as, in addition to improving service description, they are used in order to 

improve the process of service discovery. In order to use policies in the process of service 

discovery, a mechanism of policy intersection (Section 5.3) is defined, which indicates how 

privacy policies are matched. One of the main characteristics of the policy model is that it 

includes semantics by enabling the use of ontologies (Section 5.4) in the definition of privacy 

policies. The ontologies define the vocabulary used to create policies and are developed 

according to an approach that separates general (base ontology) and domain-specific (domain 
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ontologies) privacy issues. This approach is employed to address the aspect that privacy 

preservation is a problem in several domains and some privacy preservation issues are 

common to different domains, but it is important to consider that each domain includes 

specific issues. In the policy model, policy assertions refer to ontological concepts. Thus, 

policies are created from concepts defined in privacy ontologies. This semantic information 

supports the matching between the policies of a consumer and provider. 

 

The framework includes privacy-aware service discovery (Chapter 6), which enables the 

discovery of services that meet privacy preferences of consumers. In basic SOA, service 

description is restricted to functional characteristics of services. As a consequence, service 

discovery is based on functionality of services. Thus, the framework extends SOA in order to 

include privacy preservation characteristics of services in service description. This extension 

allows for service discovery that considers not only the functionality of the service but also the 

privacy characteristics of the service. Thus, in the proposed approach, providers and 

consumers describe their privacy preservation practices and preferences in policies, policy 

intersection enhances service discovery so that discovered services are from providers whose 

privacy practices match the privacy preferences of the consumer. The use of privacy policies 

for service discovery is accomplished by extending SOA with two new roles: mediator 

(Section 6.1) and privacy (Section 6.2). The privacy role is responsible for the publication and 

discovery of privacy policies. The mediator role mediates the interactions of service 

publication and discovery between the provider or consumer and the publication and discovery 

space, which includes the service registry and the privacy. The privacy role is responsible for 
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privacy preservation and complements the registry. These two roles define a publication and 

discovery space in which they are responsible for the services of publication and discovery of 

services, where the registry is responsible for functional characteristics of services and the 

privacy, for privacy characteristics. The mediator is added to the architecture so that the 

publication and discovery space is transparent to the consumer and provider and support to 

additional QoS characteristics can be added by following the same approach used to deal with 

privacy. 

 

An implementation and evaluation (Chapter 7) of the framework is presented. The 

implementation (Section 7.1) includes the mediator (Section 7.1.1) and privacy (Section 7.1.2) 

extensions. Among the different domains, health care is an example in which privacy 

preservation is particularly important, as health information is usually regarded as sensitive. 

Thus, the health care domain was chosen for the framework evaluation (Section 7.2). The 

evaluation involves the extension of the base ontology for the domain of health care (Section 

7.2.1) and the creation of a health care scenario (Section 7.2.2), which were used to 

demonstrate cases (Section 7.2.3) in which consumers have their policies checked against the 

policies of providers to verify if the practices of a provider satisfy the preferences of a 

consumer. 

 

An overview of the framework is shown in Figure 4.1. 
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Figure 4.1. Privacy preservation framework. 

 

As shown in Figure 4.1, the privacy preservation framework includes a model for semantic 

privacy policies and a process of privacy-aware service discovery through an extension to the 

basic architecture of SOA. The model for semantic privacy policies enables the description of 

privacy preservation practices of service providers and privacy preservation preferences of 

service consumers in policies. The policy model follows an approach in which general privacy 
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preservation issues are represented by a base privacy ontology and domain-specific privacy 

issues are captured by privacy ontologies that extend the base ontology. Privacy-aware service 

discovery enables the discovery of services that meet privacy preferences of consumers. 

Privacy-aware service discovery uses the model for semantic privacy policies. At service 

discovery, privacy policies are intersected to select services from providers whose policies 

match the consumer’s policy. Thus, the framework proposed in this thesis provides privacy 

preservation support for the areas of service description and discovery in SOA. The model for 

semantic policies enhances service description with privacy preservation practices and service 

request with privacy preservation preferences. The privacy policies complement basic service 

description and request that include information on service functionality and use. Privacy-

aware service discovery integrates privacy-awareness in the processes of service publication 

and discovery in order to enable the publication of privacy practices and service discovery that 

considers privacy preferences. The process of privacy-aware service discovery is 

accomplished by extending basic SOA with new roles and activities that support the idea of 

different registry types, including registries for service descriptions and privacy policies. 

 

4.2 Summary 

 

This chapter gave an overview of the privacy preservation framework proposed in this thesis. 

The framework is further described in Chapters 5 and 6. Chapter 5 describes the model for 
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semantic privacy policies for service description and Chapter 6 presents the extension to basic 

SOA for privacy-aware service discovery. Finally, the evaluation of the framework is 

presented in Chapter 7. 
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Chapter 5                                      

Semantic Privacy Policies Model for 

Service Description 

 

This chapter presents the framework’s policy model. The privacy framework includes a policy 

model to enhance service descriptions and requests with privacy preservation properties of 

providers and requirements of consumers. In the policy model, policies specify privacy 

preferences and practices of consumers and providers. The subject of a policy can be a service 

request or a service as a consumer policy is associated with a service request and a provider 

policy with a service. 

 

By investigating existing privacy frameworks (Chapter 3), some problems were identified 

regarding the policy model, mainly the limited privacy vocabulary. Thus, the model for 

policies proposed in this thesis organizes elements in a format that enables the use of 

ontological concepts. The policies improve service descriptions, which include functionality 

information, in the framework, and are used in order to improve the process of service 

discovery, through the use of a mechanism of policy intersection. In the policy model, the 
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ontologies define the vocabulary used to create policies and are developed according to an 

approach that separates general and domain-specific privacy issues. This approach is 

employed as it is important to consider that each domain includes specific privacy issues. 

 

The policy model is based on WS-Policy. WS-Policy is the standard for Web service policies 

and, thus, its format was used in order to make the privacy policy model interoperable. The 

main difference between the proposed privacy policy model and WS-Policy is that WS-Policy 

does not support the use of ontologies, whereas in the proposed framework, ontologies are 

used to define a privacy vocabulary whose concepts are used to specify policies. 

 

5.1 Policy Elements 

 

The policy model includes four elements: component, assertion, alternative and policy. Figure 

5.1 shows an example of a privacy policy, which is going to be used to illustrate the policy 

elements. 
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01 Policy 
02   ExactlyOne 
03     All 
04       Name 
05         LegalRetention 
06     All 
07       Name 
08         NoRetention 

Figure 5.1. Example of privacy policy. 

 

In Figure 5.1, Line 1 indicates a policy. Line 2 shows that the policy includes alternatives. The 

first alternative is defined from Line 3 and the second one from Line 6. Each alternative 

includes an assertion on the name information piece (Lines 4 and 7). Each assertion includes a 

component, which defines the retention period of the information piece (Lines 5 and 8). The 

elements of the policy model are described as follows: 

 

• Component and Assertion 

 

01     All 
02       Name 
03         NoRetention 

Figure 5.2. Example of component and assertion. 

 

An assertion deals with a set of information pieces, which is its subject. An assertion includes 

components and each component restricts an aspect of the handling of the assertion’s subject. 

Figure 5.2 includes an assertion and a component. The assertion’s subject is the name 

information piece and the component restricts its retention. 
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Each assertion restricts the handling of a set of information pieces. This way consumers and 

providers can define assertions for a single information piece or a set with more than one 

information piece. Thus, by including components to an assertion according to their needs, 

consumers and providers can express different restrictions to information pieces in different 

settings and establish different privacy preservation levels based on what each consumer and 

provider consider as an acceptable practice. 

 

Assertions are expressed using concepts defined in ontologies. These concepts define 

component types. They create a terminology for expressing policies and indicate general as 

well as domain-specific privacy semantics. Thus, assertions associated with different services 

and referring to the same concepts are interpreted similarly. A concept is referred to by an 

assertion and a component through its qualified name, including the Uniform Resource 

Identifier (URI) of the ontology that represents the namespace and its local identification. For 

readability, assertions are expressed using local identifications. In the examples used in this 

chapter, the policy components are from the base ontology (Section 5.4) and some 

components are used to enrich the examples and would have to be defined in domain 

ontologies. In Figure 5.2, the Name assertion subject and the NoRetention component are 

defined in a domain and the base ontologies, respectively. 
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• Alternative 

 

01   ExactlyOne 
02     All 
03       Name 
04         LegalRetention 
05     All 
06       Name 
07         NoRetention 

Figure 5.3. Example of alternative. 

 

Assertions are grouped in collections called alternatives. An alternative is an ordered assertion 

collection. It indicates the preferences or practices represented by its assertions and its privacy 

preservation level depends on the assertions’ level. Assertions are processed in the order in 

which they appear in the alternative. Figure 5.3 has two alternatives with an assertion each.  

 

This element is included in the policy model to offer providers and consumers the possibility 

to specify alternative settings of privacy preservation practices and preferences. This way the 

likelihood to successfully intersect policies when discovering services is higher. 
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• Policy 

 

01 Policy 
02   ExactlyOne 
03     All 
04       Name 
05         LegalRetention 
06     All 
07       Name 
08         NoRetention 

Figure 5.4. Example of policy. 

 

A policy is created by grouping alternatives. It is an ordered collection of alternatives. A 

policy with more than one alternative indicates that there are choices of preferences or 

practices. Alternatives are processed in the order in which they appear in the policy. While 

processing a policy, the first alternative is checked, then, if needed, the second one and so on. 

Figure 5.4 shows a policy with two alternatives. 

 

Policies restrict interactions between consumers and providers. Provider policies specify 

practices of providers and consumer policies preferred practices or preferences of consumers. 

Policies apply to information pieces disclosed by consumers to providers in order to use their 

services. Figure 5.4 can represent a consumer or provider policy. Thus, it can define a 

consumer’s preferences or provider’s practices regarding the retention of the name information 

piece. 
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A provider exposes a policy describing conditions under which it performs its activities in the 

context of a service. A behavior that reflects those conditions is presented by the provider in 

order to satisfy the policy. A consumer can use the policy exposed by the provider in order to 

decide whether or not to use the service. It can choose any alternative in the policy, as each 

one represents valid conditions under which the service can be used. As each alternative 

represents an alternative set of conditions, the consumer can choose only one for each 

interaction with the service. A provider supports an assertion if it performs the practice 

represented by it. An alternative is supported by a provider if all of its assertions are supported 

by it. A provider supports a policy if it supports all the alternatives of the policy. Thus, it must 

be able to operate under the different conditions represented by the alternatives in a policy so 

that it can support the policy. According to Figure 5.4, the provider has to be able to provide 

the service with legal retention or no retention of the name information piece in order to 

support the policy. In the case of the consumer, the policy indicates that the consumer accepts 

services from providers with no retention or legal retention practices. 

 

5.2 Policy Format 

 

This section describes the policy format, which defines a standard structure for the 

specification of policies. The items of the format as well as rules to map additional items to the 

format are described in this section. Policies follow the format shown in Figure 5.5. 
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01 Policy Name=“” Id=“” 
02   ExactlyOne 
03     All 
04       Assertion 

Figure 5.5. Policy format. 

 

The items of the policy format are described as follows: 

• Policy: a policy. 

• Name: the identity of the policy in the form of an absolute Internationalized Resource 

Identifier (IRI). The name of a policy is referred to by a service description or 

request in order to associate them. 

• Id: the policy’s identity in the form of an identifier within its enclosing document. An 

IRI-reference is composed using the identifier of a policy and the IRI of the 

enclosing document in order to refer to the policy externally. 

• ExactlyOne: the collection of all the alternatives of the policy. This item indicates 

that only one alternative can be selected at a time. 

• All: an alternative. This item groups the assertions of an alternative and indicates that 

all assertions are valid when the alternative is selected. 

• Assertion: a preference in the case of a consumer policy or a practice in the case of a 

provider policy. 
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An example of a policy named http://www.privpol.com/Policy1 in the policy format is shown 

in Figure 5.6. The assertions are illustrative and their definitions are not necessary at this point 

as the focus is on the description of the format. 

 

01 Policy Name=“http://www.privpol.com/Policy1” 
02   ExactlyOne 
03     All 
04       Name, Contact 
05     All 
06       Name 

Figure 5.6. Formatted policy. 

 

This example includes two alternatives. The first one states that name and contact information 

is collected by the provider (Lines 03-04), whereas name information only is collected for the 

second alternative (Lines 05-06). 

 

A formatted policy lists all the alternatives, whereas each alternative lists all the assertions. As 

this format can lead to extensive policies, two constructs were added so that it is possible to 

express policies in a more compact way, which can then be converted to the basic format in 

order to keep interoperability. These constructs, optional assertion and policy referencing, are 

described as follows. 
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• Optional Assertion 

 

A compact construct for the policy format is the optional assertion. The result of including an 

optional assertion in a provider policy is that the formatted policy is going to have two 

alternatives, one with the assertion and another without it. The example in Figure 5.7 includes 

an optional assertion. 

 

01 Policy 
02   ExactlyOne 
03     All 
04       Name 
05         Optional: BusinessRecipient 

Figure 5.7. Policy with optional assertion. 

 

The example in Figure 5.7 is equivalent to the example of formatted policy in Figure 5.8. 

 

01 Policy 
02   ExactlyOne 
03     All 
04       Name 
05         BusinessRecipient 
06     All 
07       Name 
08         NoRecipient 

Figure 5.8. Formatted policy with optional assertion. 

 

In Figure 5.7, the optional assertion in Line 5 indicates that there are two possible alternatives, 

one with the assertion and another one without it or with an assertion that nullifies the original 
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one. The first alternative is shown in Lines 3-5 in Figure 5.8 and states that name information 

is going to be disclosed to third-party businesses. The second alternative, in Lines 6-8, states 

that the information is not going to be disclosed to third parties. 

 

In consumer policies, an optional assertion indicates that the assertion is checked only if all 

mandatory ones have been matched. If an optional assertion is not matched, this does not 

prevent a policy from being determined as compatible. An example of a consumer policy with 

an optional assertion is shown in Figure 5.9. It shows that name information cannot be 

retained (Line 5) and should not be disclosed to third parties (Line 6). 

 

01 Policy 
02   ExactlyOne 
03     All 
04       Name 
05         NoRetention 
06         Optional: NoRecipient 

Figure 5.9. Consumer policy with optional assertion. 

 

• Policy Referencing 

 

A policy can include another one through the mechanism of policy referencing. Thus, this 

mechanism supports inter-policy assertion sharing. The policy reference can be an IRI or IRI-

reference and is placed at the place where an assertion is included in a policy. When a policy 

references another one, the portion of the referenced policy wrapped by the item that 

represents a policy replaces the item that represents a reference in the referencing policy. 
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Then, the new content is wrapped by an item that represents an alternative in the referencing 

policy. 

 

An example of policy referencing is shown in Figure 5.10. Two policies are defined in the 

same document. The first one is identified as Policy1 (Line 1). The second one, Policy2 (Line 

4), references Policy1 through an IRI-reference so that it includes its content (Line 5). 

 

01 Policy Id=“Policy1” 
02   All 
03  
04 Policy Id=“Policy2” 
05   PolicyReference IRI=“#Policy1” 
06   All 

Figure 5.10. Policy with IRI-reference. 

 

Another example is shown in Figure 5.11. In this example, the two policies are defined in 

separate documents. The first one is named http://www.privpol.com/Policy1 (Line 1). The 

second policy, named http://www.privpol.com/Policy2 (Line 4), references the first one 

through an IRI (Line 5). 

 

01 Policy Name=“http://www.privpol.com/Policy1” 
02   All 
03  
04 Policy Name=“http://www.privpol.com/Policy2” 
05   PolicyReference IRI=“http://www.privpol.com/Policy1” 
06   All 

Figure 5.11. Policy with IRI. 
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5.3 Policy Intersection 

 

Intersection is matching between policies, which identifies compatibility between two policies 

in order to verify if their owners can interact with each other. The input of the process of 

policy intersection is a consumer and provider policy. The output is a policy including a 

compatible alternative from the provider policy or empty if the policies are incompatible. 

 

Two policies are compatible if at least one consumer alternative is compatible with at least one 

provider alternative. Two alternatives are compatible if each consumer mandatory assertion is 

compatible with a provider assertion as well as each provider assertion is compatible with a 

consumer mandatory assertion. If there is more than one compatible provider policy, the 

compatibility of the optional assertions is checked in order to rank the compatible providers. 

The provider policy with more compatible optional assertions is the highest one on the 

ranking. The result of the intersection process between two compatible alternatives is the 

provider alternative or empty otherwise. Two assertions are compatible according to matching 

rules defined for ontologies. 

 

In the case of compatible policies, the alternative in the resulting policy comes from the 

provider policy. The selected provider is the one at the highest position on the ranking, if more 

than one compatible provider is identified. The selected provider has to support all practices 
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indicated by the result of the process of policy intersection. If the provider policy has different 

assertions in other alternatives, the provider cannot support the practices represented by them. 

 

An example of a policy intersection is shown as follows. Figure 5.12 and Figure 5.13 present a 

consumer and provider policy, respectively. These policies are the intersection input. 

 

01 Policy 
02   ExactlyOne 
03     All 
04       Name 
05         NoRecipient 
06         LegalRetention 
07     All 
08       Name 
09         AnyRecipient 
10         NoRetention 

Figure 5.12. Consumer policy. 

 

Figure 5.12 includes two alternatives. The first one (Lines 3-6) indicates that Name 

information can be retained as required by law (LegalRetention) but the information cannot be 

disclosed to third parties (NoRecipient). The second alternative (Lines 7-10) indicates that 

Name information can be disclosed to any third parties (AnyRecipient) but it cannot be 

retained (NoRetention). 
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01 Policy 
02   ExactlyOne 
03     All 
04       Name 
05         BusinessRecipient 
06         LegalRetention 
07     All 
08       Name 
09         BusinessRecipient 
10         NoRetention 

Figure 5.13. Compatible provider policy. 

 

Figure 5.13 includes two alternatives. The first alternative (Lines 3-6) indicates that Name 

information is retained as required by law (LegalRetention) and disclosed to third-party 

businesses (BusinessRecipient). The second one (Lines 7-10) indicates that Name information 

is disclosed to third-party businesses (BusinessRecipient) and not retained (NoRetention). 

 

The first consumer alternative (Figure 5.12) is not supported by any provider alternative 

(Figure 5.13) as it requires no disclosure (NoRecipient) and both provider alternatives disclose 

Name information (BusinessRecipient). The second consumer alternative is not supported by 

the first provider alternative as it requires no retention (NoRetention) and the first provider 

alternative retains Name information (LegalRetention). The intersection result includes the 

second provider alternative as it supports the second consumer alternative (NoRetention). It is 

shown in Figure 5.14. 
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01 Policy 
02   ExactlyOne 
03     All 
04       Name 
05         BusinessRecipient 
06         NoRetention 

Figure 5.14. Policy intersection result. 

 

For another example of intersection result, Figure 5.15 presents a provider policy, which is the 

input for the intersection process along with the policy in Figure 5.12. 

 

01 Policy 
02   ExactlyOne 
03     All 
04       Name 
05         BusinessRecipient 
06         LegalRetention 
07     All 
08       Name 
09         GovernmentRecipient 
10         LegalRetention 

Figure 5.15. Incompatible provider policy. 

 

Figure 5.15 includes two alternatives. The first one (Lines 3-6) indicates that Name 

information is retained as required by law (LegalRetention) and disclosed to third-party 

businesses (BusinessRecipient). The second alternative (Lines 7-10) indicates that Name 

information is retained as required by law (LegalRetention) and disclosed to governmental 

third parties (GovernmentRecipient). None of the provider alternatives supports any of the 

consumer alternatives in Figure 5.12 as one of the consumer alternatives requires no retention 
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of Name information (NoRetention) and the other one requires no disclosure (NoRecipient), 

but both provider alternatives disclose (BusinessRecipient and GovernmentRecipient) and 

retain (LegalRetention) Name information. The intersection result between the policies is 

empty. 

 

5.4 Base Ontology 

 

The semantic approach that supports the policy model includes a base and domain-specific 

ontologies. The base ontology includes general privacy concepts. Domain-specific ontologies 

extend the base one and include domain-specific privacy concepts. This section presents the 

base ontology. A domain-specific ontology is presented in Chapter 7. An overview of the base 

ontology is shown in Figure 5.16. 
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Figure 5.16. Base ontology. 

 

The base concepts are described under types of information activities to which they relate. 

Four activity types can be identified in privacy regulations [40], [29], [14], [9]: initial 

disclosure, further disclosure, storage and use. 
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5.4.1 Initial Disclosure 

 

In this information activity, a consumer discloses information to a provider. It is important to 

give the consumer the ability to control the initial disclosure of information. Firstly, it is 

necessary to ensure that the consumer is aware of the initial disclosure. It is also important to 

ensure that it is aware of the implications of the disclosure so that it can balance these privacy 

implications and the benefits it is going to get from the disclosure. Three concepts were 

identified in this activity type: Information, Collector and Collection. 

 

• Information 

 

This concept represents the type of the information piece to be disclosed by the consumer (in a 

consumer policy) or collected by the provider (in a provider policy). 

 

In a consumer and provider assertion, the Information component includes one or more 

information types. Figure 5.17 shows the basic structure of Information with examples of 

information types. 

 

01 Information 
02   Identifier, 
03   Name, 
04   Contact, 
05   ServiceUse, 
06   Finance 

Figure 5.17. Information. 
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There is a match between a consumer and provider assertion if the condition for each 

component is true. A provider Information matches the one of a consumer if each of its 

information types is the same class or a subclass of a consumer information type. 

 

• Collector 

 

This concept represents the provider that is allowed by the consumer to collect its information 

(in a consumer policy) and the provider that is going to collect the consumer’s information (in 

a provider policy). Collector includes the following concepts: 

o ProviderName: identifies the providers allowed by the consumer (in a 

consumer policy) and the one that is going to collect the information (in a 

provider policy). 

o ProviderType: indicates the types of the providers allowed by the consumer 

(in a consumer policy) and the type of the one that is going to collect the 

information (in a provider policy). 

 

In a consumer assertion, the Collector component includes one or more provider names and/or 

types. An assertion without Collector, ProviderName or ProviderType indicates that any 

provider, any provider of a given type (ProviderType) or only the given providers 

(ProviderName) are allowed. In a provider assertion, Collector includes one provider name 

and can include one type. An assertion without the ProviderType part indicates that the 
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provider does not identify its type. Figure 5.18 shows the basic structure of Collector with 

examples of provider types. 

 

01 Collector 
02   ProviderName=“” 
03   ProviderType 
04     Business 
05     Government 
06     NGO 

Figure 5.18. Collector. 

 

A provider and consumer Collector match if the ProviderName and ProviderType parts match. 

ProviderName or ProviderType matches if the provider name or type in the provider assertion 

is in the name or type set in the consumer assertion; or the consumer does not specify any 

ProviderName and ProviderType. 

 

• Collection 

 

This concept represents the information collection means, that is, the means the provider 

employs to collect information from the consumer, allowed by the consumer (in a consumer 

policy) and used by the provider (in a provider policy). Types of collection means include: 

o DirectCollection: indicates that the information can be collected directly (in a 

consumer policy) and is going to be collected directly (in a provider policy). 

o IndirectCollection: indicates that the information can be collected indirectly; 

for example, using information provided by the consumer to obtain publicly-



 

 66  

available information (in a consumer policy), and is going to be collected 

indirectly (in a provider policy). 

 

In a consumer and provider assertion, Collection includes zero or more direct and/or indirect 

types of information to be collected. A consumer assertion without Collection indicates that 

any collection means is allowed, whereas an empty DirectCollection or IndirectCollection 

indicates that any direct or indirect means is allowed. A provider assertion without Collection 

indicates that any means can be used, whereas an empty DirectCollection or 

IndirectCollection indicates that any direct or indirect means can be used. Figure 5.19 shows 

the basic structure of Collection with examples of indirect collection types. 

 

01 Collection 
02   DirectCollection 
03   IndirectCollection 
04     DataCapture 
05     DataDerivation 

Figure 5.19. Collection. 

 

A provider and consumer Collection match if the DirectCollection and IndirectCollection 

parts match. DirectCollection or IndirectCollection matches if each direct or indirect type in 

the provider assertion is the same class or a subclass of a direct or indirect type in the 

consumer assertion; or the direct or indirect type set in the consumer assertion is empty; or 

there are no DirectCollection and IndirectCollection in the consumer assertion. 
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5.4.2 Further Disclosure 

 

A further information disclosure occurs between two providers. In this type of information 

activity, the provider that collected the information from the consumer shares it with another 

one. Different indirectness levels can occur, as the third-party provider can share the 

information received from its collector with another provider. Thus, a provider receives the 

information of the consumer from the provider with which the consumer directly interacted or, 

in additional indirectness levels, it receives the information from a provider that is not the 

collector. The Recipient concept was identified in this activity type. 

 

• Recipient 

 

This concept represents the recipient of a further disclosure of information allowed by the 

consumer (in a consumer policy) and the third parties that are going to receive from the 

collector the information disclosed by the consumer (in a provider policy). Recipient includes 

the following concepts: 

o ProviderName: identifies the recipients of further information disclosures 

allowed by the consumer (in a consumer policy) and the third parties that are 

going to be recipients of further disclosures by the provider (in a provider 

policy). 

o ProviderType: indicates the types of the recipients of further disclosures 

allowed by the consumer (in a consumer policy) and the types of the third 
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parties that are going to be recipients of further information disclosures by the 

provider (in a provider policy). 

o RelatedRecipient: indicates that the recipients must behave on behalf of the 

collector (in a consumer policy) and are going to do so (in a provider policy). 

o UnrelatedRecipient: indicates that the recipients can behave on their own 

behalf (in a consumer policy) and are going to do so (in a provider policy). 

o SamePolicyRecipient: indicates that the recipients must perform the same 

practices as the collector regarding the disclosed information (in a consumer 

policy) and are going to do so (in a provider policy). 

o DifferentPolicyRecipient: indicates that the recipients can perform different 

practices from the collector regarding the disclosed information (in a consumer 

policy) and are going to do so (in a provider policy). 

o NoRecipient: indicates that no recipient is allowed by the consumer (in a 

consumer policy) and the collector does not disclose the information to any 

third party (in a provider policy). 

 

In a consumer and provider assertion, Recipient includes one or more provider names and/or 

types. In addition, it can include a RelatedRecipient or UnrelatedRecipient as well as a 

SamePolicyRecipient or DifferentPolicyRecipient. Instead, it can include a NoRecipient. A 

consumer assertion without Recipient, ProviderName or ProviderType indicates that any 

recipient, any recipient of a given type or only the given recipients are allowed respectively. 

No RelatedRecipient and UnrelatedRecipient indicate that the consumer does not impose any 
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restriction on the relationship between collector and recipient, whereas no 

SamePolicyRecipient and DifferentPolicyRecipient indicate that it does not impose any 

restriction on the recipient policy. Figure 5.20 shows the basic structure of Recipient. 

 

01 Recipient 
02   ProviderName=“” 
03   ProviderType 
04   RelatedRecipient 
05   UnrelatedRecipient 
06   SamePolicyRecipient 
07   DifferentPolicyRecipient 
08   NoRecipient 

Figure 5.20. Recipient. 

 

A provider and consumer Recipient match if ProviderName, ProviderType, RelatedRecipient, 

UnrelatedRecipient, SamePolicyRecipient, DifferentPolicyRecipient and NoRecipient match. 

ProviderName or ProviderType matches if each name or type in the provider assertion is in 

the name or type set in the consumer assertion; or there are no ProviderName or ProviderType 

and NoRecipient in the consumer assertion. RelatedRecipient or UnrelatedRecipient matches if 

there is RelatedRecipient or UnrelatedRecipient in the consumer and provider assertions; or 

there are no RelatedRecipient, UnrelatedRecipient and NoRecipient in the consumer assertion. 

The logic of SamePolicyRecipient and DifferentPolicyRecipient are similar. NoRecipient 

matches if there is NoRecipient in the consumer and provider assertions; or there is no 

NoRecipient in the consumer assertion. 
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5.4.3 Storage 

 

Two types of information storage can occur. In the first one, information is stored beyond 

service completion. The second type refers to information that is stored only for the time 

period of the transaction. Another dimension that can classify information storage is who is 

going to store it. Information can be stored by the provider with which the consumer interacted 

or by a third party provider. Three concepts were identified in this type of information activity: 

Retention, Modification and Copy. 

 

• Retention 

 

This concept represents the time period of the information retention and the provider 

responsible for it. Retention includes the following concepts: 

o RetentionTime: indicates the maximum time period the information can (in a 

consumer policy) and is going to be retained (in a provider policy). 

o LegalRetention: indicates that the information can (in a consumer policy) and 

is going to be retained as required by law (in a provider policy). 

o CollectorRetention: indicates that the information must (in a consumer policy) 

and is going to be retained by the collector (in a provider policy). 

o ThirdPartyRetention: indicates that the information must (in a consumer 

policy) and is going to be retained by a third party (in a provider policy). 
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o NoRetention: indicates that the information cannot (in a consumer policy) and 

is not going to be retained beyond service completion (in a provider policy). 

 

In a consumer and provider assertion, Retention includes a retention time or LegalRetention. 

In addition, it can include CollectorRetention or ThirdPartyRetention. Instead, it can include 

NoRetention. A consumer assertion without Retention, RetentionTime or CollectorRetention 

and ThirdPartyRetention indicates that the information can be retained indefinitely by any 

provider, the given provider or for the given time period by any provider respectively. Figure 

5.21 shows the basic structure of Retention. 

 

01 Retention 
02   RetentionTime=“” 
03   LegalRetention 
04   CollectorRetention 
05   ThirdPartyRetention 
06   NoRetention 

Figure 5.21. Retention. 

 

Provider and consumer Retention match if RetentionTime, LegalRetention, CollectorRetention, 

ThirdPartyRetention and NoRetention match. RetentionTime matches if the retention time in 

the provider assertion is less than or equal to the consumer one; or there are no RetentionTime, 

LegalRetention and NoRetention in the consumer assertion. LegalRetention matches if there is 

one in the consumer and provider assertions; or there are no consumer LegalRetention, 

RetentionTime and NoRetention. CollectorRetention or ThirdPartyRetention matches if there 

is one in the consumer and provider assertions; or there are no consumer CollectorRetention, 
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ThirdPartyRetention and NoRetention. NoRetention matches if there is consumer and provider 

NoRetention; or there is no consumer one. 

 

• Modification 

 

This concept represents the capability of the consumer to request to the provider the 

modification of the retained information. Modification includes the following concepts: 

o AccessMethod: identifies the means required by the consumer (in a consumer 

policy) and supported by the provider to request the retained information 

modification (in a provider policy). 

o NoModification: indicates that the consumer does not require (in a consumer 

policy) and the provider does not allow for modification request (in a provider 

policy). 

 

In a consumer and provider assertion, Modification includes zero or more access method types 

or NoModification. A consumer assertion without Modification or with an empty 

AccessMethod indicates that it does not require modification or any access method type is 

allowed. Figure 5.22 shows the basic structure of Modification with examples of access 

method types. 
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01 Modification 
02   AccessMethod 
03     EService 
04     EMail 
05     Telephone 
06     Fax 
07     Mail 
08   NoModification 

Figure 5.22. Modification. 

 

Provider and consumer Modification match if AccessMethod and NoModification match. 

AccessMethod matches if each access method type in the provider assertion is the same class 

or a subclass of an access method type in the consumer assertion; or the set of access method 

types in the consumer assertion is empty; or there are no consumer AccessMethod and 

NoModification. NoModification matches if there is one in the consumer and provider 

assertions; or there is no consumer NoModification so that the consumer does not care about 

this aspect of privacy preservation. 

 

• Copy 

 

This concept represents the consumer’s capability to request a copy of the retained 

information to the provider. Copy includes the following concepts: 

o AccessMethod: identifies the means required by the consumer (in a consumer 

policy) and supported by the provider to request retained information copy (in a 

provider policy). 
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o Format: identifies the format of the copy required by the consumer (in a 

consumer policy) and supported by the provider (in a provider policy). 

o Delay: identifies the maximum time period the consumer is willing to wait for 

the receipt of the requested copy (in a consumer policy) and the delay the 

provider demands to make it available (in a provider policy). 

o Charge: identifies the maximum charge the consumer is willing to pay for the 

receipt of the requested copy (in a consumer policy) and the charge the 

provider demands to make it available (in a provider policy). 

o NoCopy: indicates that the consumer does not require (in a consumer policy) or 

the provider does not allow for copy request (in a provider policy). 

 

In a consumer and provider assertion, Copy includes zero or more access method and format 

types. In addition, it can include a delay and charge. Instead, it can include NoCopy. A 

consumer assertion without Copy, delay, charge, with an empty AccessMethod or Format 

indicates that it does not require copy, any specific delay, charge, any access method or format 

type is allowed respectively. Figure 5.23 shows the basic structure of Copy. 

 

01 Copy 
02   AccessMethod 
03   Format 
04   Delay 
05   Charge 
06   NoCopy 

Figure 5.23. Copy. 
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Provider and consumer Copy match if AccessMethod, Format, Delay, Charge and NoCopy 

match. AccessMethod or Format matches if each access method or format type in the provider 

assertion is the same class or a subclass of an access method or format type in the consumer 

assertion; or the access method or format type set in the consumer assertion is empty; or there 

are no AccessMethod or Format and NoCopy in the consumer assertion. Delay or Charge 

matches if the provider delay or charge is less than or equal to the consumer delay or charge; 

or there are no consumer Delay or Charge and NoCopy. NoCopy matches if there is NoCopy 

in the consumer and provider assertions; or there is no consumer NoCopy so that the consumer 

does not care about this aspect of privacy preservation. 

 

5.4.4 Use 

 

Two types of information use can occur. The first one includes the uses that are necessary for 

accomplishing the service, while the second one includes secondary uses. Another 

classification dimension for use is the provider that performs it. Information can be used by 

the provider with which the consumer directly interacted or third parties to which the collector 

disclosed it. Two concepts were identified in this activity type: Purpose and Record. 
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• Purpose 

 

This concept represents the purposes for information collection allowed by the consumer (in a 

consumer policy) and the purposes for which the provider is going to collect the information 

(in a provider policy). Purpose includes the following concepts: 

o PrimaryPurpose: indicates that the collected information can (in a consumer 

policy) and is going to be used for service completion only (in a provider 

policy). 

o SecondaryPurpose: indicates that the collected information can (in a consumer 

policy) and is going to be used for secondary purposes (in a provider policy). 

 

In a consumer and provider assertion, Purpose includes PrimaryPurpose and/or zero or more 

secondary purpose types. A consumer assertion without Purpose or with an empty 

SecondaryPurpose indicates that the collected information can be used for any purpose type or 

secondary purpose type. Figure 5.24 shows the basic structure of Purpose with examples of 

secondary purpose types. 
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01 Purpose 
02   PrimaryPurpose 
03   SecondaryPurpose 
04     AdministrationPurpose 
05     MaintenancePurpose 
06     CustomizationPurpose 
07     ProfilePurpose 
08     MarketingPurpose 
09     LegalPurpose 

Figure 5.24. Purpose. 

 

Provider and consumer Purpose match if PrimaryPurpose and SecondaryPurpose match. 

PrimaryPurpose matches if there are consumer and provider PrimaryPurpose; or there are no 

PrimaryPurpose and SecondaryPurpose in the consumer assertion. SecondaryPurpose 

matches if each secondary purpose type in the provider assertion is the same class or a 

subclass of a secondary purpose type in the consumer assertion; or the secondary purpose type 

set in the consumer assertion is empty; or there are no consumer SecondaryPurpose and 

PrimaryPurpose. 

 

• Record 

 

This concept represents the capability of the service consumer to request to the service 

provider a record of the use of the collected information. Record includes the following 

concepts: 
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o AccessMethod: identifies the means required by the consumer (in a consumer 

policy) and supported by the provider to record request (in a provider policy). 

o Format: identifies the record format required by the consumer (in a consumer 

policy) and supported by the provider (in a provider policy). 

o Delay: identifies the maximum time period the consumer is willing to wait for 

the receipt of the requested record (in a consumer policy) and the delay the 

provider demands to make it available (in a provider policy). 

o Charge: identifies the maximum charge the consumer is willing to pay for the 

receipt of the requested record (in a consumer policy) and the charge the 

provider demands to make it available to the consumer (in a provider policy). 

o NoRecord: indicates that the consumer does not require (in a consumer policy) 

and the provider does not allow for record request (in a provider policy). 

 

In a consumer and provider assertion, Record includes zero or more access method and format 

types. In addition, it can include a delay and charge. Instead, it can include NoRecord. A 

consumer assertion without Record, delay, charge, with an empty AccessMethod or Format 

indicates that it does not require record request, any specific delay, charge, any access method 

or format type is allowed respectively. Figure 5.25 shows the basic structure of Record. 
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01 Record 
02   AccessMethod 
03   Format 
04   Delay 
05   Charge 
06   NoRecord 

Figure 5.25. Record. 

 

Service provider and consumer Record match if AccessMethod, Format, Delay, Charge and 

NoRecord match. AccessMethod or Format matches if each access method or format type in 

the service provider assertion is the same class or a subclass of an access method or format 

type in the consumer assertion; or the access method or format type set in the service 

consumer assertion is empty; or there are no service consumer AccessMethod or Format and 

NoRecord. Delay or Charge matches if the service provider delay or charge is less than or 

equal to the service consumer delay or charge; or there are no consumer Delay or Charge and 

NoRecord. NoRecord matches if there is NoRecord in the consumer and provider assertions; or 

there is no consumer NoRecord so that the service consumer does not care about this aspect of 

privacy preservation. 
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5.5 Summary 

 

This chapter presented the policy model of the proposed framework. It described the policy 

format and base ontology. The policy model described in this chapter supports the process of 

privacy-aware service discovery presented in Chapter 6. 
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Chapter 6                                        

Privacy-aware Service Discovery 

 

Another problem identified after investigating existing frameworks in Chapter 3 was the use 

of privacy policies for enhancing service discovery, mainly the limited integration in the 

service discovery mechanism. Thus, the proposed framework includes a privacy-aware 

mechanism of service discovery. In the framework, providers and consumers use policies to 

describe their privacy practices and preferences. Then, policy intersection is used to enhance 

service discovery by matching provider and consumer policies in order to discover providers 

with practices that are compatible to the preferences of the consumers. Service-Oriented 

Architecture (SOA) is extended, in the framework, with the privacy and mediator roles. A 

publication and discovery space is defined, which includes a new role, named privacy, in 

addition to the basic role of registry. The services in the publication and discovery space are 

responsible for the publication and discovery of services. Whereas the registry service is 

responsible for functional characteristics of services, the privacy service is responsible for 

privacy characteristics. The second new role, the mediator, is added to make the publication 

and discovery space transparent to the consumers and providers as well as support additional 
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Quality of Service (QoS) characteristics. The mediator service facilitates the interactions of 

the providers and consumers with the services in the publication and discovery space. 

 

The provider uses the privacy extension to SOA by sending its policy together with the service 

description to the mediator. In the case of the consumer, the extension is used by sending to 

the mediator its policy together with the service request. The mediator can then be added to 

SOA and interacted with the same way the registry is used in traditional SOA, by selecting a 

service in an Enterprise Service Bus (ESB) and using an Application Programming Interface 

(API), for example. If consumers and providers do not want to use the privacy feature, then 

they can still interact similarly to how they do so in traditional SOA. 

 

This chapter discusses privacy-aware service discovery by presenting the extensions to SOA 

roles and interactions. The process of privacy-aware service discovery uses the policy model 

described in Chapter 5. It allows for consumers to have their privacy preferences considered 

when looking for services. In order to enable the process, two new roles were included in 

SOA: mediator and privacy. As with the service registry, these roles should be played by 

trusted third parties to ensure that their activities are unbiased. SOA extended with these roles 

is shown in Figure 6.1. 
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Figure 6.1. SOA new roles. 

 

The new roles (mediator and privacy) and their interactions with the basic ones (consumer, 

provider and registry), shown in Figure 6.1, are presented as follows. 

 

6.1 Mediator 

 

The mediator service is included in SOA in order to facilitate the interactions between the 

provider or consumer and the publication and discovery services, including registry and 

privacy services, by making these services transparent to consumers and providers. Together 

with the service registry and the privacy, the mediator is responsible for service publication 
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and discovery. It uses them to execute these activities. The mediator has a registry of 

publication and discovery services, which is used to register addresses of service registries and 

privacies. Service registry and privacy providers are responsible for registering their services 

in the registry of the mediator. Based on the message received from the provider or consumer, 

the mediator decides which publication or discovery services are needed in order to execute 

the requested activity. It retrieves the addresses of the service registry and privacy from its 

registry so that it can use them. 

 

The activities of registration and deregistration of publication and discovery services 

performed by the mediator are shown in Figure 6.2. 

 

 

Figure 6.2. Registration and deregistration of publication and discovery services. 
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At publication and discovery service registration/deregistration, the mediator receives a 

registration/deregistration message from the provider including a description of the service. 

Then, the service description is registered/deregistered. Finally, it sends a result message to the 

provider. 

 

The tasks under the responsibility of the mediator at service publication and unpublication are 

shown in Figure 6.3. 

 

 

Figure 6.3. Mediator tasks at service publication and unpublication. 
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At service publication/unpublication, the mediator receives a publication/unpublication 

message from the provider. It sends a service description message to the service registry and a 

privacy policy message to the privacy if the publication/unpublication message includes a 

service description and privacy policy. Then, the mediator receives a service description and 

privacy policy result message from the service registry and privacy. Finally, it sends a final 

result message to the provider. 

 

The tasks under the responsibility of the mediator at service discovery are shown in Figure 

6.4. 

 

 

Figure 6.4. Mediator tasks at service discovery. 

 

At service discovery, the mediator receives a discovery message from the consumer. It sends a 

service description and privacy policy message to the service registry and privacy if the 



 

 87  

discovery message includes a service request and privacy policy. Then, the mediator receives 

a service description and privacy policy result message from the service registry and privacy. 

Finally, it sends a final result message to the consumer. 

 

6.2 Privacy 

 

The privacy service is the service which guarantees that the selected service has a policy 

compatible with the privacy preferences. This service is used only if the provider wants to 

publish a service with a privacy policy and the consumer wants to discover a service that 

satisfies its privacy preferences. This is done by sending a policy to the mediator to publish 

and discover services. Thus, as long as the mediator receives a policy, it forwards the policy to 

the privacy, which can then perform its tasks. 

 

The privacy service is responsible for the publication, unpublication and discovery of privacy 

policies. It provides these activities to the provider and consumer through the mediator. The 

privacy includes a policy registry, which is used to register provider policies at policy 

publication. These policies are retrieved by the privacy at policy discovery so that it can 

intersect them with the consumer policy. The mediator is responsible for sending the policies 

to the privacy. The privacy also includes an ontology registry, which is used to register the 

base and domain ontologies and query them in order to determine compatibility between 
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consumer and provider policies at policy intersection. In order to verify policy compatibility, 

the privacy service retrieves the ontological concepts associated to each assertion in the 

policies. Then, it checks the relationship between the concepts in the ontologies. Domain 

representative organizations are responsible for developing domain-specific privacy ontologies 

and registering them in the privacy’s ontology registry. 

 

The activities of registration and deregistration of privacy ontologies, which are defined in 

order to apply the framework to specific domains, performed by the privacy are shown in 

Figure 6.5. 

 

 

Figure 6.5. Registration and deregistration of ontologies. 
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At privacy ontology registration/deregistration, the privacy receives an ontology message from 

the ontology developer. Then, it registries/deregistries the ontology. Finally, the privacy sends 

an ontology result message, indicating the outcome of the activity, to the ontology developer. 

 

The activities of privacy policy publication, unpublication and discovery performed by the 

privacy are shown in Figure 6.6. 

 

 

Figure 6.6. Publication, unpublication and discovery of policies. 

 



 

 90  

At service publication/unpublication/discovery, the privacy receives a privacy policy message 

from the mediator. Then, it publishes/unpublishes/discovers the privacy policy. Finally, the 

privacy sends a privacy policy result message, indicating the outcome of the activity, to the 

mediator. 

 

6.3 Summary 

 

This chapter presented the extensions to SOA roles and interactions for the framework 

proposed in this thesis. It described the two new roles included in SOA: mediator and privacy. 

The process of privacy-aware service discovery enabled by these extensions uses the policy 

model described in Chapter 5. 
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Chapter 7                                    

Implementation and Evaluation 

 

This chapter presents in Section 7.1 an implementation of the framework proposed in this 

thesis. In Section 7.2, it presents an evaluation of the framework in the domain of health care. 

The implementation and evaluation were performed in order to evaluate the effectiveness of 

the proposed framework. 

 

In order to evaluate the proposed framework, a prototype was implemented so that tests could 

be executed. The goal of the evaluation was to check the effectiveness of the privacy 

preservation extension to Service-Oriented Architecture (SOA) and the advantage of using 

ontologies for comparing privacy policies. Thus, the parts of the framework regarding the 

definition of privacy policies as well as the publication and discovery of services based on 

policies were implemented. However, no Graphical User Interface (GUI) for consumers and 

providers was developed. Web services were employed in order to represent different 

consumers and providers with policies defined directly in Extensible Markup Language 

(XML) files. 
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A graphical interface for the proposed framework is important for its application. However, 

the emphasis of this thesis is on the development of an infrastructure for using semantic 

policies, which can be applied to enhancing privacy preservation in the areas of service 

description and discovery in SOA. Thus, the infrastructure was implemented and used to test 

the definition of policies and the discovery of services considering privacy policies. The user 

interface for the proposed framework is included in future work. Moreover, the particular way 

the infrastructure is going to be employed was not the focus of this implementation and 

evaluation is going to vary among domains and scenarios. The emphasis of this 

implementation and evaluation was, thus, on the integration of privacy preservation in service 

description and discovery through the use of semantic policies. 

 

In the proposed framework, consumers and providers use policies to express their privacy 

preferences and practices. In the implementation and evaluation of the framework, policies 

were defined in XML files and these files were linked to service descriptions and requests 

through the use of Web services, which implemented the activities that are performed by 

providers and consumers in the proposed framework. Thus, the activities of requesting service 

publication and discovery were implemented by these Web services. 

 

The framework defines a model in which service description includes information on provider 

practices as well as service request includes information on consumer preferences. This model 

was fully tested in the implementation and evaluation of the framework even though the 

policies were created manually, without tool support. In addition, the framework uses policies 
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in order to enhance service discovery with privacy-awareness and this aspect of the framework 

was also fully tested. Thus, in the implementation and evaluation of the framework, service 

publication included privacy policies as well as service discovery considering the preferences 

and practices of consumers and providers expressed in their policies. 

 

7.1 Implementation 

 

A prototype of the framework was developed using Web service technology in order to 

evaluate it. Web services were implemented in the Java programming language, including a 

mediator and privacy Web services, which added the proposed privacy preservation features to 

the areas of service description and discovery. Other implemented Web services defined a 

SOA environment and represented a service provider, consumer and registry. The databases of 

the service registry for storing service descriptions were created using the Structured Query 

Language (SQL). Policies were created in order to demonstrate different cases in the domain 

scenario that was proposed for the evaluation of the framework. They were written using an 

extended version of the Web Services Policy Framework (WS-Policy), which was created in 

order to support the proposed policy model. The base and domain-specific ontologies created 

for the evaluation of the framework were written in the Web Ontology Language (OWL). The 

mediator, privacy and registry Web services were deployed on an application server. The 

following software products were used in order to build the prototype: 
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• Sun Java Development Kit Version 1.5: Java support. 

• Apache Tomcat Version 4.0: an application server. 

• MySQL AB MySQL Version 5.0: a database management system. 

• Apache Axis Version 1.3: Web Services Description Language (WSDL) support and 

a SOAP engine. 

• Apache jUDDI Version 0.9: a Universal Description Discovery & Integration (UDDI) 

registry. 

• HP/IBM/SAP UDDI4J Version 2.0: a UDDI Java Application Programming Interface 

(API). 

• Apache WS-Commons/Policy Version 0.9: WS-Policy support. 

• Stanford Protégé 4.0: OWL support. 

 

The prototype created an environment formed by a set of Web services (Figure 7.1). A Web 

service was used to provide the registry operations through the UDDI API and another Web 

service implemented the privacy service by using the OWL API. These Web services were 

encapsulated by a third Web service that implemented the mediator service, which provided an 

interface to the consumers and providers. In this setting, the consumers and providers were 

represented by Web services that used the operations provided by the mediator Web service in 

order to publish and discover services. The privacy policies of the consumers and providers 

were defined in files that were linked to ontologies through Protégé and processed in Java 

code through the Eclipse Integrated Development Environment (IDE). 
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Figure 7.1. Prototype overview. 

 

In order to test the framework, a SOA environment was developed with Web services to 

provide registry functionality as well as consumer and provider behaviors. Then, the privacy 

preservation extension was implemented and integrated in the environment. The privacy Web 

service was developed so that it had access to the ontologies, which were used to perform 

policy intersection at service discovery. The mediator Web service was the point from which 
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the consumers and providers had access to the privacy preservation features that were added to 

SOA. The privacy Web service was one of the main parts under evaluation as it was the 

service responsible for performing the comparison between the policies, which were defined 

in order to represent different privacy requirements and guarantees that could be present in the 

scenario used for the evaluation. The consumers and providers were represented by Web 

services that interacted with the mediator Web service and sent it their service descriptions, 

requests and privacy policies. The mediator service was, thus, another of the main parts under 

evaluation, specifically its capability of integrating the new features in the traditional SOA 

environment set for the development of the prototype. 

 

In the implementation and evaluation, the consumers used the services provided by the 

providers. The providers required private information from the consumers so that they could 

use the services supplied by the providers. In the evaluation of the framework, the consumers 

needed to know how the providers would use their information so that the consumers could 

decide whether to disclose the information to the providers or not. Policies were created to the 

consumers that specified their privacy preferences. Additionally, the providers had policies 

that were created and linked to them describing their privacy practices in the context of 

services provided by them. Provider policies were published so that they could be considered 

when discovering services for the consumers, which were concerned with their privacy. 

 

The implementation of the framework included the proposed model for semantic privacy 

policies and the process of privacy-aware service discovery through the extension of the 
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traditional SOA environment. The evaluation of the model for semantic privacy policies was 

carried out by specifying the description of the privacy preservation practices of the service 

providers and the privacy preservation preferences of the service consumers in their policies. 

These specifications used the base privacy ontology, which represented general privacy 

preservation issues, and a privacy ontology that extended the base ontology, which captured 

domain-specific privacy issues. 

 

The evaluation of the process of privacy-aware service discovery was carried out by 

discovering services that met the privacy preferences of the consumers through the use of the 

model for semantic privacy policies. The privacy policies were intersected in order to select 

the services from the providers whose policies matched the consumer policies as a refinement 

to service discovery. Thus, the implementation enabled the evaluation of the proposed 

framework regarding its privacy preservation support for the areas of service description and 

discovery in SOA. 

 

The process of privacy-aware service discovery was accomplished by extending basic SOA 

with the new roles and the activities that supported the idea of different registry types, 

including the registries for service descriptions and privacy policies, which constituted the 

publication and discovery space of the prototype. The new roles proposed to extend SOA, that 

is, the mediator and privacy roles, were implemented by services and added one in the 

publication and discovery space and the other interfacing this space. The operations and 
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messages that implement the behaviors of the mediator and privacy roles presented in Chapter 

6 are described as follows. 

 

7.1.1 Mediator 

 

In the implementation and evaluation of the proposed framework, the mediator role was 

played by a Web service. This Web service was included in a traditional SOA environment in 

order to facilitate the interactions between the providers and the services in the publication and 

discovery space as well as the consumers and these services. The publication and discovery 

services included a registry and privacy Web service. In the implementation of the prototype, 

the mediator Web service was responsible for service publication and discovery through the 

coordination of the services in the publication and discovery space. It used the registry and 

privacy Web services in order to extend the activities of publication and discovery with 

privacy preservation features. 

 

The mediator Web service included a registry of publication and discovery services. This 

registry was used to store the addresses of the registry and privacy Web services employed in 

the evaluation of the framework. In the proposed framework, registry and privacy providers 

are responsible for registering their services in the registry of the mediator. However, in the 

implementation and evaluation of the framework, this task was performed manually. In order 
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to evaluate the extension to SOA, the mediator Web service was employed to check the 

messages received from the providers or consumers and to decide which publication or 

discovery services were needed in order to execute the requested operations. The mediator 

Web service then retrieved the addresses of the registry and privacy Web services from its 

registry so that it could use them in order to coordinate the execution of the required 

operations. 

 

The WSDL interface of the mediator is shown in Appendix A.1. It includes operations and 

messages to perform the activities of registration and deregistration of publication and 

discovery services as well as the tasks the mediator is responsible for at service publication, 

unpublication and discovery. They are described as follows. 

 

• Publication and Discovery Service Registration/Deregistration 

 

The registration process of publication and discovery service is executed by the Register 

Publication and Discovery Service operation. This operation receives a registration message of 

publication and discovery service and triggers the registration process. This message includes 

a description of publication and discovery service. This description includes the type of 

information managed by the service and its address. The operation inserts a description in the 

registry of publication and discovery service. The service address is set as its identifier. The 

operation sends a registration result message of publication and discovery service and ends the 

process. This message indicates if a registration was successful or failed. The deregistration 



 

 100  

process of publication and discovery service is executed by the Deregister Publication and 

Discovery Service operation, which performs the reverse operation.  

 

• Service Publication/Unpublication 

 

The tasks of service publication performed by the mediator are executed by the Publish 

Service operation. The operation receives a message of service publication and triggers the 

process. It can start the process of publication of a service description, privacy policy or a 

service description and privacy policy. The type of publication process this operation starts 

depends on the content of the received message. A message can include a service description 

and privacy policy. A service description includes information on the functionality of the 

service and how to use it, including the service address. A privacy policy includes information 

on the practices of the provider in the context of the service. A SOAP example of this message 

is shown in Figure 7.2. 

<Envelope> 

  <Body> 
    <servicePublication> 

      <serviceDescription> 

        http://lh:8080/axis/ServiceDescription.wsdl 
      </serviceDescription> 

      <privacyPolicy> 

        http://lh:8080/axis/ProviderPrivacyPolicy.xml 
      </privacyPolicy> 

    </servicePublication> 

  </Body> 
</Envelope> 

Figure 7.2. Service publication message. 
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The Publish Service operation verifies if a service publication message includes a service 

description and privacy policy. It sends publication messages of service description and 

privacy policy. These messages include a service description with a service identifier and a 

privacy policy with a service identifier. The operation receives publication result messages of 

service description and privacy policy. These indicate if publications of service description 

and privacy policy were successful or failed. The operation joins the messages together in a 

final result message of service publication. This message indicates the result of each 

publication of service description and privacy policy. The operation sends it and ends the 

service publication process. The service unpublication tasks performed by the mediator are 

executed by the Unpublish Service operation, which performs the reverse operation.  

 

• Service Discovery 

 

The service discovery tasks performed by the mediator are executed by the Discover Service 

operation. It receives a service discovery message and triggers the process. This operation can 

start the discovery process of a service description, privacy policy or a service description and 

privacy policy. The type of discovery process depends on the content of the received message. 

A message can include a service request and privacy policy. A service request includes 

information on the required functionality of the service. A privacy policy includes information 

on the preferences of the consumer. A SOAP example of this message is shown in Figure 7.3. 
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<Envelope> 
  <Body> 

    <serviceDiscovery> 
      <serviceRequest> 

        http://lh:8080/axis/ServiceRequest.xml 

      </serviceRequest> 
      <privacyPolicy> 

        http://lh:8080/axis/ConsumerPrivacyPolicy.xml 

      </privacyPolicy> 
    </serviceDiscovery> 

  </Body> 

</Envelope> 

Figure 7.3. Service discovery message. 

 

The Discover Service operation verifies if a service discovery message includes a service 

request and privacy policy. It sends discovery messages of service description and privacy 

policy. These messages include a service request and privacy policy. The operation receives 

result messages of service description and privacy policy. These messages include the 

identifier of the services that own the discovered service descriptions and privacy policies 

along with the associated intersection policies. They are empty if no service description and 

privacy policy were discovered. The operation intersects the service identifier sets from a non-

empty result message of service description and privacy policy and orders the intersection set 

by following the order of the result message of privacy policy, if there is one, starting from the 

first received message of each message type, if there is more than one type of discovery result 

message. It creates a final result message of service discovery. This message includes the first 

service identifier from the intersection set and its intersection policy, if there is a non-empty 

intersection set; the first service identifier from the first received result message, if there is 
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only one type of result message, and its intersection policy, if the message type is privacy 

policy; or is empty, if the intersection set is empty. An empty message indicates the reason, 

which can be no service description discovered, if all result messages of service description 

are empty; no privacy policy discovered, if all result messages of privacy policy are empty; or, 

otherwise, no service description-privacy policy pair discovered, if the intersection set is 

empty. The operation sends a final result message and ends the service discovery process. 

 

7.1.2 Privacy 

 

The privacy role was played by a Web service that was employed in the implementation and 

evaluation of the framework in order to guarantee that the selected services had policies 

compatible with the preferences of the consumers. The goal of the framework evaluation was 

to test several cases. In these evaluation cases, the providers wanted to publish services with 

privacy policies and the consumers wanted to discover services that satisfied their privacy 

preferences. Thus, the privacy Web service was used. In order to perform these tests, the Web 

services that represented the consumers and providers sent their policies to the mediator Web 

service in order to publish and discover the services. Then, the mediator Web service 

forwarded the received policies to the privacy Web service. Upon the receipt of the policies 

from the mediator Web service, the privacy Web service was responsible for the publication, 

unpublication and discovery of the policies. 
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In the implementation of the framework, the privacy Web service included a policy registry, 

which was used to store the provider policies. Then, these policies were retrieved by the 

privacy Web service in order to intersect them with the consumer policies. The mediator Web 

service was responsible for sending the provider and consumer policies to the privacy service. 

In addition to the policy registry, the privacy Web service included an ontology registry in 

order to store the base and domain ontologies as well as query them to determine policy 

compatibility. 

 

Policy compatibility verification was carried out in the framework implementation and 

evaluation by retrieving the ontological concepts associated to each assertion in the policies 

through the privacy Web service. Then, the privacy service checked the relationship between 

the concepts in the ontologies. In the proposed framework, domain representative 

organizations are responsible for developing domain-specific privacy ontologies. However, in 

the implementation and evaluation of the proposed framework, the domain ontology was 

developed based on a domain-specific privacy regulation and manually registered in the 

privacy Web service. 

 

The WSDL interface of the privacy is shown in Appendix A.2. It includes operations and 

messages to perform the activities of registration and deregistration of privacy ontologies as 

well as the activities of publication, unpublication and discovery of privacy policies. They are 

described as follows. 
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• Privacy Ontology Registration/Deregistration 

 

The registration process of privacy ontology is executed by the Register Privacy Ontology 

operation. This operation receives a registration message of privacy ontology and triggers the 

process. This message includes the ontology address. The operation registries an ontology in 

the ontology registry. The ontology address is set as its identifier. The operation sends a 

registration result message of privacy ontology and ends the process. This message indicates if 

a registration was successful or failed. The deregistration process of privacy ontology is 

executed by the Deregister Privacy Ontology operation, which performs the reverse operation. 

 

• Privacy Policy Publication/Unpublication 

 

The publication process of privacy policy that supports service publication is executed by the 

Publish Privacy Policy operation. This operation receives a publication message of privacy 

policy and triggers the process. This message includes a privacy policy with a service 

identifier. A SOAP example of this message is shown in Figure 7.4. 
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<Envelope> 
  <Body> 

    <privacyPolicyPublication> 
      <privacyPolicy> 

        http://lh:8080/axis/ProviderPrivacyPolicy.xml 

      </privacyPolicy> 
      <serviceIdentifier> 

        http://lh:8080/axis/Service.jws 

      </serviceIdentifier> 
    </privacyPolicyPublication> 

  </Body> 

</Envelope> 

Figure 7.4. Policy publication message. 

 

The operation publishes a privacy policy in the policy registry along with a service identifier. 

The address of the privacy policy is set as its identifier. The operation sends a publication 

result message of privacy policy and ends the process. This message indicates if a privacy 

policy publication was successful or failed. The unpublication process of privacy policy that 

supports service unpublication is executed by the Unpublish Privacy Policy operation, which 

performs the reverse operation. 

 

• Privacy Policy Discovery 

 

The discovery process of privacy policy that supports service discovery is executed by the 

Discover Privacy Policy operation. This operation receives a message and triggers the 

discovery process. This message includes a privacy policy. A SOAP example of this message 

is shown in Figure 7.5. 
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<Envelope> 
  <Body> 

    <serviceDiscovery> 
      <privacyPolicy> 

        http://lh:8080/axis/ConsumerPrivacyPolicy.xml 

      </privacyPolicy> 
    </serviceDiscovery> 

  </Body> 

</Envelope> 

Figure 7.5. Policy discovery message. 

 

The operation intersects the received policy with the policies in the policy registry. It sends a 

discovery result message of privacy policy and ends the process. This message includes a set 

of intersection policies along with their associated service identifiers or is empty if the policy 

intersection result is empty. 

 

7.2 Evaluation 

 

The implementation of the proposed framework included the mediator and privacy extensions. 

This implementation provided the features of service publication and discovery considering 

privacy policies and, thus, offered the necessary infrastructure to evaluate the effectiveness of 
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the proposed framework through different evaluation cases with several comparisons among 

policies of consumers and providers in a fictitious scenario. 

 

Among the different domains, health care is an example in which privacy preservation is 

particularly important, as health information is usually regarded as sensitive. Thus, the domain 

of health care [19] was chosen in order to evaluate the effectiveness of the framework. 

 

The evaluation of the proposed framework involved the extension of the base privacy 

ontology for the domain of health care and the creation of a health care scenario, which were 

used to demonstrate cases in which the consumers had their policies checked against the 

policies of the providers in order to verify if the practices of the providers satisfied the 

preferences of the consumers. Thus, the framework evaluation included the following main 

activities: 

• Development of a domain-specific privacy ontology, with the use of a health care 

privacy regulation in order to extend the base ontology. 

• Creation of a health care scenario, with the inclusion of interactions that could 

demonstrate the capabilities of the proposed SOA extension. 

• Definition of evaluation cases, with the specification of policies by following the 

created scenario and using the developed health care ontology. 
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This section presents the evaluation by describing the privacy ontology for the domain of 

health care as well as the scenario and cases of privacy preservation in health care defined in 

order to perform the evaluation. 

 

7.2.1 Health Care Ontology 

 

In order to include semantics in the policy model, the proposed framework enables the use of 

ontologies for the specification of privacy policies. Thus, the ontologies define the vocabulary 

for the creation of the privacy policies. The approach followed by the framework considers 

that privacy preservation issues can be separated in general and domain-specific issues. 

 

At the first step in order to evaluate the proposed framework, in addition to the base privacy 

ontology, a domain-specific privacy ontology was developed in order to deal with the privacy 

preservation issues that are specific to a particular domain. The domain that was chosen in 

order to carry out the evaluation of the framework was the health care domain. The concepts 

from the health care privacy ontology were referred to together with the concepts from the 

base privacy ontology in the policy assertions in order to restrict different aspects of the use of 

private information. 
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The health care ontology for privacy preservation is based on the Personal Health Information 

Protection Act (PHIPA) [28]. This regulation provides useful definitions for extending the 

base ontology in order to create a domain-specific one for the health care domain. The 

definitions extend some aspects captured in the base ontology (Figure 5.16), including 

Information, Collector, Collection, Recipient and Purpose. These definitions along with their 

associated concepts in the health care ontology are presented as follows. 

 

The concepts related to Information are shown in Table 7.1. The information types are divided 

in two categories: Personal Health Information (Concept 01) and Non Personal Health 

Information (Concept 11). Personal Health Information is defined by a set of information 

types (Concepts 02-10). 

 

 Information Definition 

01 Personal Health 
Information 

Health-related information. 

02 Patient 
Identification 

Information that can be used to identify the individual on 
its own or linked to another piece of information, including 
the individual’s health insurance number. 

03 Health Information that relates to the individual’s primary or 
mental health. 

04 Family Health 
History 

Information about the individual’s family history that 
relates to health. 

05 Health Care Information on the health care received by the individual. 

06 Health Care 
Provider 
Identification 

Information that can be used to identify the health care 
provider responsible for providing health care to the 
individual. 

07 Health Care 
Payment 

Information that relates to the individual’s payment for 
health care as well as the individual’s eligibility for health 
care or for coverage for health care under a health 
insurance plan. 
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08 Body Part 
Donation 

Information on the individual’s donation of body parts or 
bodily substances. 

09 Substitute 
Decision-Maker 
Identification 

Information that can be used to identify the individual’s 
substitute decision-maker. 

10 Personal Health 
Information 
Accompanying 
Information 

Information that belongs to none of the previous categories 
but is part of a record that contains personal health 
information. 

11 Non Personal 
Health 
Information 

Non health-related information. 

Table 7.1: Health Care Ontology – Information 

 

The concepts related to Collector are shown in Table 7.2. The collector types are divided in 

two categories: Health Care Provider (Concept 01) and Non Health Care Provider (Concept 

09). These categories are defined by sets of collector types: Health Care Provider (Concepts 

02-08) and Non Health Care Provider (Concepts 10-12). 

 

 Collector Definition 

01 Health Care 
Provider 

A service provider that supplies a service related to health 
care. 

02 Health 
Information 
Custodian 

A health information custodian is a person whose primary 
purpose is the provision of health care. 

03 Health 
Information 
Custodian 
Agent 

An agent of a health information custodian is a person who 
performs activities (collection, disclosure, retention and 
use) over personal health information on behalf of the 
health information custodian. 

04 Substitute 
Decision-Maker 

A substitute decision-maker is a person legally entitled to 
make decisions for the individual that are necessary for, or 
auxiliary to, the individual’s health care. 
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05 Privacy 
Commissioner 

The Privacy Commissioner is the authority responsible for 
managing compliance with the PHIPA. 

06 Primary Health 
Care Provider 

A service provider that supplies a service related to primary 
health care. 

07 Mental Health 
Care Provider 

A service provider that supplies a service related to mental 
health care. 

08 Pharmacy A service provider that supplies a service related to 
medication. 

09 Non Health 
Care Provider 

A service provider that supplies a service unrelated to 
health care. 

10 Insurer A service provider that supplies a service related to health 
insurance. 

11 Housing 
Provider 

A service provider that supplies a service related to housing 
to a patient. 

12 Employment 
Provider 

A service provider that supplies a service related to 
employment to a patient. 

Table 7.2: Health Care Ontology – Collector 

 

The concepts related to Collection are shown in Table 7.3. Two aspects are used in order to 

categorize collection types: consent and source. Consent indicates whether or not consent is 

required and the type of consent (Concepts 01-03). The source aspect indicates from whom 

information is collected (Concepts 04-05). 

 

 Collection Definition 

01 Express 
Consent 

Express consent is required when giving personal health 
information to a person who is not a health information 
custodian or when giving personal health information to a 
health information custodian for a purpose unrelated to 
health care. 

02 Implied 
Consent 

Implied consent can be relied on when consent is required, 
but not express consent. 
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03 Without 
Consent 

Personal health information can be collected without 
consent as required in order to comply with laws. 

04 Direct Personal health information can be collected directly from 
its subject. 

05 Indirect Personal health information can be collected from a person 
other than the subject individual or its substitute decision-
maker. 

Table 7.3: Health Care Ontology – Collection 

 

The concepts related to Recipient are shown in Table 7.4. There are three recipient types 

(Concepts 01-03). 

 

 Recipient Definition 

01 Recipient 
Health 
Information 
Custodian 

A health information custodian can disclose personal health 
information under its control to another health information 
custodian. 

02 Recipient 
Health 
Information 
Custodian 
Agent 

A health information custodian can share personal health 
information under its control with its agent. 

03 Personal Health 
Information 
Recipient 

A health information recipient is a person who receives 
personal health information from a health information 
custodian but does not act on the health information 
custodian’s behalf and does not use the personal health 
information for a purpose related to health care. 

Table 7.4: Health Care Ontology – Recipient 

 

The concepts related to Purpose are shown in Table 7.5. These concepts are divided in two 

categories: Health Care-Related (Concept 01) and Non Health Care-Related (Concept 08). 
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These categories are defined by sets of purpose types: Health Care-Related (Concepts 02-07) 

and Non Health Care-Related (Concepts 09-11). 

 

 Purpose Definition 

01 Health Care-
Related 

Any purpose that is related to health care. 

02 Primary Health 
Care 

Any purpose that is related to primary care. 

03 Mental Health 
Care 

Any purpose that is related to mental health care. 

04 Health 
Treatment 

Any observation, examination, assessment, care, service or 
procedure that is provided to diagnose, treat or maintain the 
individual’s primary or mental health condition. 

05 Health 
Prevention and 
Promotion 

Any observation, examination, assessment, care, service or 
procedure that is provided to prevent disease or injury or to 
promote health. 

06 Palliative 
Health Care 

Any observation, examination, assessment, care, service or 
procedure that is provided as part of palliative care. 

07 Medication Any purpose that is related to medication. 

08 Non Health 
Care-Related 

Any purpose that is not related to health care. 

09 Health 
Insurance 

Any purpose that is related to health insurance. 

10 Patient Housing Any purpose that is related to housing for a patient. 

11 Patient 
Employment 

Any purpose that is related to employment for a patient. 

Table 7.5: Health Care Ontology – Purpose 
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7.2.2 Evaluation Scenario 

 

The second step of the three main steps for the evaluation of the proposed framework using 

the implemented prototype was the creation of a scenario, which could be used to execute the 

tests. A fictitious scenario was created considering the domain of health care so that the 

domain-specific privacy ontology developed at the first step could by applied to the 

framework evaluation. 

 

One of the main constraints for the definition of the evaluation scenario was to include 

interactions among the different parts involved in the scenario, which could be explored in the 

evaluation cases in order to demonstrate different capabilities of the proposed SOA extension. 

This constraint shaped the evaluation scenario, which also considered the health care privacy 

ontology. The evaluation scenario provided the basis for the definition, publication and 

discovery of services on the prototype during the execution of the evaluation of the proposed 

framework. 

 

Figure 7.6 shows the scenario in the domain of health care created in order to evaluate the 

framework. It is based on examples of privacy preservation from a PHIPA toolkit [10]. 
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Figure 7.6. Evaluation scenario. 

 

In the scenario, a patient uses services provided by a mental health care service provider. In 

order to use the services, the patient discloses some of its health information (Collection). This 

interaction is labeled as 1 in Figure 7.6. In addition to mental health care services, it uses other 

health care-related services offered by the service provider, including primary health care, as 

well as services unrelated to health care, such as housing and employment services. 

 

The mental health care service provider employs a holistic approach for health care, that is, it 

provides primary health care along with mental health care. The primary care services are not 
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provided directly by the mental health care service provider, but by a third-party health care 

service provider (Interaction 2). In this case, the mental health care service provider, which is 

a custodian, discloses the health information of the patient to another custodian, the health care 

service provider (Recipient). 

 

In order to supply its services, the mental health care service provider uses health insurance 

services from insurers and medication services from pharmacies (Interaction 3). Insurers and 

pharmacies can be third-party organizations or part of the mental health care service provider. 

In the first case, the insurer is a recipient and the pharmacy is a custodian as both service 

providers receive the health information of the patient from the mental health care service 

provider (Collector). In the second one, both the insurer and pharmacy service providers are 

agents of the custodian. Third-party health care service providers can also use services 

provided by insurer and pharmacy service providers so that multiple levels of disclosure of 

health information can take place (Interaction 4). 

 

The mental health care service provider offers housing and employment services to its 

patients. These services are offered so that the patient can get help in looking for house and 

employment (Purpose). The mental health care service provider offers several options for the 

services. They can be supplied by the mental health care service provider itself or by a third 

party, which is a recipient in this case. The third-party service provider can be a private 

corporation, non-profit corporation or municipal council (Interaction 5). 
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As the Privacy Commissioner is the authority responsible for managing compliance with the 

PHIPA, there can be an interaction between any service provider and the Privacy 

Commissioner. In the evaluation scenario, there is an interaction between the mental health 

care service provider and the Privacy Commissioner (Interaction 6). The mental health care 

service provider may have to send information (Information) about its patients to the Privacy 

Commissioner in response to requests from it as required by public regulations. 

 

7.2.3 Evaluation Cases 

 

The last step of the evaluation that was carried out using the prototype of the proposed 

framework was the definition of evaluation cases. The evaluation cases were defined in order 

to demonstrate the capabilities of the proposed framework regarding the discovery of services 

considering privacy policies. Thus, the cases were defined based on the evaluation scenario 

created at the previous step. The main part of the definition of the evaluation cases was the 

creation of the provider and consumer policies, which used the base and health care privacy 

ontologies. These policies were created according to the interactions included in the evaluation 

scenario. The evaluation cases were then executed in order to demonstrate which of the 

interactions were possible to happen based on the policies that were defined for each of the 

involved parts. 
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Several evaluation cases were created in order to cover the interactions in the evaluation 

scenario. The cases show consumers and providers with different preferences and practices 

specified by following the policy format. The policies were created using the vocabulary 

defined by the base (Section 5.4) and health care (Section 7.2.1) ontologies. For readability, 

the policy format is not shown in the policies. 

 

• Evaluation Case - Health Care Provider 

 

This case considers Interactions 1 and 2 in the scenario (Figure 7.6). It aims at exemplifying 

the use of domain-specific knowledge for the verification of compatibility between policies. A 

mental health care service provider can disclose health information about their patients to a 

health care service provider for the purpose of primary health care if it is authorized to do so 

by the original owner of the information. A third party can have the same status as the 

information owner for that purpose as a substitute decision maker. Thus, that third party would 

be able to grant the required disclosure authorization to the mental health care service 

provider. 

 

In this case, a patient named Patient publishes a policy. In its policy, it states that a third party 

named ThirdParty is its substitute decision maker for the purpose of health care. Figure 7.7 

shows this statement. 
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Policy Owner: Patient 
 

Information = PersonalHealthInformation 
Collector.ProviderName = ThirdParty 

Collector.ProviderType = SubstituteDecisionMaker 

Recipient 
Purpose = HealthCareRelated 

Figure 7.7. Patient policy for substitute decision maker. 

 

Additionally, a mental health care service provider named MentalProvider publishes a policy, 

which states that it discloses health information collected from its patients to a primary health 

care service provider for the provision of a primary health care service if the patient allows 

doing so. Figure 7.8 shows this statement. 

 

Policy Owner: MentalProvider 
 

Information = PersonalHealthInformation 

Collector.ProviderName = MentalProvider 
Collector.ProviderType = MentalHealthCareProvider 

Recipient.ProviderType = PrimaryHealthCareProvider 

Purpose = PrimaryHealthCare 

Figure 7.8. Provider policy for primary health care. 

 

Continuing the case, ThirdParty, looking for a mental health care service provider that follows 

a holistic approach for Patient, publishes its policy. It states that health information about the 

patient can be disclosed by the mental health care service provider to a health care service 
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provider for purposes related to health care if the patient allows doing so. This statement is 

shown in Figure 7.9. 

 

Policy Owner: Patient 
 

Information = PersonalHealthInformation 
Collector.ProviderType = MentalHealthCareProvider 

Recipient.ProviderType = HealthCareProvider 

Purpose = HealthCareRelated 

Figure 7.9. Patient policy for mental health care. 

 

In this case, the mediator selected the mental health care service supplied by MentalProvider 

for Patient because the privacy known that ThirdParty was a substitute decision maker for 

Patient and it could make decisions on behalf of a patient if authorized to do so. 

 

• Evaluation Case - Pharmacy and Insurer 

 

This case considers Interactions 1, 3 and 4 from Figure 7.6. It aims at exemplifying the 

execution of compositional reasoning for the verification of compatibility between policies 

assuming that the patient allowed sharing information among the several services. A mental 

health care service provider uses medication and health insurance services supplied by third-

party service providers in order to provide its mental health care service. For these purposes, it 

discloses health information of its patients to a pharmacy service provider and an insurer 

service provider. In addition to these external services, it uses a service of primary health care 
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offered by a health care service provider. The third-party health care service provider requires 

health information about the patient from the mental health care service provider and discloses 

it to an external pharmacy service provider and an insurer service provider. A patient allows 

health information to be used and disclosed by the health information collector for any health 

care-related purpose, but the patient does not accept it to be disclosed by third-party service 

providers, even for health care-related purposes. Thus, that patient would not be able to 

disclose health information to that mental health care service provider. 

 

In this case, a health care service provider named HealthProvider publishes a policy. It states 

that health information collected from patients of its primary health care service is disclosed to 

a third-party pharmacy and insurer service provider for the purpose of medication and health 

care insurance. Figure 7.10 shows these statements. 

 

Policy Owner: HealthProvider 

 
Information = PersonalHealthInformation 

Collector.ProviderName = HealthProvider 

Collector.ProviderType = HealthCareProvider 
Recipient.ProviderType = Pharmacy 

Purpose = Medication 

 
Information = PersonalHealthInformation 

Collector.ProviderName = HealthProvider 

Collector.ProviderType = HealthCareProvider 
Recipient.ProviderType = Insurer 

Purpose = Health Insurance 

Figure 7.10. Provider policy for primary health care. 
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In addition, a mental health care service provider named MentalProvider publishes a policy, 

which states that it discloses personal health information of its patients to a pharmacy service 

provider and third-party insurer for the purpose of medication and health care insurance. The 

mental health care service provider follows a holistic approach to health care and uses the 

primary health care service offered by HealthProvider. Figure 7.11 shows these statements. 

 

Policy Owner: MentalProvider 
 

Information = PersonalHealthInformation 
Collector.ProviderName = MentalProvider 

Collector.ProviderType = MentalHealthCareProvider 

Recipient.ProviderType = Pharmacy 
Purpose = Medication 

 

Information = PersonalHealthInformation 
Collector.ProviderName = MentalProvider 

Collector.ProviderType = MentalHealthCareProvider 

Recipient.ProviderType = Insurer 
Purpose = Health Insurance 

 
Information = PersonalHealthInformation 

Collector.ProviderName = MentalProvider 

Collector.ProviderType = MentalHealthCareProvider 
Recipient.ProviderType = HealthProvider 

Purpose = PrimaryHealthCare 

Figure 7.11. Provider policy for mental health care. 

 

Continuing the case, a patient named Patient, looking for a mental health care service, 

publishes its policy, which states that it allows health information to be disclosed by the 
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mental health care service provider for any health care-related purpose. However, it does not 

allow information to be disclosed by third-party service providers employed by the mental 

health care service provider. These statements are shown in Figure 7.12. 

 

Policy Owner: Patient 
 

Information = PersonalHealthInformation 
Collector.ProviderType = MentalHealthCareProvider 

Recipient 

Purpose = HealthCareRelated 
 

Information = PersonalHealthInformation 

Collector.ProviderType = Recipient 
NoRecipient 

Figure 7.12. Patient policy for mental health care. 

 

In this case, the mediator did not select the mental health care service provided by 

MentalProvider to Patient. This happened because it used a primary health care service 

offered by HealthProvider and this provider disclosed information to others. As the health 

care service provider was a third-party provider in the interaction between the patient and the 

mental health care service provider, the preferences of the patient were not satisfied by its 

practices. 
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• Evaluation Case - Housing and Employment 

 

This case considers Interactions 1 and 5 from Figure 7.6. It aims at exemplifying the check of 

relationship between different terms for the verification of compatibility between policies. A 

mental health care service provider offers housing and employment services to its patients. 

The patients can choose among several provider types, including the mental health care 

service provider itself and different types of third-party providers. A patient needs housing and 

employment services, but it requires that they be supplied by a mental health care service 

provider directly. Thus, that patient would be able to use the housing and employment services 

provided directly by that mental health care service provider. 

 

In this case, a mental health care service provider named MentalProvider publishes a policy, 

which states that it uses health information of its patients for purposes unrelated to health care. 

Alternatively, the information is disclosed by the mental health care service provider to a 

private corporation, non-profit corporation or municipal council for the provision of the 

services of housing and employment. Figure 7.13 shows the statements for the housing 

service. A similar set of statements would be necessary for the employment service. 

 

 

 

 

 



 

 126  

Policy Owner: MentalProvider 
 

Alternative 1 
 

Information = PersonalHealthInformation 

Collector.ProviderName = MentalProvider 
Collector.ProviderType = MentalHealthCareProvider 

Purpose = PatientHousing 

 
Alternative 2 

 

Information = PersonalHealthInformation 
Collector.ProviderName = MentalProvider 

Collector.ProviderType = MentalHealthCareProvider 

Recipient.ProviderType = PrivateCorporation 
Purpose = PatientHousing 

 

Alternative 3 
 

Information = PersonalHealthInformation 

Collector.ProviderName = MentalProvider 
Collector.ProviderType = MentalHealthCareProvider 

Recipient.ProviderType = PrivateCorporation 

Purpose = NonProfitCorporation 
 

Alternative 4 
 

Information = PersonalHealthInformation 

Collector.ProviderName = MentalProvider 
Collector.ProviderType = MentalHealthCareProvider 

Recipient.ProviderType = PrivateCorporation 

Purpose = MunicipalCouncil 

Figure 7.13. Provider policy for housing. 
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In addition, a patient named Patient, looking for housing and employment services supplied 

directly by a mental health care service provider, publishes its policy. It states that the patient 

allows health information to be used by the mental health care service provider but not 

disclosed for purposes unrelated to health care. This statement is shown in Figure 7.14. 

 

Policy Owner: Patient 
 

Information = PersonalHealthInformation 
Collector.ProviderType = MentalHealthCareProvider 

NoRecipient 

Purpose = NonHealthCareRelated 

Figure 7.14. Patient policy for housing and employment. 

 

In this case, the mediator selected the housing and employment services supplied by 

MentalProvider for Patient. This happened because the privacy was able to check that the 

purposes of housing and employment were non health care-related purposes and, thus, the 

patient policy included a requirement that was more general than the guarantees offered by the 

mental health care service provider. The alternative chosen by the patient was included in the 

intersection policy so that the mental health care service provider could decide which source to 

use for the provision of the services. 
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• Evaluation Case - Privacy Commissioner 

 

This case considers Interactions 1 and 6 from Figure 7.6. It aims at exemplifying the 

performance of conclusion for the verification of compatibility between policies. A group of 

health care service providers can disclose health information about their patients under certain 

regulations. A provider is a member of that group. Thus, a patient would not send their 

information to that provider if it does not want the information to be disclosed to any third-

party provider. 

 

In this case, the Privacy Commissioner publishes a policy. It states that mental health care 

service providers can disclose personal health information of their patients to the Privacy 

Commissioner in order to comply with public regulations. Figure 7.15 shows this statement. 

 

Policy Owner: PrivacyCommissioner 

 
Information = PersonalHealthInformation 

Collector.ProviderType = MentalHealthCareProvider 

Recipient.ProviderType = PrivacyCommissioner 
Purpose = Legal 

Figure 7.15. Privacy Commissioner policy for mental health care providers. 

 

In addition, a provider named MentalProvider publishes a policy, which states that it is a 

mental health care service provider and collects health information from patients of its mental 

health care service. Figure 7.16 shows this statement. 
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Policy Owner: MentalProvider 
 

Information = PersonalHealthInformation 
Collector.ProviderName = MentalProvider 

Collector.ProviderType = MentalHealthCareProvider 

Figure 7.16. Provider policy for mental health care. 

 

Continuing the case, a patient named Patient, looking for a mental health care service, 

publishes its policy. It states that the patient does not allow the disclosure of health 

information. This statement is shown in Figure 7.17. 

 

Policy Owner: Patient 
 

Information = PersonalHealthInformation 
Collector.ProviderType = MentalHealthCareProvider 

NoRecipient 

Figure 7.17. Patient policy for mental health care. 

 

In this case, the privacy was able to conclude that MentalProvider could disclose health 

information of its patients and, thus, Patient could not use the mental health care service 

supplied by the mental health care service provider. The mediator returned no service to the 

patient in this case. This shown that, in such a case, it was important to inform the reason for 

returning no service to the patient so that it could change its policy accordingly. 
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The implementation and evaluation of the proposed framework showed that it is able to deal 

with the privacy preservation problems in the areas of service description and discovery in 

SOA. These privacy problems are that, in traditional SOA, it is not possible to describe how 

providers deal with consumer private information and discover services that satisfy consumer 

privacy preferences. The proposed framework provided solutions to these problems that 

addressed the limitations identified in other privacy frameworks for SOA proposed in the 

literature as discussed in Chapter 3. The evaluation showed that the framework provides a 

policy model with a comprehensive vocabulary as well as support for the specification and 

intersection of policies. Furthermore, the evaluation of the framework showed that it offers 

service discovery integration as well as support for the consideration of domain-specific 

privacy preservation issues. 

 

The elements of the policy model of the proposed framework enabled the specification of 

policies in the implementation and evaluation of the framework. These policies defined 

different aspects of privacy preservation of different information items in different settings, 

through the definition of components, assertions and alternatives, respectively. The format for 

semantic privacy policies that considers the proposed policy elements was used for the 

specification of preferences and practices of consumers and providers as policies. These 

privacy policies offered the base for the framework by improving service description and 

discovery, through the use of privacy policies in the processes of service description and 

discovery as well as the integration of a mechanism of policy intersection that indicated how 

privacy policies were to be matched. 
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Semantics support was included in the proposed policy model by enabling the use of privacy 

ontologies. In the evaluation of the proposed framework, the ontologies defined the 

vocabulary used to create the policies. They were developed according to the proposed 

approach that separated general and domain-specific privacy preservation issues, through the 

definition of the base and health care privacy ontologies. This approach addressed the aspect 

that each application domain includes specific privacy preservation issues. In the semantic 

privacy policy model, the policy assertions referred to ontological concepts and the policies 

were created from concepts defined in the base and health care privacy preservation 

ontologies. 

 

In the implementation and evaluation of the proposed framework, the privacy preservation 

practices and preferences of the service providers and consumers were described in the privacy 

policies sent to the mediator Web service. Privacy policy intersection was employed through 

the privacy Web service in order to enhance service discovery so that the discovered services 

were from the providers whose privacy preservation practices matched the privacy preferences 

of the service consumers. 

 

The use of the privacy policies for service discovery was accomplished by using the privacy 

and mediator Web services. The privacy Web service complemented the registry Web service 

with the feature of privacy preservation. These two Web services defined the publication and 

discovery space in which they were responsible for the publication and discovery of the 
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services, through the coordination of the mediator Web service. The mediator Web service 

was added to the architecture so that the publication and discovery space was made transparent 

to the consumers and providers as well as support to additional Quality of Service (QoS) 

characteristics could be added by following the same approach used to deal with the privacy 

preservation issues. 

 

Service description is typically restricted to functional characteristics of services and, 

consequently, service discovery is based on functionality of services. Thus, in order to include 

the privacy preservation characteristics of the services in the service descriptions, the 

framework extended traditional SOA. In the evaluation of the proposed framework, the 

extension allowed for service discovery that considered not only the functionality of the 

services but also their privacy characteristics. 

 

7.3 Summary 

 

This chapter presented an implementation and evaluation of the framework described in 

Chapters 5 and 6. The framework provided the following benefits: 
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• Flexible format for privacy policies. The framework provides a flexible format for 

privacy policies. Thus, it supports the specification of alternative practices and 

compact policies. 

• Extensive vocabulary of privacy preservation. The framework provides a privacy 

vocabulary that covers the principles of privacy regulations. Thus, it supports the 

expression of complete practices. 

• Rich support for semantics. The framework includes semantics by ontological 

annotation of privacy policies. Thus, it supports rich specification of privacy 

policies of consumers and providers and intersection between privacy preservation 

policies. 

• Complete support for domain-specific issues of privacy preservation. The 

proposed framework enables the consideration of domain-specific issues of 

privacy preservation. Thus, it supports its application to different application 

domains. 

• Adequate modifications of SOA. The framework does not modify the basic roles of 

SOA, does not require direct interaction with the component responsible for 

privacy preservation as well as does not require interactions related to privacy 

preservation between consumers and providers. Thus, it supports its deployment in 

SOA environments. 

• Integration in the process of service discovery. The framework integrates privacy 

policies in the process of service discovery. Thus, it supports a privacy-aware 

process of service discovery. 
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• Proper support to QoS extension. The framework enables the inclusion of other 

QoS attributes with the separation of them. Thus, it supports QoS management 

without extra impacts. 
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Chapter 8                                    

Conclusions 

 

This chapter concludes the thesis. In Section 8.1, the chapter summarizes the solution 

proposed in this thesis for the problems of privacy preservation in the areas of service 

description and discovery in Service-Oriented Architecture (SOA). Then, the chapter presents 

the contributions of the thesis in Section 8.2. Finally, Section 8.3 discusses future work. 

 

8.1 Summary 

 

SOA can facilitate the development and management of software solutions. SOA has been an 

intense area of research, but the preservation of privacy in SOA still includes open problems. 

For example, two of these problems are that it is not possible to describe how a service 

provider deals with private information received from a service consumer as well as discover a 

service that satisfies the privacy preservation preferences of a service consumer in addition to 

the required service functionality. 
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Several privacy preservation frameworks for SOA were proposed in the literature. The 

surveyed frameworks offer a limited solution for the problems of privacy preservation in the 

areas of service description and discovery. Some existing frameworks do not define a format 

for privacy policies, whereas other frameworks define a policy format that has no flexibility. 

Furthermore, the privacy vocabularies of the surveyed frameworks miss important concepts, 

such as means of information collection, access to retained information by the owner of the 

information as well as availability of use record of collected information. Additionally, some 

existing frameworks do not include semantics, whereas other frameworks follow an approach 

that does not allow for a comprehensive privacy vocabulary. Moreover, none of the surveyed 

frameworks integrates privacy policies in the process of service discovery completely. In 

addition, some existing frameworks modify basic roles of SOA, require direct interaction with 

the component responsible for privacy preservation as well as require privacy preservation-

related interactions between the service consumer and provider. Moreover, the surveyed 

frameworks do not enable the inclusion of other Quality of Service (QoS) attributes in a way 

that separates the different attributes. Finally, the surveyed frameworks do not fully support 

the consideration of domain-specific privacy preservation issues. 

 

The framework proposed in this thesis provides a novel solution for the problems of privacy 

preservation in the areas of service description and discovery in SOA. The framework 

addresses the limitations identified in frameworks presented earlier. 
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The proposed framework includes a model for semantic privacy policies and support for 

privacy-aware service discovery. The policy model enables the description of privacy 

preservation practices of service providers and privacy preservation preferences of service 

consumers. In the policy model, policy assertions refer to ontological concepts. Thus, semantic 

policies are created from concepts defined in privacy ontologies. This semantic information 

enriches the matching between the privacy policies of a service consumer and provider. The 

policy matching supports the process of privacy-aware service discovery, which enables the 

discovery of services that meet privacy preferences of service consumers. 

 

The proposed framework considers that service providers and consumers describe their 

privacy preservation practices and preferences in semantic privacy policies. Thus, the 

operation of policy intersection enhances the process of service discovery so that the services 

selected for the service consumer are from providers whose privacy practices match the 

privacy preferences of the consumer. In the proposed framework, the use of policies for 

service discovery is accomplished by extending SOA with two new roles, the privacy role and 

the mediator role. The privacy role is responsible for the publication and discovery of policies. 

The mediator role mediates the interactions related to service publication and discovery 

between the provider or the consumer and the registry and privacy services. 

 

An aspect of privacy preservation is that despite the fact that some privacy preservation issues 

are common to different application domains, there are privacy preservation issues that are 

specific to each particular domain. In order to address this aspect of privacy preservation, the 
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proposed framework follows an approach in which a base privacy ontology represents general 

privacy preservation issues, whereas domain-specific privacy issues are captured by domain-

specific privacy ontologies that extend the base ontology. 

 

The framework was implemented in order to evaluate the effectiveness of the proposal. 

Health-related information is usually regarded as sensitive information, thus the effectiveness 

of the framework was evaluated using a health care privacy ontology and an evaluation 

scenario of privacy preservation defined in the domain of health care. This evaluation was 

carried out in order to verify if the privacy preservation solution for the areas of service 

description and discovery satisfies the specific goals of the thesis. The evaluation involved the 

test of several privacy preservation cases in which service consumers had their privacy 

preservation preferences checked against the privacy preservation practices of service 

providers so that the service consumers could decide whether to select or not the services 

offered by the service providers in the evaluation scenario. The results of the evaluation 

demonstrated that the proposed framework offers an effective solution for the privacy 

preservation problems in the areas of service description and discovery. The framework 

provides a means for describing the privacy preservation practices of service providers and the 

preferences of consumers in a semantics-enriched way that enhances service description with 

privacy preservation practices and service request with privacy preservation preferences. 

Moreover, such enhancements support the integration of privacy preservation-awareness in 

service publication and discovery in order to enable the publication of privacy practices of 
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service providers and a process of service discovery that considers privacy preferences of 

service consumers. 

 

8.2 Contributions 

 

The main contribution of this thesis is a privacy preservation framework for the areas of 

service description and discovery in SOA. The proposed framework enables service providers 

to describe their privacy preservation practices and service consumers to describe their privacy 

preservation preferences. In addition, the framework allows consumers to discover services 

that do not only meet their functional requirements but also satisfy their privacy preferences. 

Thus, specifically, the contributions of this thesis are a model for semantic privacy policies 

and a process of service discovery that considers privacy policies. These contributions offer 

solutions for the problems identified in the areas of service description and discovery in SOA. 

The policy model enables the specification of practices regarding the handling of private 

information. It is in conformity with the privacy definition as it allows for consumers and 

providers to define the information activities that are considered acceptable by them. The 

discovery integration enables the use of the policy model in service discovery. It is important 

as, at service discovery, relationships between consumers and providers can be formed and, 

thus, the suitability of the interactions has to be checked. 

 



 

 140  

Regarding the area of service description, the proposed framework enhances service 

descriptions of providers with the inclusion of the description of privacy practices of service 

providers. The framework also enhances service requests of consumers with the inclusion of 

the description of privacy preferences of service consumers. This improvement to the area of 

service description is supported by the model for semantic privacy policies included in the 

proposed framework. This model enables the specification of semantic privacy policies of 

service providers and consumers using concepts defined in a base privacy ontology and 

domain-specific privacy ontologies. Thus, the policy model supports the use of semantic 

information on privacy preservation practices and preferences when matching policies of 

service providers and consumers. 

 

Regarding the area of service discovery, the framework enhances service publication with the 

inclusion of the publication of semantic privacy policies of service providers. The framework 

also enhances service discovery with the inclusion of the intersection of privacy policies of 

service consumers and providers. This improvement to the area of service discovery is 

supported by the process of privacy-aware service discovery included in the proposed 

framework. This process enables the use of the semantic privacy policies of a service 

consumer and provider and the intersection between the policies in service publication and 

discovery for the selection of services that meet the privacy preservation requirements of 

consumers. Thus, the process of privacy-aware service discovery supports a dynamic approach 

that completely integrates semantic privacy policies of service consumers and providers in 

service discovery. 
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Compared to other privacy preservation frameworks for SOA proposed in the literature, the 

framework developed in this thesis offers the following new features and benefits for the 

preservation of privacy in the areas of service description and service discovery: 

• A flexible format for privacy policies that supports the specification of alternative 

privacy practices and compact privacy policies of service consumers and 

providers. 

• A privacy vocabulary that covers the principles in privacy preservation regulations 

and supports the expression of complete actual and acceptable privacy 

preservation practices of service providers and consumers, respectively. 

• A semantic privacy policy model that includes ontological concepts in policy 

assertions and supports semantics-enriched privacy policy specification and 

intersection. 

• An architecture that integrates semantic privacy policies in service discovery and 

supports a privacy-aware process of service discovery. 

• An architecture that does not modify the basic roles of SOA, does not require direct 

interaction between the service consumer or the service provider and the 

component responsible for privacy preservation as well as does not require 

interactions related to privacy preservation between the service consumer and the 

service provider. 
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• An architecture that enables the inclusion of other QoS attributes keeping the 

separation of the different attributes as well as supports QoS management without 

extra impacts on the scalability and performance of the framework. 

• An approach that includes a base privacy ontology and domain-specific privacy 

ontologies in order to take domain-specific privacy preservation issues into 

consideration as well as supports the application of the framework to different 

domains. 

• The application of the framework to the domain of health care, including the 

definition of a health care scenario and an ontology based on a privacy 

preservation regulation for the domain of health care. 

 

This work has produced the following papers: 

• Diego Garcia, M. Beatriz F. Toledo. Semantic Policies for Web Services. IC-

Unicamp PhD Thesis Workshop. Campinas, Brazil, 2007. 

• Diego Garcia, M. Beatriz F. Toledo. A Web Service Privacy Framework Based on a 

Policy Approach Enhanced with Ontologies. Workshop Web2Touch - Living 

Experience Through Web, IEEE International Conference on Computational 

Science and Engineering. São Paulo, Brazil, 2008. 

• Diego Garcia, M. Beatriz F. Toledo. Ontology-based Security Policies for Supporting 

the Management of Web Service Business Processes. IEEE International 

Conference on Semantic Computing. Santa Clara, USA, 2008. 
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Compositions. IEEE International Conference on Computational Science and 

Engineering. Sao Paulo, Brazil, 2008. 
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8.3 Future Work 

 

Future work includes developing tools for the specification and publication of semantic 

privacy policies. The privacy preservation approach proposed in this thesis does not require 

service providers to create a privacy policy for each service consumer individually. This could 

be done through negotiation if necessary. However, service providers have to define a privacy 

policy for each service they offer, which can still be difficult to some providers. As privacy 

policies usually follow a similar specification, a tool could be provided to facilitate the 

specification of these policies. For instance, feature modeling could be employed by such tool 

in order to manage policy commonalities and help in the specialization of a privacy policy to 

different services. In the case of service consumers, it can be difficult to specify and publish 

their privacy preservation preferences as it is necessary to understand the privacy ontologies to 

do so. Again, a tool to guide service consumers through the specification and publication of 

their policies could be used. Privacy policy templates could be created and the tool would 

support a service consumer to configure a policy template and generate its privacy policy. 

Such tool could help the service consumer to understand the different information activities 

and their privacy preservation implications. Moreover, it would be important to have domain 

representative organizations for service consumers and service providers defining these 

templates for each service type in a particular application domain, which would work as 
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default privacy preservation preferences and practices that then could be specialized according 

to the needs of consumers and providers. 

 

In addition, the privacy preservation approach proposed in this thesis requires service 

providers to adhere to the practice of specifying semantic privacy policies. Furthermore, the 

mediator and privacy roles included in SOA must have the capability of using semantic 

privacy policies for service publication and discovery. Thus, regulatory mechanisms are 

necessary in order to enforce these behaviors and guarantee that they are unbiased. 

 

Another future work is the inclusion of a protocol for privacy policy negotiation in the 

proposed framework in order to help a service provider and a service consumer reaching an 

agreement in the case of incompatible policies. 

 

The inclusion of a mechanism in order to check the correspondence between the semantic 

privacy policy of a service provider and its actual privacy preservation practices is also 

necessary. This extension to the framework can involve mechanisms for privacy policy 

enforcement and a certification solution with the use of trusted third parties in order to deal 

with issues such as service providers that do not act according to their privacy policies and 

service providers that obscure the details of their privacy preservation practices in their 

privacy policies. 
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Another future work is the inclusion of a mechanism to support dynamic ontologies. This 

includes the necessity to update the ontologies as a consequence of their use and the need to 

improve them. 

 

The inclusion of a component for inferring new knowledge from privacy ontologies is 

necessary in order to take advantage of the full benefits of using ontologies for enhancing 

service discovery in the proposed framework. 

 

Another future work is to support the personalization of services for consumers with the sets 

of privacy preservation practices previously selected for the consumers. Related to this work is 

the need to keep track of the different requested policies in order to support auditing in the 

proposed framework. 

 

The evaluation of the proposed framework in another domain is another future work. This 

evaluation would enable a more comprehensive validation of the privacy ontology approach 

used in the framework. 

 

Another future work is to improve the policy model of the proposed framework with the 

inclusion of support to the definition of priorities among policy alternatives. The modification 

of the framework so that it could guarantee more controlled policies as default is also 

necessary. 
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A possible future work is the inclusion of an additional functionality in the mediator service, 

which would make it able to validate policies. This new functionality would enable the 

verification of the existence of conflicts in policies or among policies. This check could be 

performed as a step before the send of the policy to the privacy service for compatibility 

verification. 

 

Finally, a quantitative evaluation of the proposed framework is another possible future work. 

By comparing the framework with basic SOA, it would be possible to evaluate the overhead of 

the extension. 

 

Other privacy preservation solutions for SOA proposed in the literature have faced difficulties 

to reach applicability. These difficulties show that several issues should be addressed in order 

to guarantee the practical use of the framework proposed in this thesis, including the issues 

discussed in this section that have not been currently addressed in this work. Thus, the 

framework proposed in this thesis is an important step towards privacy preservation in the 

areas of service description and discovery, but other technical and non-technical solutions 

must be in place together with the proposed framework in order to support its applicability 

entirely. 
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Appendix A                                    

Interfaces 

 

This appendix includes the WSDL description of the mediator in Section A.1 and the one of 

the privacy in Section A.2. 

 

A.1 Mediator 

<definitions name="Mediator"> 
 

  <message name="PublicationAndDiscoveryServiceRegistrationMessage"> 
    <part name="PublicationAndDiscoveryServiceDescription"/> 

  </message> 

  <message name="PublicationAndDiscoveryServiceRegistrationResultMessage"> 
    <part name="PublicationAndDiscoveryServiceRegistrationResult"/> 

  </message> 

  <message name="PublicationAndDiscoveryServiceDeregistrationMessage"> 
    <part name="PublicationAndDiscoveryServiceIdentifier"/> 

  </message> 

  <message name="PublicationAndDiscoveryServiceDeregistrationResultMessage"> 
    <part name="PublicationAndDiscoveryServiceDeregistrationResult"/> 

  </message> 
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  <message name="ServicePublicationMessage"> 
    <part name="ServiceDescription"/> 

    <part name="PrivacyPolicy"/> 

  </message> 
  <message name="ServicePublicationFinalResultMessage"> 

    <part name="ServicePublicationFinalResult"/> 

  </message> 
  <message name="ServiceUnpublicationMessage"> 

    <part name="ServiceIdentifier"/> 

    <part name="ServiceUnpublicationType"/> 
  </message> 

  <message name="ServiceUnpublicationFinalResultMessage"> 

    <part name="ServiceUnpublicationFinalResult"/> 
  </message> 

  <message name="ServiceDiscoveryMessage"> 

    <part name="ServiceRequest"/> 
    <part name="PrivacyPolicy"/> 

  </message> 

  <message name="ServiceDiscoveryFinalResultMessage"> 
    <part name="ServiceIdentifier"/> 

    <part name="IntersectionPolicy"/> 

  </message> 
 

  <portType name="MediatorPortType"> 

    <operation name="registerPublicationAndDiscoveryService"> 
      <input message="PublicationAndDiscoveryServiceRegistrationMessage"/> 

      <output 
message="PublicationAndDiscoveryServiceRegistrationResultMessage"/> 
    </operation> 

    <operation name="deregisterPublicationAndDiscoveryService"> 

      <input message="PublicationAndDiscoveryServiceDeregistrationMessage"/> 
      <output 
message="PublicationAndDiscoveryServiceDeregistrationResultMessage"/> 

    </operation> 

    <operation name="publishService"> 
      <input message="ServicePublicationMessage"/> 

      <output message="ServicePublicationFinalResultMessage"/> 

    </operation> 
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    <operation name="unpublishService"> 
      <input message="ServiceUnpublicationMessage"/> 

      <output message="ServiceUnpublicationFinalResultMessage"/> 

    </operation> 
    <operation name="discoverService"> 

      <input message="ServiceDiscoveryMessage"/> 

      <output message="ServiceDiscoveryFinalResultMessage"/> 
    </operation> 

  </portType> 

 
  <service name="MediatorWS"> 

    <port name="MediatorPort" binding="MediatorBinding"> 

      <soap:address location="http://lh:8080/axis/Mediator.jws"/> 
    </port> 

  </service> 

 
</definitions> 

 

A.2 Privacy 

<definitions name="Privacy"> 
 

  <message name="PrivacyOntologyRegistrationMessage"> 

    <part name="PrivacyOntology"/> 
  </message> 

  <message name="PrivacyOntologyRegistrationResultMessage"> 

    <part name="PrivacyOntologyRegistrationResult"/> 
  </message> 

  <message name="PrivacyOntologyDeregistrationMessage"> 

    <part name="PrivacyOntologyIdentifier"/> 
  </message> 

  <message name="PrivacyOntologyDeregistrationResultMessage"> 

    <part name="PrivacyOntologyDeregistrationResult"/> 
  </message> 
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  <message name="PrivacyPolicyPublicationMessage"> 
    <part name="PrivacyPolicy"/> 

    <part name="ServiceIdentifier"/> 

  </message> 
  <message name="PrivacyPolicyPublicationResultMessage"> 

    <part name="PrivacyPolicyPublicationResult"/> 

  </message> 
  <message name="PrivacyPolicyUnpublicationMessage"> 

    <part name="PrivacyPolicyIdentifier"/> 

  </message> 
  <message name="PrivacyPolicyUnpublicationFinalResultMessage"> 

    <part name="PrivacyPolicyUnpublicationFinalResult"/> 

  </message> 
  <message name="PrivacyPolicyDiscoveryMessage"> 

    <part name="PrivacyPolicy"/> 

  </message> 
  <message name="PrivacyPolicyDiscoveryFinalResultMessage"> 

    <part name="IntersectionPolicies"/> 

    <part name="ServiceIdentifiers"/> 
  </message> 

 

  <portType name="PrivacyPortType"> 
    <operation name="registerPrivacyOntology"> 

      <input message="PrivacyOntologyRegistrationMessage"/> 

      <output message="PrivacyOntologyRegistrationResultMessage"/> 
    </operation> 

    <operation name="deregisterPrivacyOntology"> 
      <input message="PrivacyOntologyDeregistrationMessage"/> 

      <output message="PrivacyOntologyDeregistrationResultMessage"/> 

    </operation> 
    <operation name="publishPrivacyPolicy"> 

      <input message="PrivacyPolicyPublicationMessage"/> 

      <output message="PrivacyPolicyPublicationResultMessage"/> 
    </operation> 

    <operation name="unpublishPrivacyPolicy"> 

      <input message="PrivacyPolicyUnpublicationMessage"/> 
      <output message="PrivacyPolicyUnpublicationFinalResultMessage"/> 

    </operation> 
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    <operation name="discoverPrivacyPolicy"> 
      <input message="PrivacyPolicyDiscoveryMessage"/> 

      <output message="PrivacyPolicyDiscoveryFinalResultMessage"/> 

    </operation> 
  </portType> 

 

  <service name="PrivacyWS"> 
    <port name="PrivacyPort" binding="PrivacyBinding"> 

      <soap:address location="http://lh:8080/axis/Privacy.jws"/> 

    </port> 
  </service> 

 

</definitions> 
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