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Resumo

A administragdo, a manutencio da seguranca e ¢ gerenciamento de grandes redes de computa-
dores baseados em Windows NT sZo tarefas desafiadoras e trabalhosas. Algumas tarefas podem
se tornar extrernamente laboriosas para os administradores dessas redes, como por exemplo: ins-
talacio remota de programas, auditoria e modificacdo de uma configuracio de seguranga remota
ou melhorar o desempenho de cada miquina.

Este wrabalho tem como objetivo desenvolver técnicas para automatizar as tarefas de admi-
nistracio de redes Windows NT, tornando-as menos complexas. Além disso, este trabalho apre-
senta e descreve DoltdMe (“do it for me”), uma ferramenta de gerenciamento remoto capaz de

melhorar a seguranca, a administragio e o desempenho de cada maquina dessas redes.
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Abstract

The administration, the maintenance of the security and the management of large Windows NT
networks are challenging tasks. Some tasks can be extremely laborious, such as: software remote
install action, auditing and updating the securily configurations or to improve the performance
of each network machine.

The goal of this work is to develop techniques to automate network administrative tasks,
turning them less complex. Besides that, this work presents Dolt4dMe (“do it for me”), a network

management tool to improve the security, the administration and the performance of each net-

work machine.
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Capitulo 1
Introducao

A evolugio tecnolégica e a conseqilente diminuicio dos custos dos computadores tormou cada
vez mais atraente a possibilidade da interconexio de computadores em redes. Em termos gené-
ricos isto € conhecido como compartilhamento de recursos, cujo objetivo € colocar programas,
equipamentos e dados ao alcance de todos os usudrios autorizados da rede, independente da
localizacio fisica do recurso e do usudrio [59].

Nos dltimos anos houve um crescimento muito grande de novas redes de computadores.
Organizagdes tém desenvolvido redes cada vez maiores e mais complexas com relagio 4 sua
interconexio. Com esse crescimento acelerado, o sucesso de qualquer organizacio depende
muito da administragdo e da seguranca de seus recursos computacionais. Da mesma forma que
tem aumentado a confianca nas informacdes provindas de sistemas computacionais, também se
nota um aumento na exploracdo ilegal de sistemas e manipulagio indevida de informacdes.

Com um significado malor que simples prote¢io contra usuirios mal intencionados, a segu-
ranga deve ser considerada uma parte critica da estrutura necessaria para garantir a disponibili-
dade dos recursos computacionais, bem como proteger informagdes estratégicas e de carater
sigiloso.

Entretanto, muitas pessoas azinda nio conseguem enxergar €ssa importincia € imaginam que
as solugdes de seguranga sio caras e nfo trazem nenhum retomo financeiro. Isso faz com que
gerentes, diretores e responsaveis das organiza¢des prefiram aplicar seus recursos apenas em
novas solucdes que podem trazer vantagens visiveis aos olhos de todos.

De fato esse é o maior problema da area de seguranga, ou seja, a solugio de seguranca €

dificil de ser mensurada, sendo muitas vezes erroneamente desvalorizada. O fato € que poucos



percebem a existéncia de seguranga; sua falta € sentida apenas quando um incidente acontece
e resulta em prejuizos,

Deve-se superar a {déia de seguranga ser um produto que funciona como um antidoto a inci-
dentes ou ataques que comprometam informacgdes ou recursos da organizacio. O conceito de
seguranga vai muito além disso. Seguranca nio é um produte, € um processo {49]. A seguranca
da rede ndo esta garantida apenas com a compra e instalacio de um novo utilitario ou hardware,
mas sim através de uma administracdo eficiente de seguranga de rede,

Dessa forma, na 4rea de seguranca também ¢ vilida o dito popular: "prevenir € melhor que
remediar”. Porém, o que se nota € uma visdo reativa, com decisdes de segurangd sendo tomadas
apenas apds um incidente, o que resulta numa série de conseqléncias negativas, principalmente
no que se refere a perda de credibilidade [44]. E necessério eliminar o fato de seguranca ser con-
siderada opcional e geraknente estar em segundo plano. A seguranga deve ser vista como ele-
mento essencial para a prevencio de prejuizos. E importante identificar os valores das
informactes da organizacio e entdo calcular e avaliar os impactos causados apds um incidente.
Essa identificacio permite entender os custos gerados se a organizacio sofrer um incidente [8].

Em condigdes ideais, todas as organizaches déveriam ter uma equipe de administradores de
seguranca separada da equipe de administradores de redes e proporcionais ao tamanho de sua
rede. Com isso a equipe de administradores de rede teria tempo suficiente para executar as tare-
fas exclusivas dessa drea, enquanto os administradores de seguranca teriam tempo e informacdes
disponiveis para implantar ¢ manter ative um conjunto de regras e normas com relagio 2 segu-
ranca dos recursos computacionais, garantindo assim alguns requisitos de seguranga,

Na realidade, isso dificilmente acontece. Em muitas organiza¢des, a equipe de administracdo
de rede é responsivel pelas decisbes para implementacio de seguranga das informacdes,
fazendo com que esse departamento assuma, conceitualmente, as fun¢des de administracio de
seguranga. Em algumas organizacbes o caso € ainda pior: além de nado ter uma equipe de admi-
nistradores de seguranca e de rede proporcional a seu ambiente, os administradores tém ainda
que responder por tarefas nio ligadas diretamente 4 sua fungdo e nem mesmo com seguranga,
por exemplo fornecer suporte técnico a usudrios da rede, o qual deveria ser funcio do departa-

mento de help-desk.
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1.1 Objetivos da dissertacdo

O alvo dessa dissertacdo € tratar alguns problemas encontrados na drea de administragio e na
arez de seguranga de redes em ambientes baseados no sistema operacional Windows NT.

Q ambiente NT é considerado carente na drea de administracdo remota de redes [18] [24] {23]
{47} . Tarefas como instalar ou atualizar programas remotamente podem se tornar muito comple-
xas dependendo do nimero de computadores presentes na rede.

A administracio da seguranga em um computador com Windows NT é muito trabalhosa. Ndo
existe um programa unico capaz de modificar todas as configuragdes de seguranca do sistema.
Para is50, 0 sistema padrio traz consigo virios utilitdrios, cada um capaz de configurar itens espe-
cificos de seguranca.

Os sistemnas Windows NT sio considerados carentes com relacio a ferramentas para admi-
nistracio de seguran¢a em computadores remotos [24] [47]. Em [23] os autores afirmam ser o NT
um sistema impossivel de gerenciar remotamente, cuja administragio nio é escalivel e que
necessita interagio manual para quase toda tarefa de seguranca. E dificil encontrar programas
que possibilitam realizar remotamente a2 mesma tarefa em todos os computadores da rede de
uma so vez.

De quaiquer forma, esse sistema operacional vem sendo amplamente adotado nos dltimos
anos, desde pequenas redes até em grandes instituigdes e corporagdes com milhares de compu-
tadores.

Agrupando as ireas de administracio e seguranc¢a de redes e as deficiéncias encontradas

nessas dreas em redes Windows NT, pode-se citar algumas razdes para esta dissertacio:

= suprir a caréncia do sistema operacional Windows NT em fornecer ferramentas para auto-

matizar a administragio remota da rede e da sua seguranca,

» diminuir a dificuldade e tempo gasto em aplicar uma politica ou recomendac¢io de segu-
ranga,

s diminuir a chance de erro manual durante as configuracdes de seguranca.
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A partir dessas razdes, os 2 principais objetivos deste trabaiho s3o:

1. Automatizar tarefas de administracao de redes

Busca-se aqui tentar minimizar a intera¢3o humana e automatizar a2 execuciio de tarefas
comuns na area da administracio de redes Windows NT, independente do tamanho da
rede. A titulo de exemplo, suporha que o administrador deseje instalar um conjunto de
programas localmente em cada computador da rede. Cada instalagio exige a presenca
fisica e interagdo do administrador. A complexidade ¢ o tempo gasto para completar a
tarefa aumenta bastante por ter que visitar ¢ refazer a mesma modificacio em todas as
miquinas da rede, Desta forma, quanto maior a quantidade de computadores dessa rede,
mais complexa e demorada serd sua administra¢io. O primeiro objetivo desta dissertacio
é auromatizar uma instalacio e/ou atualizacio de programas em todas as miquinas da
rede de maneira escaldvel. Como instalar ou atualizar o(s) programa(s) uma vez em um
computador e em seguida automatizar a tarefa fazendo com que o restante dos computa-
dores da rede se auto-atualizem, ou seja, cada computador cliente da rede deve ser capaz
de instalar ou atualizar programas sem interacio do administrador.

2. Implantar remotamente de maneira escalivel seguranca em cada computador da
rede NT
Além das dificuldades em automatizar as tarefas de administracio, o mesmo problema
ocorre com a area de seguranca. Suponha que o administrador de seguranca deseje aplicar
uma politica de seguranga, que é composta por uma lista de conﬁguragc‘)es.que devem ser
alteradas em cada computador da rede. Existe uma caréncia no ambiente Windows NT de
uma ferramenta que permita especificar a lista de configuracées a ser aplicadas e em quais
computadores. Os objetivos sio: como administrar a seguranga local de cada maquina de
maneira escaldvel, eficiente e ripida? Como fazer as modifica¢cdes desejadas em todas as
miquinas da rede com um esfor¢e pequeno e no menor tempo possivel? Como especificar
as configuractes a serem implementadas em um computador e propagar automaticamente
essas configuracdes a todos os computadores da rede?

Para os dois objetivos serem alcancados, principalmente o segundo, o autor desenvolveu

uma ferramenta chamada DoltdMe (“do it for me”), que automatiza administracio de seguranca

remota em grandes redes Windows NT.
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1.2 Trabalhos Correlatos

Existem virios trabalhos sobre seguranca no ambiente NT, porém poucos relacionados com
automatizacio escaldvel de tarefas. A maior parte dos trabalhos apresenta apenas uma lista de
configuracdes para aumentar a seguranca dos compuradores [11] [33] [38] [401 [43] [45].

Entretanto, um trabalho correlato chama a atenciio pela questio da seguranca remota. Harlan
Carvey desenvolveu um sistema composto por alguns scripss, com objetivo de realizar remota-
mente algumas tarefas [10]. Um dos scripts apresentados por Harlan tem a finalidade de auditar
remotamente as configuracbes de uma miquina NT. Embora esse script sirva para a 4rea de segu-
ranga, tem uma deficiéneia séria, pois a auditoria é feita em apenas um computador. Nenhum
dos scripts automatiza a tarefa para virios computadores a0 mesmo tempo.

Com essa falta de escalabilidade o sistema de scripts apresentado por Harlan necessita de
interacao humana para cada computador, tornando-se muito complexo seu uso em uma rede
com uma grande quantidade de computadores, Qutra deficiéncia séria: suponha que o adminis-
trador utilize esse sistema de scripts; apés consultar as configuracdes de cada miquina, ndo existe
nenhum script capaz de configurar e aplicar remotamente seguranga nas maquinas. Além disso
¢ autor ndo trata o assunto de administracio de redes, como por exemplo o problema da auto-
matizacio da instalagio e manutencio de aplicativos.

Pelo fato do Windows NT nio fornecer ferramentas para instalar e atualizar remotamente pro-
gramas, grande parte de trabalhos publicados sobre esse assunto utilizam o Systems Management
Server (SMS), que é um produto da Microsoft para gerenciamento centralizado de rede [21] [33].
Com o SMS é possivel realizar tarefas de administracic de forma automatica, como por exemplo,
realizar inventirio, instalagio e distribui¢o de programas pela rede [52].

Com relagdo a seguranga, o SMS ndo facilita a implantacio de politicas de seguranga. Nio
existe no SMS uma interface onde seja possivel definir quais parimetros de seguranca o admi-
nistrador quer aplicar nas miquinas da sua rede. Além disso, uma limitacio desse produto é o
preco. O SMS requer dois tipos de licengas, uma para o servidor da rede e uma licenca individual
para cada computador da rede. Portanto, o preco desse produto varia dependendo do nimero
de computadores da rede: quanto mais computadores mais caro o preg¢o final do pacote [51].

Outra possivel solucido € a ferramenta VNC [60]. VNC é um programa gratuito que (em como

objetivo realizar console remoto, Instalando um cliente VNC em uma mdquina Windows, é pos-
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sivel exportar a drea de trabatho para urmn computador remoto. Essa ferramenta permite exportar
ambiente Windows para maquinas Unix, ou vice-versa. Com o VNC o administrador é capaz de
instalar realizar tarefas remotamente, porém a deficiencia dessa ferramenta é a questio de auto-
matizagio e da escalabilidade. £ necessirio conectar em cada computador remoto para realizar
tarefas. Nao existe nenhuma forma de realizar tarefas em lote, automatizando o mesmo conjunto
de tarefas em um conjunto de maquinas. Similar ao VNC, existem algumas outras ferramentas de

console remoto como por exemplo PCanywhere [58],

1.3 Organizagcdo do frabalho

Esta dissertacio estd dividida em trés partes. Inicialmente € mostrada a motivaciao e os objetivos
pretendidos. Em seguida sdo apresentadas as dreas de administracio e seguranca de redes e as
problematicas dessas dreas no ambiente Windows NT. Por tltimo sdo apresentadas as técnicas
propostas para automnatizar as tarefas de administragio, a ferramenta desenvolvida pelo autor
para automatizar a administragio de seguranca de uma rede NT e as conclusdes deste trabalho,

O capitulo 1 apresenta a motivacao e a necessidade de aplicar seguranca nos ambientes de
rede, seguido dos objetivos gerais da dissertagio e trabalhos correlatos. O capiiulo 2 apresenta
as 4reas de administracio e seguranga de redes, descrevendo suas tarefas, requisitos, uma intro-
dugio sobre politica de seguranca e encerrando com o ciclo de vida de um projeto de seguranga.
O capitulo 3 apresenta uma breve histéria do sistema operacional Windows NT e a relagdo entre
a drea de seguranga e os sistemas operacionais. Em seguida descreve um dos tépicos mais impor-
tantes sobre seguranga do NT, o Registry, e finaliza com a necessidade de automatizagio das
tarefas em ambas as dreas, administragio e seguranca de redes, No capitulo 4 sdo apresentadas
algumas das principais recomendagdes de seguranca a ser aplicadas em computadores NT e sdo
detalhadas 3 técnicas de administraco, sendo 2 delas criadas pelo autor e que tém como objetivo
automatizar tarefas de administracdo de redes, facilitando a instalacio de programas remota-
mente sem a necessidade da presenga fisica do administrador em cada mdaquina da rede. O
ntcleo desse capitulo € formado pelo artigo “Administration Technigues for Implementing Secu-
rity on Large Windows NT Networks", apresentado no 2° Simpdésio de Seguranga em Informatica
(SSI' 2000), realizado em Sdo José dos Campos, Sio Paulo, em outubro de 2000 {7]. O capitulo 5
descreve o problema de auditoria e implantagio remota de politicas de seguranca em miquinas

NT e propde como solucio a ferramenta de cédigo aberto desenvolvida pelo autor, DeltdMe (3]
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(51 [6]. O contetdo do capitulo 5 é formado pelo artigo “Administration of Large Windows NT
Networks with DoltdMe”, apresentado na 10th International Conference on System Administra-
tion, Networking and Security (SANS' 2001), Baltimore, MD, USA, em maio de 2001 [4]. O capitulo
6 apresenta conclusdes da disserta¢do, contribui¢des e extensdes para este trabalho. Hi 2 apén-
dices: o apéndice A apresenta detalhes sobre a implementacio e cédigo da ferramenta DoltdMe.
O apéndice B traz uma descricic e 0 manual da ferramenta DoltdMe. A descricao, "DoltéMe: a
Tool for Automating Administrative Tasks on Windows NT Networks” e o manual, foram apresen-
tados no 1° salio de ferramentas do 19° Simpdésio Brasileiro de Redes de Computadores (SBRC'
2001), que aconteceu em Florianépolis, Santa Catarina, em maio de 2001 [3].

Os artigos apresentados nos capitulos 4 e 5 ndo sofreram modificacdes de seu contetido final
publicado nos anais das respectivas conferéncias. Entretanto, por questio de estética, foram
reformatados para o formato do resto da disserta¢io e suas se¢des de referéncias foram movidas

para a secdo de bibliografia desta dissertacio.



Capitulo 2

Administracao e Seguranca de Redes

Este capitulo descreve algumas subtarefas envolvidas na drea de administracio de redes. Em
seguida mostra os elementos conceituais da drea de seguranca, apresentando os requisites e poli-
tica de seguranca. O capitulo encerra definindo o ciclo de vida proposto para os projetos de

seguranga.

2.1 A drea de administracdo

Ao mesmo tempo que as redes de computadores criaram intimeras oportunidades para usudrios
e empresas se comunicarem e compartilharem informactes, essa tecnologia digital criou um
grande desafio com relagio as dreas de administracio e seguranga de redes.

O termo administragio de redes refere-se ao trabalho de gerenciamento e manutencao de
tarefas didrias em um ambiente com dois ou mais computadores conectados entre si.

Pode-se subdividir a drea de administracio em algumas tarefas ligadas a:

s Gerenclamento de Usuarios
E de responsabilidade do administrador do sistema adicionar, gerenciar e remover contas
de acesso de usudrios. Procedimentos devem ser seguidos para adi¢io de novas contas de
usudrios, entre eles a politica de seguranca, que define regras com relacio ao tamanho

minimo e maximo das senhas, normas e obrigactes dos usuirios, etc.

e Instalacio e manutencio de bardware
Quando um novo bardware é adicionado, modificado ou removido de uma maquina, o

sistema deve ser configurado para reconhecer esse hardware. Isso pode variar entre uma
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simples tarefa de adicionar uma impressora até uma tarefa mais compiexa como bloquear

0 acesso ao disco flexivel através do bardware.

* Backup
Executar backups ¢ uma das tarefas mais importantes do administrador da rede. O pro-
cesso de backup € urna tarefa que consome tempo ¢ normalmente € cansativo e desagra-

divel. Os backups podem ser automatizados e programados para execugdo automdatica.

» Instalacic e manutencio de programas
Quando um novo programa € adquirido, o administrador deve instalar e testar a compati-
bilidade desse programa com o0s demais programas instalados na rede. Os programas
podem ser instalados no servidor da rede ou localmente em cada maquina cliente. Adiante
veremos como é complexe o trabalho de instalar ou atualizar programas remotamente nas

redes baseadas em Windows NT,

» Moniteramento do sistema
Existem diversas tarefas que devem ser monitoradas pelo administrador, como por exem-
plo: monitoramento dos servidores, disponibilidade dos recursos, monitoramento dos logs,

entre ouiras.

2.2 A Grea de Seguranca

Para minimizar os prejuizos e danos causados em caso de alguma indisponibilidade do sistema,
organizacdes definem um conjunto de regras que protegem e gerenciam o sistema, © qual se
chama politica de seguranca. Uma politica de seguranga € um conjunto de leis, regras e préticas
que regulam como uma organiza¢io gerencia, protege e distribui sua informagao e recursos {53).
Considera-se um sistema seguro quanto 4 politica de seguranca o sistema que cumpre as leis
contidas no documento.

No contexto de seguranga, hd diferentes requisitos que um sistema deve possuir para que
possa ser considerado ou comparado a um outro sistema seguro. Ha varios requisitos diferentes

que ambos, usudrios € administradores de seguranca, precisam estar cientes, como por exemplo
22]:

¢ Confidencialidade ou sigilo
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Proteger a informagio de ser lida ou copiada por qualquer usuario ou processo n2o aute-

rizado.

e Integridade de dados

Proteger a informacic de ser apagada ou alterada de qualquer forma que seja, sem que se

tenha 2 autorizagio do proprietdrio da informacio.

s Disponibilidade
Proteger os recursos computacionais de forma que eles nio sejam indisponibilizados sem
autorizacio.

+ Consisténcia
Garantia de que o sistema se comporta da maneira esperada perante os usuarios autoriza-
dos. Considerar, por exemplo, os possiveis danos causados por um comando do tipo 1s

ou dir, que ao invés de realizar sua operagio normal e esperada (listar arquivos), apa-

gasse 0§ arquivos.,

s Auditoria
Da mesma forma que se preocupam com acessos nio autorizados, s vezes os proprios
usudrios autorizados cometem erros, ou executam acdes maliciosas. Nesses casos, deve-se
determinar o que foi feito, o que foi afetado, quem fez e quando o fez. A forma de se veri-
ficar esses resultados € através de auditoria, ou seja, verificaco através de leitura de regis-
tros gravados pelo sistema. No decorrer deste trabalho usa-se também o termo auditoria

como a funcio de verifica¢iio de configuracdes individuais de cada computador em uma

rede.

Mesmo sabendo que todos esses aspectos e requisitos de seguranca sio importantes, dife-
rentes organizacdes tém uma visdo diferente para cada item, definindo prioridades diferentes.
Em um banco, ¢ requisito integridade teria prioridade mdxima, garantindo per exemplo, que
saldos bancirios e valores de poupanca nio sejam modificados. J4 em uma entidade autentica-
dora de cartio de crédito, o item disponibilidade seria 0 mais importante, pois alguns segundos
ou minutos que o sistema fique fora do ar ou indisponibilizado, acarreta grandes prejuizos.

Um ponto crucial € definir a polftica de seguranca através de um documento que deve ser

claro e simples, do conhecimento de todos os usudrios do sistema e que enfoque todos s pontos
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referentes A seguranca. Uma boa politica de seguranca é aquela que tenta abordar todas as situ-
acHes com relagio a seguranca envolvendo a rede ou recursos da mesma [22]. Alguns exempios
de itens que s3o definidos em uma politica de seguranca:

- oque ée o que ndo € permitido aos usuirios em termos de seguranca,

- normas e obrigagdes dos usudrios,

- politica de senhas,

descumprimento das leis e puni¢des,

politica de backup,

H

piano de contingéncia.

2.3 Ciclo de vida do projeto

Quando se aborda o termo seguranga, deve-se imaginar um cendrio mais amplo que simples
equipamentos e produtos que se propdem a proteger uma determinada rede de computadores.

Seguranga ndo € uma tecnologia, € um processo [49]. Nio € possivel comprar um dispositivo
que torne a rede totalmente segura, assim como nao € possivel criar um software capaz de tornar
um computador 100% seguro. A falicia dessas promessas se baseia na implicagdo da seguranga
ser um estado que se pode alcangar, Isso ndo € possivel, A seguranga ¢€ a direcdo em que se deve
viajar, mas nunca chegando de fato ao destino. O que € possivel fazer é administrar um nivel
aceitdvel de risco, tentando fazer com que o mesmo seja 0 mdis préximo possivel de zero, ou
seja, de pequeno risco,

O risco € uma medida numérica ou relativa, que qualifica ou quantifica a probabilidade de
ocorréncia de um incidente. Embora possa ser considerado que um risco deva ser uma medida
quantitativa, consideramos que a obtengio deste niimero nem sempre seja vidvel ou factivel. A
utilizacio de conceitos tais como "pequeno”, "médio" ou "alto" por vezes sio mais adequados
gue a busca de uma medida numérica.

Segundo [49] o ciclo de vida para um projeto de seguranca ou implantagdo de uma politica

de seguranca possui 3 fases:

s auditoria e analise de riscos

A fase de andlise de riscos € sempre indicada como a primeira etapa de qualquer solucio

de seguranca. Quais s30 as ameagas e vulnerabilidades do sistema? O objetivo desta fase



2.3 Ciclo de vida do projeto ‘ 13

é consultar e analisar as configuracdes de seguranga atuais da rede e detectar quais com-
putadores ndo estao de acordo com a politica de seguranca aplicada na rede. Suponha que
o administrador conheg¢a um conjunto de vulnerabilidades. Nesta fase de auditoria o admi-
nistrador vai realizar uma busca em todas as mdquinas de sua rede para identificar quais

maquinas devem ser configuradas para melhorar o nivel de seguranga.

s Modificagdo ou implantagio da politica de seguranca
Apdés realizar uma auditoria e descobrir quais miquinas nzo estao de acordo com sua poli-
tica de seguranga o administrador pode implantar novas configuragdes corrigindo as vul-
nerabilidades das maquinas detectadas na etapa de auditoria e elevando o nivel de
seguranca. E fundamental entender que nio adianta apenas implantar uma politica de
seguranca, é necessirio manter a politica em uso e que a mesma seja do conhecimento de
todos usudrios do sistema. Para isso, periodicamente o administrador deve fazer auditoria
na rede ¢ corrigir as configuracdes dos computadores que ndo estio de acordo com a poli-

tica de seguranga seguida pela organizacio,
e Avaliagao
O intuito dessa fase € avaliar as etapas de auditoria e de configuragio, verificando ocor-

réncias de possiveis erros durante o processo como por exemplo, detectar quais maquinas

estavam desligadas ou sem conexdo durante as etapas anteriores.

Essas fases sao independentes e explicitamente separadas com o intuito de manter simplici-
dade. Nota-se que nem sempre uma fase depende diretamente de outra, i.e., para modificar as
permissdes ¢ implantar uma politica de seguranga, ndo € necessdrio iniciar pelas fases anteriores.
Pode-se implantar a politica de seguranga sem auditar as configuracdes existentes, porém o
sucesso do processo como um todo fica mais restrito. Entretanto nio faz sentido iniciar o pro-
cesso pela fase de avaliacdo. Na Figura 2.1 estd ilustrado o ciclo de vida de um processo de segu-

ranca.
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Auditoria e Andlise

de Riscos e Avaliacio

Implantagdo ou
modificagio das
configuragtes

Figura 2.1: Ciclo de vida de um processo de seguranca

2.4 Conclusdo

Este capitulo foi dividido em duas partes. A primeira parte apresentou a drea de administragio
de redes, citando algumas de suas subtarefas, J2 a segunda parte apresentou a drea de seguranga
de redes, descrevendo os requisitos de seguranca, citando alguns itens necessarios em uma poli-

tica de seguranca e detalhando o ciclo de vida de um processo de seguranga,



Capitulo 3

Administracdo e Seguranca do
Windows NT

Inicialmente este capitulo apresenta uma breve histdria do sistema operacional Windows NT e a
relacio entre sistemas operacionais e seguranca. Em seguida, descreve com detalhes uma das
estruturas internas mais importantes do NT, o Registry. O capitulo encerra apresentando o obje-
tivo principal desse trabalho: a necessidade de automatizar tarefas de maneira escalivel nos

ambientes NT.

3.1 Uma breve historia do NT

Segundo a Microsoft, o sistema operacional Windows NT foi projetado para ser um sistema ope-
racional robusto, portavel, flexivel e de ficil manutengio [15] [54] [55].

O Windows NT € o resultado de uma cisio entre a Microsoft e a2 IBM durante ¢ desenvolvi-
mento do sistema operacional OS8/2. Enquanto os engenheiros da Microsoft projetavam o sistema
operacional da Nova Tecnologia (NT, de New Technology), a IBM em parceria da Microsoft con-
tinuaram trabalhando para melhorar o O§/2.

Em 1990 a Microsoft lancou o Windows 3.0, sucesso absoluto de vendas, ofuscando o nas-
cente mercado do O8§/2. Um ano depois, apés consolidar o mercado dos PCs, a Microsoft
rompet com a [BM, passando assim para o desenvolvimento de versdes avancadas para a familia
Windows. Yol especificado que a versdo do NT seria um sistema de 32 bits, portdvel, multipro-
cessavel, preemptivo, multitarefa, porém compativel com aplica¢des de 16 bits [26]. Quanto a

estabilidade, o sistema é considerdvel estdvel pois executa cada aplicacio em um espago sepa-
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rado de meméria, o que ndo acontecia com versdes anteriores dos sistemas Windows. Com essa
caracteristica, o mau funcionamento de uma aplicacio ndo afeta as outras.

Projetado para integrar uma rede, o Windows NT divide-se em dois produtos: no modo cli-
ente, conhecido por Windows NT Workstation, o sistera padrio traz programas clientes de: fip,
correio eletrdnico, 1elnet, ete. E no modo servidor, conhecido como Windows NT Server, o gual
¢ um sistema operacional poderoso e escalavel, desenvolvido para organizagbes que necessitem
implementar uma rede com funcionalidades de servidor de usudrios, servidor de arquivos, ser-
vidor de impressio, etc. O NT Server traz aplicativos como por exemplo: servidor web (118, de
Internet Information Server), servicos de rede (DNS, DHCP, RAS).

Um dos atrativos dos sistemas Windows € a interface grifica (GUI, de Graphical User Inter-
JSace). Alé a versio Windows 3.11 e Windows NT 3.51, a interface dessas versdes nunca sofria
alteracio. Porém, com o langcamento do Windows 95, a Microsoft, apés alterar e inovar a interface
grafica padrdo, supds que depois que uma pessoa usasse essa nova versio de interface por um
periodo de tempo, ela consideraria antiquada a antiga interface grafica do Windows NT 3.51.
Para resolver isso a Microsoft liberou o mesmo modelo de interface GUI do Windows 95 na nova

versdo do Windows, chamado de Windows NT 4,

3.2 Relacdo seguranca vs. sistema operacional

Virios motivos podem levar 4 adogio de um determinado sistema operacional: facilidade de uti-
lizacio, interfaces, possibilidade de alterar cédigos fontes, seguranga, entre oulros.

A seguranga depende muito do sistema operacional, mas ndo somente dele. Pode-se dizer
que 2 seguranca depende mais do administrador que do sistema operacional. Qualquer sistema
operacional bem administrado, com correcdes atualizadas do sistema e uma boa politica de segu-
ranga em uso, pode ser considerado mais seguro que outro sistema mal administrado.

Em [30] é feita uma comparacio de fatores como funcionalidade, confiabilidade, administra-
¢do e desempenho de sistemas Windows NT ¢ UNIX. O autor afirma que: assim como o UNIX
pode comunicar-se com outros tipos de computadores, o NT também © pode; da mesma forma
como o NT pode aplicar seguranga a dados sensiveis e usuirios, o UNIX também pode, e conclui
que um sistema operacional € mais seguro gue outro se ele for melhor configurado e adminis-

trado.
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Seja qual for a escolha, sistemas operacionais e os proprios usudrios devem ser capazes de
proteger arquivos, memdria e configuragdes contra modificagdes ou mesmo leitura por usudrios
nao autorizados. A seguranga de um sistema operacional inclui mecanismos de controle de
4Cesso ao sistema e aos recursos. Entretanto, também deve-se incluir formas de proteger o sis-
tema para que usudrios ndo executem agdes privilegiadas, isto €, agdes a que estes usudrios néo
1em direito, permissio ou autorizacio, e que apenas os administradores poderiam executar, por

exempla, reiniciar o computador ou incluir novas contas de usuarios.

3.3 Registry

O Windows NT oferece um mecanismo de seguranca unificado que pode ser usado para prote-
ger os recursos do usudrio de acessos nio autorizados [26]. O modelo de seguranca do Windows
NT é baseado na existéncia de uma entidade unificada de seguranga, chamada dominio. Um
dominio € uma organizacio Iégica de servidores de rede e workstations que compartilham infor-
magdes comuns de seguranga e contas de dominio, Dentro dos dominios, os administradores
criam uma Gnica conta de acesso para cada usudrio, a qual permite "logar" no dominio, e nio
em servidores individuais dentro do dominio, pois a validacido das contas € fefta ne controlador
[42].

Existem os controladeres primérios de dominio (PDC, de Primary Domain Controller) e os
controladores secunddrios de dominio (BDC, de Backup Domain Controller). Os BDCs sido pas-
sivos, i.e., permanecem na rede e obtém replicacbes de quaisquer modificacdes feitas no PDC.
Caso o PDC se torne incomunicdvel, os BDCs, podem responder como se fossem um PDC, per-
mitindo operac¢io continuada do dominio. Em um ambiente de dominio as workstations sio
gerenciadas pelo PDC,

Quando bem configurado, o Windows NT se revela capaz de prover um bom nivel de segu-
ranga {451, Conmdo, certas tarefas necessirias para se atingir um grau desejivel de seguranca
revelam-se complexas e cansativas, devido 3 quantidade de pequenas agdes.

Como em qualguer outro sistema operacional, nfo se pode pensar em seguranga se existem
nele vuinerabilidades conhecidas € que ainda nido foram corrigidas. Para cada vulnerabilidade
descoberta no Windows NT, a Microsoft disponibiliza um botfix, isto €, uma corre¢io especifica
para este problema. Periodicamente, a Microsoft agrupa todos os botfixes lancados em um pacote

maior conhecido como service pack [41]. E essencial que as miquinas estejam utilizando a versio
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mais atualizada do service pack, mas s6 isso ndo garante um nivel de seguranca aceitdvel. Além
do Gltimo service pack instalado, deve-se verificar por botfixes disponibilizados apds a versio do
service pack instalado e garantir que uma boa politica de seguranca esteja ativa na rede, A
implantacio desses botfixes ou service packs faz com que as configuragdes do sistemna sejam cor-
rigidas para um nivel aceitivel de seguranca até aparecerem outros hotfixes e service packs [12].

A maior parte das configuracdes corrigidas pelos service packs estao contidas no Registry, gue
& um banco de dados central ae host, no qual todas as informacdes de configuracbes de bar-
dware e programas do sistema estio armazenadas [19]. Cada miquina com Windows NT possui
um Registry local.

Nas verstes anteriores dos sistemas Windows, estas informagdes eram armazenadas em
varios arquivos de configuragdo com extensdo .ini e .sys, por exemplo o arquivo Win.ini que
controlava as fungdes do sisterna operacional enquanto que o arquivo System.ini controlava as
aplicacdes e as configuracbes da drea de trabalho [42]. Existiam virios outros arquives com as
mesmas extensdes, 0 quais eram responsdveis por aplicacdes especificas. Um problema com
relagcdo aos arquivos de configuragio € que qualquer usuidrio poderia facilmente editar esses
arquivos com um editor de texto convencional, tornando-os inutizdveis e causando assim a indis-
ponibilidade das aplicacdes controladas por esses arquivos. Além disso, havia o problema de
seguranga, a facilidade em ter acesso ao arquivo e as informacdes nele contidas. Frente a estas
limitacGes, as versdes mais recentes do sistema operacional e das aplicagdes 1ém buscado cen-
tralizar todas suas configuragoes no Registry.

Toda entrada do Kegistry controla uma funcio do usudrio ou do computador. Um exemplo
de funcio do usuirio, € a configuracio da sua drea de trabalho. Funcic do computador € algo
como a instalagdo de um programa ou hardware, alteracdes que realizadas naquele computador
serdo comuns a todos os usudrios do sistema. Essa base de dados de configuracio do sisterna
local oferece a0 usudrio uma visio hierdrquica, composta de chaves e valores, similar a encon-
trada num sistema de arquives, com diretdrios e arquivos,

E no Registry que se encontram todas as informacdes sobre contas de usudrios, grupos a gue
O usudrio pertence, direitos e permissdes, além de conter informagdes sobre todos os equipa-
mentos de bardware, aplicagdes e protocolos de rede instalados, etc.

Qualqguer alteragdo no Registry afeta diretamente a configura¢io da méquina. Se o Registry

for danificado, © acesso ao bardware ¢ aos programas podermn ser drasticamente limitados, exis-
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tindo a possibilidade do sistema nio conseguir mais iniciar. Mesmo em caso de um problema
menor, uma aplicacio pode nio funcionar e nio responder como supostamente deveria.

A estrutura do Registry é constituida por 5 subarvores (subtrees) [42]. Essas subdrvores sio
diferenciadas pelas informactes contidas em cada uma delas. Em uma das subdrvores estio
armazenadas as informagdes do computador, as quais incluem dados sobre hardware e progra-
mas instalados. Em outra subirvore, estdo gravadas as informacdes e perfis de usuarios como
por exemplo: as configuracdes da drea de trabalho (deskiop), as preferéncias individuais para
determinados programas, as configuragdes da impressora pessoal, etc. A relacio abaixo identifica

e define cada subdrvore [19] [31] [41]:

* HKEY_ LOCAL_MACHINE
Subdrvore onde estio contidas algumas configuracdes sobre bardware, programas, sistema
operacional, memdria, etc, As informacgdes sobre seguranga, direitos e compartilhamentos

também estio armazenada nessa subarvore.

¢ HKEY_ CLASS_ROOT
Contém as informagdes necessdrias para carregar as aplicagbes. Dentre essas informagdes
estio contidas as associacdes entre aplicacdes e tipos de arquivos (extensiio do arquivo),

os nomes dos drivers, os fcones usados pelas aplicacdes e documentos, etc.
e HKEY CURRENT_USER
E onde estd armazenado o perfil de usudrio para o usudrio que atualmente tenha efetuado

o “logon”, incluindo varidveis de ambiente, configura¢des da drea de trabalho, preferéncias

de aplicativos, conexdes de redes.

s« HKEY USERS
Essa subirvore contém todos os perfis de usudrios atualmente carregados. Apesar dessa
subdrvore conter configuracdes de todos os usudrios separadamente, cada configuragio sé
€ acessivel pelo usudrio a ela associado. Os usudrios que est3o tendo acesso remoto 2 um
servidor ndo tem perfis sob essa chave no servidor: para esses usudrios os perfis sio car-

regados no Registry de seus préprios computadores.

e HKEY CURRENT_CONFIG
Nesta subirvore se armazenam as informacdes sobre configuracdes de hardware utilizadas

pelo computador local na inicializacio.
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O Registry pode ser acessado (consultado e configurado) remotamente {19]. Porém apenas 2
das 5 subdrvores sio acessiveis através da rede: HKEY_LOCAL_MACHINE e HKEY_USERS. Na
drea de seguranca, a maioria das altera¢des necessarias para viabilizar um nivel aceitdvel de segu-
ranga devem ser feitas na chave HKEY_LOCAL_MACHINE. Caso o administrador precise alterar
valores de chaves que nio sio exportadas, o capitulo 4 apresenta 3 técnicas capazes de realizar

essa tarefa remotamente.

3.4 Automatizacao de tarefas

Por muito tempo o Windows NT desfrutou de sua interface gréfica intuitiva para administrar um
Gnico sisterna. Porém, com o aumento do nimero de servidores e da sua dispersio geogrifica,
algumas das deficiéncias arquiteténicas do NT para administra¢do do sistema ficaram mais apa-
rentes.

O argumento de que o Windows NT é ficil de administrar devido 2 sua interface grafica €
gquestiondvel. Infundado também é ¢ argumento de que uma interface grifica torna mais simples
o trabalho de administrar se comparado com uma interface de linha de comando (CLI, de Com-
mand Line Interface), onde o administrador tem que digitar os comandos manualmente {24].

A dificuldade nio é 2 interface grifica em si, mas sim os programas de cddigo fechado que
rodam sob elz. Geralmente € dificil expandir ou utilizar uma aplica¢io grafica em uma automa-
tizacio de tarefas no NT. Suponha, por exemploe, um programa com interface grafica de cddigo
fechado que gerencie as permissdes de disco de um computador NT. Se esse programa, em sua
interface grifica, ndo tiver a op¢io de configurar computadores remotos da rede e se caso o
administrador tentar automatizar essa tarefa através de scripss, ele nao conseguird realizar essa
fungdo se nio tiver acesse 2 documentagio de implementac¢io ou ao ¢odigo fonte do programa,
pois dificilmente ele sabera qual funcio chamar ou qual linha de comando executar,

A grande barreira encontrada na administracio do Windows NT aparece quando existe uma
grande quantidade de computadores na rede. A dificuldade ¢ o tempo gasto na administraczo é
diretamente proporcional a essa quantidade. Quanto major o niimero de estacdes na rede, mais
complexa e mais demorada serd a administragio. Administrar o sistema Windows NT é uma
tarefa complexa devido 4 caréncia de ferramentas de automatizacio de tarefas e de administracio

remota [18] (24} [25] 1471
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A melhor solugio para esse caso seria automatizar o processo de maneira escaldvel, isto €,
executdr a tarefa automatizada em todos as miquinas da rede independente do ndmero de com-
putadores.

Todo processo de automatiza¢iio tem comeo objetivo excluir ou minimizar a participacic do
componente humano durante a realizacio das tarefas. No processo de automnatizagio de tarefas
em uma rede, nio deveria ser necessiria a presenca fisica do administrador em cada maquina
da rede. Isto € um problema em ambientes Windows NT que possuem computadores clientes
(workstations) as vezes localizadas em prédios e localidades distantes entre si. A necessidade da
presenca fisica do administrador em cada computador da rede, além de requerer muita mio-de-
obra, gera:

-~ um custo elevado,

- um lempo muito maior para finalizar as tarefas,

- possibilidade de erro manual durante o processo.

Como dito anteriormente na Sec¢io 1.2, pdgina 5, a ferramenta VNC permite o administrator
gerenciar 4 rede remotamente sem ter que estar presente em cada maquina. Porém para atualizar
ou realizar qualquer tarefa, o administrator precisa fazer 4 mesma tarefa em cada computador da
rede, Um erro manual durante o processo de implantagio de uma politica de seguranca em uma
grande rede pode ocasionar em um resultado catastréfico e pode por abaixo todo o tempo,
dinheiro e trabalho dos administradores. No objetivo desse trabalho, o VNC nio serve como solu-

¢do pois ndo automatiza as tarefas.

A seguranca de uma rede pode ser medida pelo seu computador mais vulnerdvel e exposto
[91. Portanto, de nada importa que 99% dos computadores de uma rede estejam bem configura-
dos com relacdo & seguranga se um deles for vulnerdvel ou possuir um nivel de seguranga baixo.
Isso significa que caso o administrador cometa um erro manual em uma das miquinas durante
a configuracio de seguranca, toda a rede pode estar vulnerivel por causa de um simples erro
em uma das maquinas.

No modelo tradicional, a seguranga em redes limitava-se aos extremos da rede, garantindo
seguranca méixima nos servidores e confiando em tudo e em todos no interior da rede. £ como
imaginar um castelo antigo com um lago 20 redor e com uma ponte levadiga. Dentro do castelo

nio hi fechaduras e todos que estio dentro confiam uns nos outros.
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J4 no modelo atual existe um novo paradigma. A seguranca ndo deve ser mantida somente
nos servidores, mas sim em (odos os computadores [44). Cada computador da rede deve ser ¢
mdis seguro possivel sem impacto negativo quanto 4 sua utilizacdo. Neste ¢aso, imagine uma
grande cidade moderna onde ninguém confia em ninguém e todas as portas (&m no minimo uma
fechadura. Uma coisa é proteger uma mdaquina, outra coisa bem diferente é proteger uma rede

com centenas ou milhares de computadores.

3.5 Conclusdo

Este capitulo apresentou uma breve histéria do sistema operacional Windows NT. Em seguida
relacionou a drea de seguranga com o sistema operacional. Logo ap6és detalhou o Regisiry, com-
ponente principal de todas miquinas Windows com relacdo a seguranca. E por tltimo apresen-
tou o tépico principal dessa dissertacio, a necessidade e os beneficios trazidos através da

automatizacdo de tarefas nas dreas de administracio e de seguranca de redes.



Capitulo 4

Técnicas Propostas para Automatizar
Tarefas de Administracdo de Redes
Windows NT

Este capitulo apresenta algumas das principais recomendacdes de seguranga para © sistema ope-
racional Windows NT e descreve com detalhes 3 técnicas para automatizar o problema da drea

de administracio de redes, principalmenie a tarefa de instalar ou atualizar programas remota-

mente.

Prélogo

Este capitulo € composto pelo artigo "Administration Technigues for Implementing Security on
Large Windows NT Networks”, publicado nos anais do 2° Simpésio de Seguranga em Informitica
(SSI' 2000), realizado em Sao José dos Campos, 530 Paulo, em ouwbro de 2000 [73.

O inicio do antigo contextualiza o problema descrito nos capitulos anteriores com relaggo 2
seguranga e administragio remota. Sem perda de continuidade, o leitor poderd pular as segdes
4.1 a 4.4.

A secdio 4.5 apresenta as principais recomendacdes de seguranca para possibilitar o Windows
NT um nivel de seguranca semelhante a C2 do departamento de defesa dos EUA [11] [35] [38]
-[40] [43] [45]. Um sistema com nivel de seguranga C2 (protecio por acesso controlado), entre
outras coisas, deve ser capaz de: permitir ou negar usc e/ou acesso a recursos do sistema para

certos usudrios ou grupos de usudrios; garantir que quando um bloco de memdria € liberado,
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seu contelido é explicitamente sobrescrito antes de ser designado a outro processo; proteger-se
de modifica¢des a arquivos e componentes do sistema. Em novembro de 1999, o Windows NT
com service pack Ga e atualizacio C2 foi incluido na lista dos sistemas operacionais de nivel C2
[451.

A seciio 4.6 detalha técnicas de administracio para tornar o processo de instalagio e/ou atu-
alizacio remota de programas em Windows NT simples e principalmente escalavel. A habilidade
de controlar miquinas remotamente, porém uma de cada vez, ndo € uma solugcdo conveniente
para administrar grandes redes [58] [60]. £ desejivel possuir ferramentas que de forma simples
permitam gerenciar todas as maquinas da rede ao mesmo tempo, independente do nimero de
macuinas [10] [25].

A tio de exemplo pratico suponha que o administrador precise instalar um programa local-
mente em cada miquina da rede, por exemplo abc. exe.

As técnicas descritas nessa secdo utilizam o conceito de clonagem e pacote. O objetivo da
etapa de clonagem é criar um arquivo, chamado pacote, composto por todas as modificagdes e
programas que serdo instalados ou atualizados nas mdquinas da rede. Para criar os pacotes, serd
utilizada a ferramenta sysdiff . exe, a qual vem junto com o sistema operacional Windows NT.
No exemplo pratico, inicialmente ¢ administrador precisa escolher alguma miquina da rede, em
seguida instalar o programa abc.exe nessa mdquina e com a ferramenta sysdiff . exe o
administrador verifica quais configuracdes do Registry e quais arquivos do disco rigido dessa
mdquina foram alterados ou adicionados. Tudo o que sofreu alguma alteragido estard presente
no pacote, o qual serd instalado no resto das maquinas.

Apés criar ¢ disponibilizar o pacote no servidor, o administrador deve escolher qual técnica
vai utilizar para aplicar esse pacote em cada miquina da rede. A primeira técnica, na Secio 4.6.2,
pigina 41, denominada "técnica da conta especial” € utilizada com sucesso no Instituto de Com-
putacio da Universidade Estadual de Campinas ha algum tempo [28]. Ela requer que o adminis-
trador crie uma nova conta de acesso no PDC com direitos administrativos e por questbes de
seguranga essa conta deve ser configurada para executar apenas o script de instalagio do pacote
e ern seguida desconectar do sistema. Desta forma, basta o administrador ir fisicamente até cada
maquina da rede e efetuar “logon” na conta criada. Com isso, a tnica tarefa possivel de ser rea- '
lizada com essa conta é executar o script, 0 qual servird para conectar a miquina local com um

diretério compartithado do servidor e instalar o pacote.
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A Secdo 4.6.3 descreve a segunda técnica, “téenica dos servicos NT”, a qual requer que o
administrador crie um novo servico em cada méquina da rede para que, quando a miquina for
ligada, ela se auto-atualize instalande o pacote sem que o usuario tome conhecimento, Nesse
caso toda vez que a miquina for ligada, o servico é executado. Esse novo servico ird conectar a
mAaquina local com o servidor e verficar se existe algum pacote disponibilizado pelo administra-
dor e que ainda nao foi instalado na médquina local. Caso positivo, essa tarefa é executada auto-
maticamente nesse momento, Caso contrdrio, a miquina segue sua inicializacio normal.

A terceira técnica, apresentada na Secio 4.6.4, pagina 43, e denominada "écnica do servigo
schedule” é a que requer menos presenga fisica do administrador em cada computador da rede.
Ela possibilita o administrador agendar remotamente um script de instalacio de pacote para ser
executado em hordrios preestabelecidos, evitando assim sobrecarregar o trifego da rede. Para
utilizar essa técnica o administrador precisa iniciar o servico schedule em cada maquina da sua
rede. Isso pode ser feito remotamente. Apds iniciar esse servico, o administrador pode agendar
tarefas em cada maquina cliente, No exemplo pritico anterior, apds iniciar o servico em cada
méquina cliente, o administrador poderia agendar um script para conectar as miquinas clientes
com o servidor e aplicar 0 pacote localmente.

O artigo apresentador a seguir detalha desde a criagio do pacote até um exemplo pritico da

utilizacdo dessas técnicas.
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Abstract

The process o secure a Windows NT computer can be easy if the administrator knows which
configurations and security settings he needs to do. But, even when the administrators knows
the changes that needs to be done on a single NT computer, the process to apply the same con-
figuration in an environment with hundreds of NT-based computers can be really frustrating.
Mast solutions to this problem require some expensive tool such as Systems Management Server
(SMS). But there are many companies and institutions that cannot purchase this kind of ool or
the SMS's licenses. In this case, the solutions presented until now don't selve the problem of
administering NT and appiying security to a NT network. This paper describes some highly secu-
rity recommendations and propose three solutions to solve the difficulty to apply security or to

upgrade NT-based computer networks without any extra tool.

4.1 Introduction

During the last years it is unquestionable the advantages that institutions had with the increase
in the use of computers, with the interconnection of these computers in networks and with the
sharing of resources. Even so, it is also unquestionable that the institutions need to be prepared
before migrating to this new "digital territory™.

Thus, these have been discussion a lot on system administration and security, especially in

UNIX operating systems, but little aspect deals with Windows NT operating system. Among the
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operating systems with wide prominence and use in several environments, Windows NT gets the
attention with its growing use and its user-friendly interface.

In spite of easiness to use the system, comparing Windows NT with other UNIX systems, NT
can be considered "lacking” in the subject of network administration, especially when the topic
is applying security on a NT network.

In institutions that have a considerabie group of interconnected computers through a network
based on Windows NT, it always existed difficulties when the administrators need to do apply
some security configurations on each network computer. These difficulties generate high mone-
tary costs to maintain a group of systemn administrators in service,

Windows NT's environments has a reputation to be a system requiring hands-on administra-
tion, that is, it needs a manual by-hand work [24]. It is necessary the administrator's physical pre-
sence in each one of the machines every time it needs to do some modification or configuration.
With that, it can be concluded that the associated costs would increase as the amount of the
network computer gets bigger. Remote software installation and configuration is another pro-
blem in this kind of environment.

A large portion of configuring security on NT is modifying some Registry values. As the admi-
nistrator begins to look at configuring values keys on the Registry and to read the papers about
NT security, he starts to think that it is almost impossible to administer NT-based computer
networks without some expensive administrative tool such as SMS$ (Systems Management Server)
and without a large number of system administrators available [33]. For a practical example, the
usual software installation methods on NT requires the administrator to sit in front of an indivi-
dual machine, answer some guestions interactively, wait some minutes for the software 1o load
and maybe reboot the machine, This approach doesn't scale to hundreds of NT machines. With
this example, the administrator can't imagine the problem that he will face when he starts to con-
figure security. He knows what he needs 1o modify on the Registry, but how does he do all this
modifications without sitting in front of each computer?

The goal of this work is to define a good level of security for NT computers and also, to create
techniques and propose solutions, where the system administrator is able to configure the secu-
rity and have it automatically distribute to each machine of a given type. But there are some res-
trictions about these techniques, one of the restrictions is that the administrators cannot copy the

whole Registry and paste it on another computer.
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Fortunately, there are wavs to by-pass most of these problems. As a result, the solutions pre-
sented here solve this problem of applying security on NT network and also, techniques to faci-
lity any software installation, software upgrading and also any other kind of communication
between the workstations and the server without expensive tools such as SMS. For another exam-
ple, if the administrator needs to know the exactly time that each network computer was turned
on, he can create a batch script that logs the time and use this script with one of the proposed
solutions to send these logs to the administrator.

The techniques presented in this paper can be considered good solution for institutions that
don't want spend money with this kind of problem. With these techniques, system administrators
can deploy up to 100 PC's per hour depending on which technique he chooses and also, it
depends of the package size that is being installed. These techniques will increase a lot the
deploy ratio and turn much more easily the administration process.

This paper is structured. After a brief introduction on Secido 4.1, it describes the Windows NT
operating system on Secio 4.2, After that, it describes the Registry and the problem on how to
admindistering the NT network, respectively on Secio 4.3 and Secio 4.4. Secilo 4.5 presents some
security recommendations. Secio 4.6 proposes and explains the solutions to administer the NT
networks. Secdo 4.7 shows a practical example with its solution of how can the administrator
applies some security configurations to a NT environment. The paper finishes it with the conclu-

sion and the references used by it.

4.2 Windows NT

Since its initial release in 1993, the operating system Windows NT appeared as an outstanding
operating system with multiple purposes. Projected to integrate a client-server network, Win-
dows NT is divided in two products: Windows NT Workstation and Windows NT Server {42].

Combining an application server with a file system and a print system, it was created to be
easy 1o use and 10 manage. Besides that, it is much more reliable and stable than the previous
versions of the systems Windows 9.x and Windows 3.x.

The client is known as Windows NT Workstation. The default system already brings applica-
tions to execute in the network such as ftp clients, electronic mail, telnet, etc. In the same way,

NT Server default system brings some different applications, for example a web server, IIS.
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In Windows NT, all configurations are stored centrally in only one database denominated

Registry, which is one of the most imporiant topics about this sjfstem, especially when deals

about security [31].

4.3 Registry

Registry is a central and organized database that contains all the information about hardware and
software configuration.

In previous versions of Windows, configuration files with extension .ini and .sys executed
the functions exercised by the current Registry. The problem of these configuration files was the
restriction with relationship to its maximum size to be of 64 Kb, Bevond that problem, any user
could easily edit some configuration file and could cause damage on it [31].

Inside of the Registry is stored all information about user's account, user's groups, besides
information about all hardware and software instalied in the computer.

To modify the Registry values, it is necessary to have writing permission, because each of its
items has access permission. Every change in the Registry affects the configuration of the
machine directly.

Developed with a hierarchical structure, the Registry can be compared with a2 country, which

it is divided in states, which is divided in cities, in neighborhoods and so on.

4.4 The Problem

One of the hardest tasks that system administrators have with NT environment is to configure
the security of its network and to install or upgrade software. Some people don't agree with this,
they say it's much easier to install an application under Windows NT than under UNIX. On NT,
the administrator just need to put the CD or the floppy in the drive, maybe click setup (if autorun
is not configured automatically), answer some Installshield questions and wait for it goes to work
[24]. These people would expect that UNIX software management would be much harder, since
there is no instailshield there.

The argument that NT is easier to administer due to its graphic interface (GUI-based) it is
questionable. Besides being questionable due other operating systems also possess graphic inter-

face, it is also doubtful the argument that the graphic interface is simpler than command line
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interface (CLI-based). Generally, GUlI-based tools are easier to install but harder to automate and
extend [24].

However, the fact that sofrware instaliation under NT is easier than UNIX can be considered
true for an isolated NT machine. Managing a large environment is entirely different. Command-
line toocls are easier for any system administrator to use when managing a large environment.

The difficulty found in Windows NT administration occurs when the environment, which is
the amount of network computers, is larger than 1. The difficulty and the time spend in the admi-
nistration is directly proportional to the amount of computers. The larger is the amount of com-
puters in the environment, more complex and delayed will be its administration.

Another item that hinders the administration of Windows NT networks, is the fact of having
a heterogeneous network, that is, when there are computers with different hardware profiles.

In spite of the same security configuration in two different machines add or modify the same
keys and fields in the Registry, it is impossible to copy the Registry of the first computer and paste
into another NT computer where it was not configured yet. The impossibility is because of the
remaining keys, which contains hardware and software configurations specific to each computer.

The two main problems here are: (1) what changes and security settings should the adminis-
trator do to make a NT computer secure? (2) How to apply these settings to the whole NT
network computers without having to sit in front of each machine? How to administer a Windows
NT network and its security in some ¢asy way, also with a cheap solution and fast results, con-
sidering the amount of computers present in the network is larger than 17 How 1o do the needed
modifications in all the network machines with a smal! effort and in the least possible time? How
to automate the tasks of sofiware instaliation or upgrading to the remaining network machines?

The solutions for these questions are describe in the next sections.

4.5 Security Settings Recommended

Windows NT provides a rich set of security features, however, the default configuration is highly
relaxed. This is because the operating system is sold as a shrink-wrapped product with an
assumption that an average customer may not want to worry about a highly restrained but secure
system on their desktop. This assumption has changed over the years as Windows NT gains

popularity largely because of its security features [431.
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This section describes the most important security recommendation settings. It will follow
some recommendations of 2 Windows NT C2 configuration {40} [45].

A particular installation's requirements can differ significantly from another. Therefore, it is
necessary to evaluate the environment and requirements before implementing a security confi-
guration.

Windows NT allows the administrator to establish a full range of security levels, from no secu-
rity at all to the C2 level of security. These levels are arbitrary, and the administrator will probably
want to create his own level by blending characteristics of the levels presented in this section.

One reason to not have maximum security level at all times is that the limits the administrator
sets on access to computer resources make it a littie harder for peopie to work with the protected
resources. And if the security is too tight, users will try to circumvent security in order to get work
done [43].

The first step in establishing security is to make an accurate assessment of the needs. Then
choose the elements of security that the administrator wants, and implement them.

The following subsections describe some recommendations to apply security configuration
on Windows NT.

4.5.1 Operating System and Service Pack Installation

The first step to start armoring the NT system is the operating system (OS) installation. Install it
on a NTFS file system. With NTFS, the administrator can assign a variety of protections to files
and directories, specifying which groups or individual accounts can access these resources in
which ways. During the OS installation, select only the services that will run and the protocols
that will be need. The fewer services that are running, the fewer exploits or security issues the
system will have [43].

Following the installation, install the latest service pack (current service pack 6a - october
2000). Staying current with the latest exploits is critical for a secure system.

Once the administrator finishes the OS and the service pack installation, he can start to con-

figure the system. All unnecessary devices and services must be disable. The services that should

be enable depend of the needs,
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4.5.2 0OS/2 and Posix Subsystems

05/2 and Posix are subsystems designed to run with other system but not specifically with Win-
dows NT and that may not be able to take full advantage of ali Windows NT features (such as
memory managemerit).

Most of the administrators don't need these subsystems, so it can be disabled. To remove Q8/
2 and POSIX subsysterns, the administrator needs to delete the \winnt\system32\os2 direc-

tory and make the following Registry configurations [40]:

Hive HREY_LOCAL MACHINE\SOFTWAR:
Key \Microscft\0S/2 Subsystem for NT
Action Delete all gub keys
Hive HKEY_LOCAL_MACHINE\SYSTEM
Key \CurrentControlSet\Control\Session Manager\Environment
Value Name 0Og2LibPath
Action Delete
Hive HEKEY LOCATL, MACHINE\SYSTEM
Key \CurrentControlSet\Control\Session Manager\SubSystems
Value Name Optional
Action Delete values
Hive HEEY LOCAL MACHINE\SYSTEM
Key \CurrentControl8et\Control\Session Manager\SubSystems
Action Delete entries for Posix and 08/2

Table 4.1: removing Posix and OS/2 subsystems

4.5.3 ShutDown Button

Normally, any user can shut down a computer running NT without logging on by choosing Shu-
tdown in the Logon dialog box. This is appropriate where users can access the computer's ope-
rational switches; otherwise, they might tend to turn off the computer's power or reset it without

properly shutting down. However, the administrator can remove this feature requiring users to
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fog on before shutting down the computer [40]. The configuration to remove the shutdown

button from logon dialog box is on Table 4.2.

Hive

HEKEY_ LOCAL_MACHINE\SOFTWARE

Kevy

\Microsoft\Windows NT\CurrentVersion\Winlogon

Value Name

ShutdownWithoutLogon

Action

Set the value 0

4.5.4 Files and Directories

Table 4.2: removing shutdown button from dialog box.

Among the files and directories 1o be protected are those that make up the operating system sof-

tware itself. The standard set of permissions on file system and directories provide a reasonable

degree of security without interfering with the computer's usability. For a high-level security ins-

tailations, however, the administrator might want to additionally set directory permissions to all

subdirectories and existing files. To protect the files and directories, the administrator needs to

use the ACL editor in Windows NT Explorer to change access on the system drive (by default

"C:\") to grant full control to Administrators and SYSTEM, and grant read permission to Everyone.

In [40] and [42] it gives the following recommendations:

Directory Permissions
Administrators: Full Control
(GERY SYSTEM: Full Contrcl
Everyone: Read
Administrators: Full Contrel
\NWINNT SYSTEM: Full Control
Everyone: Read
CREATOR OWNER: Full Control
\WINNT\REPAIR Permit oniy
Adminigtrators: Full Control
\TEMP CREATOR OWNER: Full Control

Table 4.3: protecting files and directories.
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Directory Permigsions
\WINNT\Profiles\<user> User: Full Control
\WINNT\Profilesg\administrator Remove Everyone

Table 4.3: protecting files and directories.

4.5.5 Protecting the Registry

In addition to the considerations for standard security, the administrator of a high-security ins-
tallation might want to set protections on certain keys in the registry. By default, protections are
set on the various components of the registry that aliow work to be done while providing stan-
dard-level security.

For high-level security, the administrator can assign rights to specific registry keys, but this
should be done with caution, because programs that the users require {0 do their jobs often need
to access certain keys on the users' behalf,

Normally, the keys in the registry are changed indirectly, through the administrative tools
such as the control panel. The registry can also be altered directly with any registry editor.

Open regedi3Z.exe and grant full control to Administrators and SYSTEM and read access to
Everyone for the followings Registry subkeys [40}:

- HKEY_LOCAL_MACHINE\Software: locks the system in terms of who can install software.

- HKEY_LOCAL_MACHINE\Hardware

- HKEY_LOCAL _MACHINE\System

- HKEY_USERS\.Default

4.5.6 Restricting Remote Access to the Regisiry

The default permissions do not restrict which users can have remote access to the registry. Only
administrators should have remote access to the registry.

To restrict network access to it, select the hive HKEY_LOCAL_MACHINE\System, the key
CurrentControlSet\Control\SecurePipeServers and the value name winreqg and
set the Administrators permission to full control, and make sure no other users or groups are

listed [11]. Table 4.4 shows this configuration.
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Hive HKEY_LOCAL_MACHINE\SYSTEM
Key \CurrentControlSet\Control\SecurePipeServer
Value Name Winregy
Action Administrators: Full Control

Table 4.4: restricting remote access to the registry.

4.5.7 Trojan Horses

Restrict untrusted users’ ability to plant Trojan horse programs on the system. Trojan horses can
take advantage of the Run utility if its is unguarded [36]. There are some trojan horses that are
written to execute during an Uninstall operation.

To restrict the ability of users to plant trojan horses programs, set the values of Table 4.5.

Hive HEKEY LOCAL MACHINE\SOFTWARE
Key \Microsoft\Windows\CurrentVersion
Value Name Run, RunOnce, Uninstall, AEDebug
Action Everyone and all untrusted users: Read

Table 4.5: protecting from trojan horses.

4.5.8 Share

To aliow only the administrator to control which users can access a computer from its network
interface and what information is shared over the network interface set read permission for

Everyone and all untrusted users on the value of Table 4.6 {40].

Hive HKEY LOCAL_ MACHINE\SYSTEM
Key \CurrentControlSet\Services\LanmanServer
Value Name Share
Action Evervone and all untrusted users: Read

Table 4.6: shares.
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459 Cache Logon

The default configuration of Windows NT caches the last logon credentials for a user who togged
on interactively to a system [11]. Even though the credential cache is well protected, administra-
tors may want to disable the cache. This results in a somewhat longer logon time, but prevents
malicious users from tapping logon information from short-term memory. Table 4.7 shows how

to disable caching.

Hive HKEY LOCAL_ MACHINE\SOFTWARE
Key \Microsoft\Windows NT\CurrentVersion\Winlogon
Value Name CachedL.ogonCount
Action Set the value 0

Table 4.7: disabling cache logon.

4.5.10 Hiding the Last User Name

By default, Windows NT places the user name of the last user to log on the computer in the user
name text box of the logon dialog box. This makes it more convenient for the most frequent user
to log on. To help keep user names secret, the administrator can preveni Windows NT from dis-

playing the user name from the last log on {34]. To prevent it, the administrator needs to set the

values of Table 4.8.

Hive HXEY LOCAI, MACHINE\SOFTWARE —|
Rey \Microsoft\Windows NT\CurrentVersion\Winlogon
Value Name DonthisplayLastUserName
Action Set the value 1

Table 4.8: hiding the last user name,

4.5.11 Fpnwcint.dil

There is a security issue that may occur due to the way Windows NT handles the file
\winnt\system32\fpnwclnt.dll. This file is a dynamic link library that let files and prints

services for a netware and directory service manager for netware perform password synchroni-
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zation with Novell netware servers. If there is no Novell netware servers on the NT netwaork, this

file should be removed [37].

4.5.12 User Rights and More Security Configurations

Above, the paper described a few recommendations to set a Windows NT as a C2 security level.
There is a lot more security configurations that can be changed. There are several user rights that
the administrators should be aware of and possibly audit. This permissions can be simple chan-
ged using the Microsoft Manager Console.

MMC integrates all the set of administration components. Together, these services provide a
model of system administration and coherent delegation that reduces the time of administration.
MMC hosts the programs, called snap-ins, that administrators use to manage their servers.

MMC allows administrators to configure account police, local polices, event log, restricted
groups, system services, registry and file system.

The security template snap-in is a stand-alone Microsoft Management Console (MMC) snap-
in that allows the creation of a text-based template file that contains security settings for ail secu-

rily areas.

4.6 Proposed Administratives Solutions

The first of the main problem present before is accomplished, which was the changes and secu-
rity settings that the administrator should do to have 2 NT computer more secure then the default
installation. Now the problem is how can the administrator applies these settings to the whole
NT network computers without having to sit in front of each machine and configuring one by
one?

To solve this problem, this paper proposes 3 techniques that will help the administrator, In
order to decide on which technique would be easier to use, the system administrator needs to
evaluate and consider as many options as possible.

The procedure for any of these techniques has basically two steps:

1. create a package that will be instailed or applied

2. choose the technique to apply the package created

For a better understanding, the term "change" is standardized in this paper as being the task

or the modification that the administrator wants to do in his network computers. This change can
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be for example a simple modification in the standard wallpaper, or a new software installation,
or 1o restrict the permission to read the Registry or any other alteration.

Also the term "model machine" defines the computer where the change was accomplished
for the first time. This model machine can be any of the present computers in the network and
it will be consider a reference during the whole process. The package will be created in this
model machine.

“Target system” or "target machine" are the terms used to define the network computers
where the changes accompilished in the model machine will be applied, that means, the compu-
ters where the package created will be installed.

Next section will detail the process to create the package.

4.6.1 Packaging

The heart of successful automated installations is the first step, which is called packaging. As the
name says, packaging is the process to create a file, which contains all the changes that the admi-
nistrator wants to apply in the network {21}

The packaging process is similar to the clone process.

With the impossibility of copying the whole model machine Registry to the target machines,
the goal of the packaging is to create a system exactly equal, that is, to clone the model machine,
including in the clone system all the configurations and security policy of the mode! machine,
all them installed software and configured, besides considering each system as being a different
machine in the network.

The initial idea of the clone process is to discover what changed in the NT system of the
model machine after any change and to create a package just contends the modifications that
happened after the administrator execute its change, it will be detailed better in the Secdo 4.6.1.3.
After creating the package, it needs to be applied in the target machines with some of the tech-
niques that will be explained below.

When someone change any property in NT or when someone install a new software or har-
dware, new files and new keys are added and modified in the Registry of that system. The clone
process seeks to discover which were those modifications. After discovering the modifications
that were done in the model machine, it creates the package that will be applied in the target

machines.
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To discover the alterations happened in the model machine, it is necessary some application
that does a "sweeping” of the file system and the Registry, to discover what changed in the sysiem
after the administrator's modification, and as result, create the package. In this paper the appli-
cation used to sweep the system and to generate the package is calied sysdiff.exe, which comes

on the Windows NT cdrom.

4.6.1.1 Sysdiff.exe

Sysdiff.exe is a practical example of a tool that helps to clone NT systemns. With this tool it is
possible to discover all the new files that were added or modified in the file system and all the
keys and values that were inserted or modified in the Registuy.

The application Sysdiff.exe doesn't install the operating system, it just discovers the modifi-
cations happened in the model machine, it generates a package contends those changes and it
creates an installation for that package.

To run correctly, there are some requires that need to be done for sysdiff.exe:

- It is necessary to define a "model machine”, which is a reference computer, where the chan-
ges will be accomptlished firstly. This model machine shouid run the same operating system
of the target machines, where the package will be applied.

- It is also necessary to define a distribution point. A shared folder (share), where should be
stored the application Sysdiff.exe and the package created. It is necessary that the target
machines have access to this share.

The clone process should be fast enough, otherwise it can be unviable. Depending on the

small number of network computers, the clone process can delay more than the accomplishment

of the same task in all the targer machines.

4.6.1.2 Options of the application Sysdiff.exe

Sysdiff.exe possesses the following parameters:

Option Command Line

/ Snap Sysdiff /snap snapshot_file

Table 4.9: Options of sysdiff.exe.
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With this option, the application takes a snapshot of the current system
configuration.

The parameter sgnapshot_file is already the name of the file in which the
photo of the current configurations will be recorded.

Option Command Line

/Diff Sysdiff /diff snapshot_file package

This option generates the distribution package. That package ig a file con-
tends the differences found among the first snapshot token of the system,
with the configuration of the system registered immediately after the chang-
es are accomplished.

The new parameter included in this option is the name of the package that
will ke create. This 1s the same package that will be applied in the target
nachines,

Option Command Line

/Apply Sysdiff /apply package

This option is used to apply the package generated by the option /diff in
the target system, that means, in the machine that is executing the appli-
cation Sysdiff.exe.

Option Command ILine

/ Dump Sysdiff /dump package dump_file

This option allows to create a report contends the modifications accom-
plished by a certain package.

The parameter dump_file is the name of the file that will contains the chang-
es applied by the package.

Table 4.9: Options of sysdiff.exe.

4.6.1.3 Credting the package - step by step

After defining the necessary requires for Sysdiff.exe, described in the Secdo 4.6.1.1, the steps to

create the package are:
1. in the model machine, install the application Sysdiff.exe.

2. execute the application Sysdiff.exe with the option /snap to take a snapshot of the
model machine before any change. This photo will contain all the configuration of the
current NT system. This step should be done before the administrator configure any secu-

rity setting.
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A

accomplishes the security recommendations presented on Secido 4.5.

After accomplishing the configurations, execute the application Sysdiff.exe again with the
option /dif££. The objective of this step is to find the differences happened in the mocdel
machine and to create an instaliation package for the target machines. To create the pack-
age, Sysdiff.exe receives as entrance the snapshot took before the changes (step 2) and it

supplies as result the generated package, which coniains all the changes that were done

on that machine by the administrator,

The last step is to leave the application Sysdiff.exe and the generated package in the

share distribution folder (share).

With that, the process of creating the package is concluded. This stage is necessary to use

with any of the techniques that this paper presents. Secdo 4.6.2 presents the first one, which uses

a login account. The other one, uses NT Services and will be present in Se¢io 4.6.3. And the last

technique, presented in Se¢io 4.6.4 uses the schedule service.

4.6.2 Solution 1: Using a special account

This technique is considered the easiest for networks where the physical location of each com-

puter is close to the others.

The goal of this technique is simple: it discovers the entries that were added in the Registry

of the model machine, creates a package and apply it on the target machines using a batch script.

To discover the modifications done in the model machine, it uses the process described in

the Seczo 4.6.1.3 to create the package. This technique consists of:

1.

Create an installation package for the changes that the administrator wants to do and

leave it on a share drive (Secio 4.6.1.3).

Create a batch script (bat), that connects the current machine to the above share and

apply that package to this computer, the computer that is executing the batch (described
on Table 4.10). |

Create a new user account iogin with administrator’s rights and configure this account o

execute the script from the last step (step 2} when the system administrator logon in.
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4. On each target machine, the administrator should logon in using the user account create
on step 3.

The goal of the batch script (from step 2) is to apply the package on every network machine,
Suppose that the administrator already ¢reated the package, leave it on a share drive and created
the new user account login. After this, the administrator needs to go to each computer, and logon
in this new account. Then, the account will execute the script, which will do:

(1) connect the current compuier to the share drive

(2) execute the sysdiff.exe application with the option to apply the package (sysdiff /
apply)

(3) logout the account

With these steps, any modification on the first machine will create a new package. So the
process to install or customize anything on the network can be really easy. The system adminis-

trator just needs to go to each network computer and logon in this new account.

4.6.3 Solution 2: NT services

This technique uses the concept of NT services. It came up for the system administrator that
cannot be present on each network computer every time he needs to install a new package or
do any other modification.

It is a good solution for companies and institutions that have a large environment, where the
network computers stay far away from each other.

The solution is similar to the first one, but in this technique, the system administrator will
need to go to each computer only one time, to configure the service, and not all the time that
he wants to apply a new package.

Instzlling a new service, NT is capable to self-upgrade when the machine is booted, without
any user interaction. The only requirement in this technique is to turn on the machine, so the
systern starts the service automatically and upgrades itself [43].

Among the benefits offered with the installation of the new service, there are:

- Possibility to automate tasks without needing administrator's interaction

- When applications are executed as being services, the applications are not concluded in the

moment that an user makes the logout of the machine. The service will execute even if the

user logout the system.
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- If the application that is executed as service is a client-server application, this application

can respond commands all the time, even when there is no user logged in the machine.

The second solution proposed by this paper consists of the following steps:

1. Create an installation package for these changes and leave it on a share drive

(Secio 4.6.1.3).

2. Create a new batch file (bat) different from the first technique. The batch file here should
connect the current machine to the share drive where the package is, and compare if it

needs to apply that package or not. Maybe that package has already been applied to the

current computer.

3. Create a new NT service on each network computer and configure the service 1o be the
batch file from step 2 and to startup automatically when the computer turns on (39},

In this technique, the administrator needs to create a batch file which will compare the packa-
ges from the share with the packages aiready applied on the current computer that is running
tire service,

With these steps, the system administrator needs to configure each computer only the first
time, when he creates the new service. This service will run automatically when the computer
turns on. So, every morning, when any user starts his work, he turns the computer on, and

doesn’'t even know that the system is automatically self-upgrading.

4.6.4 Solution 3: Schedule Service

The third technique described in this paper is very similar to the second solution. It was deployed
for the system administrator that can’t be present on each computer during the upgrading.

This solution requires that the system administrator goes to each network compuier one time
and configure the NT's schedule service to startup automatically. With this configuration, this ser-
vice will always be startup when the computer turns on.

The schedule service allows the systern administrator to schedule, remotely or locally, any
task at some specific time. Also known as the AT comnmand, the schedule service is used to sche-
dule tasks to run automatically at a present time,

The third proposed solution consists of:
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1. Configure each network computer to start the schedule service automatically. This step is
done just one time. The next times that the administrator applies different packages, this

step can be ignored.

2. Create an installation package for the changes and leave the package on a share drive

(Secio 4.6.1.3).

3. Create a batch file similar to the first technique (special account) which wiil connect the
current computer to the share drive and apply the package on the current computer

(Table 4.10 shows the script).

4. Schedule the batch file created above to run at a specific time. There are options to
schedule it to run several times, every day, every week, so it can be handled by the sys-
tem administrator choices.

In [24], the authors say they were unsure with the schedule service because of security
aspects, With the right configuration, schedule service is secure because only the administrator

can schedule tasks to execute,

4.7 Practical Example

For a practical example, suppose a NT-based network, with one server and 10 workstations. Also,
suppose that the workstations are located at the same room and the serverisina different place,
where the users don't have physical access.

The administrator wants to configure the security of each workstation and also wants to install

a new software. The steps to automate this tasks are:
1. The administrator selects one of the workstations and installs the sysdiff.exe application.

2. Before he makes any change, he executes sysdiff.exe with the option /snap to take the

first snapshot of the machine.

3. After take the snapshot, the administrator starts to configure the security and the installa-
tion of the software. The paper won't get in details about what security setting the admin-
istrators is changing, but he can follow the recommendations described on section 5 of

this paper and apply it here. The administrator installs the software in this step ico.
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4. When its done, the administrator executes the sysdiff.exe with the option /diff to create

the package.

A

Now he needs to create a share drive (folder) and put the package created and the sys-

diff exe there.

6. The administrator needs to choose one of the techniques. In this case, lets suppose that
the administrator choused the first technique described in this paper, the special account
technique (Secdo 4.6.2). The reason is because this solution is easier for network where

the computers are close to each other’s.

7. The next step is to create the bateh script that connects the current computer to the share

drive, and execute the sysdiff.exe with the option /apply (Table 4.10).

8. After that, the adminisirator needs to c¢reate a new user account, with administrator's

rights that will execute the script create on the last step.

9. To finish the process and to apply the package, the administrator needs to go to each
workstation and logon in the special account that he created on step 8.

An example of a batch script is presented on Table 4.10.

4.8 Conclusions

Automating NT tasks without administrative tools such as SMS can be by-passed using some tech-
niques. The difficulty found to deploy this solutions was that all the published papers before this
one, explain how it could be done assuming that SMS was installed.

After learning about NT application issues, Registry, and trying out various options, the paper
suggest some security settings and proposes 3 solutions to apply this settings on every kind of
NT-based environment, either when the amount of computers is small and the computers are
close to each other, or in large environments and large networks where there is one system admi-

nistrator that can’t be in front of each network computer.
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4.8 Conclusions

BREM Script to automate and install security packages

@REM Packages are created with the application sysdiff.exe

@echo Applving the Package

@REM connect the current computer to the share

Bnet use g: \\share\drive

BREM Change the work directory
@g:

BREM Apply the package
@sysdiff /m /apply package

GREM Return to drive C:
Gc:

@REM Disconnect from the share drive
@net. use g: /4

@echo off

Table 4.10: Batch Script.



Capitulo 5

Dolt4dMe

O capitulo 4 sugere aplicar uma lista de configuracdes de segurancga a todas as maquinas da rede.
A dificuldade e barreira encontrada nas redes NT & como fazé-lo remotamente, de maneira esca-
ldvel, eficiente e rdpida, Este capitulo tem como objetivo resolver o problema encontrado por
um administrador de seguranga no momento de realizar remotamente uma auditoria ou implan-

tar uma lista de recomendaq¢des de seguranca em cada maquina da rede NT.

Prélogo

Suponha uma grande rede NT gerenciada por apenas um administrador, o qual deseja implantar
uma politica de seguranca de forma rapida, simples e utilizando as etapas definidas no ciclo de
vida do projeto de seguranca (secio 2.3).

Com o desenvolvimento da ferramenta Dolt4Me, o autor conseguiu tornar as tarefas de audi-
toria e configuracio remota do Registry e de servicos um processo simples e escaldvel . De uma
forma centralizada € possivel facilitar muito a administragio de seguranga remota. O capitulo
também apresenta detalhes da interface, arquivos de configuragio, e impressio de auditorias rea-
lizadas pelo DoltdMe [3] [S} [6].

Saindo um pouce da questdo de seguranca e entrando na drea de gerenciamento de rede,
suponha que o administrador deseje melhorar o desempenho de cada miquina da rede e que
para isso é necessirio modificar alguns valores do Registry referentes a meméria. Isso também
pode ser realizado com a ferramenta Dolt4Me, da mesma forma e simplicidade como os exem-

plos sobre seguranga que serdo apresentados.

47
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O mnicleo do capitulo é constituido pelo artigo "Administration of Large Windows NT
Networks with Dolt4Me”, apresentado na 10th International Conference on System Administra-
tion, Networking and Securiry (SANS' 2001), em maio de 2001, Baltimore, MD, USA [4]. O artigo
contextualiza o problema de como realizar uma auditoria remota e uma configuracio remota do
Registry e os objetivos desejiveis para facilitar esse problema, Em seguida apresenta a linguagermn
utilizada para desenvolver a ferramenta e o trabalho correlato (apresentado na Secio 1.2,
pagina 5). A parte principal, apresentada a partir da se¢do 5.6, descreve caracteristicas e vanta-
gens trazidas com a utilizacio da ferramenta Dolt4éMe.

A interface e os relatdrios gerados pelo DoltdMe, apresentados nas se¢des 3.11, 3.12 ¢ 3.13
como apéndice deste artigo, sofreram pequenas alteracdes depois da sua publicacio. Uma

versdo alual da interface serd apresentada na se¢io B.2.3.
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Abstract
Remote administration of a large Windows NT network is a complex task. The tools provided by
standard NT installations are, at best, inadequate. The explosive growth in network sizes over
the last years has resulted in large and compiex sites but no signific;mt new tools were createc.
One major problem not fully solved is remote NT Registry auditing and configuring.
This paper ciescribes the design and implementation of DoltdMe, a simple and flexible ool
that enables from a single console automation of most Windows NT administrative tasks, espe-

cially remote auditing and remote configuring of the NT Regisury in a large network.

5.1 Introduction

With the increased proliferation of system networks, computer security has become an in¢rea-
singly large problem for system administrators of large sites (with several hundreds or more sys-
tems). Most people would agree that keeping a watchful eye on a handful of workstations is a
simple task, but not on several hundred workstations.

Unlike many other types of system administration tasks, which can be done af a later time,
delaying the installation of a security patch, could leave a site more vulnerable to an intruder
attack.

A remote automated procedure should not require that system administrators visit each
workstation. This is a problem in many environments where the workstations are located in diffe-

rent rooms, buildings, towns and so on. Fixing each machine through physicaily visiting it requi-
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res a lot of manpower and be error-prone; operator errors can lead to machines being configured

erroneously, improperly, or not at all.

5.2 Challenges Faced

Among the operating systems with wide prominence and use in several environments, Windows
NT gets the attention with its growing use and its user-friendly interface [7]. The automation of
systemn administration and security tasks has been discussed a lot, especially when applied to
UNIX-like operating systems. However, solutions derived for the Unix environment are generally
not applicable to the Windows NT one,

In a comparison of Windows NT with UNIX systems, NT lacks adeguate remote network
administration tools {24].

In organizations that have a considerably large Windows NT network, administrators always
have a hard time when they need to apply some security configurations on each machine in the
network. These hardships imply on high monetary costs to maintain a group of system adminis-
trators in service and normally take many hours of work.

Furthermore, a prerequisite to gain efficiency is the knowledge of how to audit the system.
To identify which vulnerabilities exist, it is important to regularly audit security by centrally scan-
ning the whole network and identifying which workstations are vulnerable. Then, each of those
systems must be correctly reconfigured to adequately secure the network.

In the last years, there has been a large number of books and papers published on NT secu-
rity, and on how to improve security of a site; nevertheless, Windows NT still facks efficient

remote administration of large sites, especially in the realms of remote Registry auditing and con-

figuring.

5.3 Design Goals

One of the keys to administering large networks is to write tools to handle as many common
tasks as possible. This may make it possible to automate common tasks, to spend less time on
them, or even to hand them off to other people.

Accordingly, it was also necessary to find some way o cover the Windows NT deficiency of

tools for remote automation of administrative tasks, and to scale whatever solution one finds to
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large numbers of machines. This had to be done with a large amount of configuration flexibility
(50 it could be railored to the needs of different machines and administration methods) in an as
automatic as possible way.

Faced with these Windows NT weaknesses, our solution should have some desirable proper-
ries:

e Simple use and maintenance

» Centralized

» Well scalable

» Configurable in order to meet specific user needs

» Able to provide verification and notification of compliance with security policies

» Capable of enforcing compliance with security policies and standards

¢ Reduced overall cost of administration

* Inexpensive

* Minimal human interaction to install packages on each networked machine

e Capable of alerting administration when a machine is having problems

When tryving to figure all these desirable properties in a single solution, we decided to imple-
ment a new remote system administration tool, called Dolt4Me. Its goal was to automate admi-
nistrative tasks across a Windows NT network, especially in regards to providing Windows NT
remote Registry auditing and configuring in an easy fashion.

Automating tasks with scripts is an old technique from the UNIX community. Many different
techniques and scripting languages where studied before we chose Perl to implement our solu-

tion.

5.4 Perl

Per] has been used on UNIX platforms for administration purposes for many years. ActiveState
[1] provides a fairly complete distribution of Perl for Win32, It also has several modules for the
NT environment that provide a convenient wrapper around the Win32 API, providing access and

modification of NT security-relevant data [10].
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Perl is able to do many unusual tasks. For example, the administrator can use Perl to have
the machine send an e-mail back to him when it is running out of disk space, or to make it purge
old database entries.

Perl can be useful in many Windows NT administrative tasks, as wiil be shown. It was desi-
rable that all rasks presented previously should be grouped together in a single tool, or maybe

in a toolkit, i.e., a collection of tools and scripts.

5.5 Previous Work

Harlan Carvey presents in [10] a framework of a few administrative scripts that had some similar
goals to our project. For example, one of his scripts, called regkeys.pl, is devised to coliect Regis-
try values from a remote NT system. However, these scripts have some wezknesses: they are not
scalable to a large NT network.

As a practical example of remote auditing and compliance, suppose the system administrator
wants to collect the value of the DontDisplaylastUserName Registry key of all workstations. This
can be done with the script presented by Harlan, but the administrator will have to write down
the results of each workstation, because the script only checks one machine at a time.

The framework presented in [10] requires human intervention for each audited machine.
There is no remote task automation for multiple machines. It is then clear that this approach is
unable to handle a large number of machines. Also, once the system administrator knows which
workstations are not in compliance with security policies, there is no ability 1o configure the
machines with new values, i.e. to act upon.

However, these scripts also have their strength, since they show how to do the remote col-

lection for a single machine, and as such can be used as a building block to achieve our goals.

5.6 Our Solution

Centralized security administration of NT systems can be performed in three phases:
1. Data collection
2. Filtering/Analysis

2. Modification
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They are kept separate in order to maintain simplicity, scalability and functionality. It also
makes it easier to build a working set of tools, by allowing testing and verification of one phase
before moving on to the next. Additional functionality can be added to one phase without requi-
ring any changes to the other phases [10].

1. In the data collection phase, the administrator specifies which configuration settings he or
she wants to collect. It is only necessary to specify the subset of machines that will be scanned
and the configuration settings that will be collected.

2. In the second phase, the administrator filters and analyses the results of the first step. This
can be easily done using Perl's reguiar expression pattern matching abilities [10]. A proposed
functionality of Dolt4Me will show the machines that are not in compliance with the desired con-
figuration settings.

These filters may check:

- Known security issues, such as specific Registry values and ACLs (on files, directo-
ries, and Registry kevs).

— Compliance with corporate security policies, such as Service Pack versions and Hot-
fixes, and NT services status.

3. The most important stage is the last one. In this phase, the system administrator can apply
his configuration to any subset of machines. A few exampies of administrative tasks that can be

automated are listed below:
-~ To start or stop remote NT services
- To add, delete or change Registry values
— To enable or disable security auditing
—~ To change Registry values
—~ To direcily access the Microsoft API
- To reboot machines with a predefined grace period

We managed to build a single tool that meets all of the above mentioned requirements, called

Dolt4Me.
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5.7 DoltdMe

5.7.1  Qverview

Dolt4Me is an automated and remote administrative tool for Microsoft Windows NT operating
systems. It can manage a large NT network from a single console. Infrequent trips to distant
machines will only be necessary in case of hardware failures.

It is specifically aimed at administrating and securing Windows NT' 4.0 machines, although
some of the functionality could also be used on Windows 2000.

In order to achieve a better and easier solution than previous works, it was a requirement to
be able 1o specify 2 subset of machines. All of Doli4Me's options, showed on section 6, can be
performed by any subset of machines.

The first feature of Dolt4Me, is the ability to scan the entire network and to report the results
for auditing. The next goal after auditing was the ability to configure remote computers. Dolt4Me
makes this easy. Another feature of Doltdme is the ability to print the results online or print it to
text files, which can be read by text editors and analyzed with more attention by the administra-
tors.

Moreover, on NT networks, it is important to determine not only whether individual machines
are up or down, but also whether services (daemons) they offer are available. Dolt4Me is able
not only to check the status of remote NT services, but also to start or to stop any subset of ser-
vices on: any subset of workstations.

DoltdMe does not depend on Regedit.exe or any other Registry editing tool.

By installing Dolt4dMe on the PDC, the administrator can remotely control any subset of

workstations served by the PDC. It is also necessary that the PDC be able to execute Perl scripts.

5.7.2 Interface

There is no single interface for configuring and administering an NT network, For exampie, the
audit policy for a standalone NT system is set via the User Manager, while log specific settings
and all monitoring activities are recorded in the Event Log. Furthermore, each object {(file, direc-
tory, share, Registry key) has its own interface for enabling access control lists (ACLs). Rolling
out a common audit standard across an NT enterprise and monitoring the Event Logs can be a

daunting task [10].
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A related issue is whether or not administration tools should be based on a "graphic user
interface" (GUI). This kind of interface can be easier 1o use if the system administrator's goal is
to build or configure a single machine. In general GUI tools are harder to automate and extend.
DoltdMe interface has a simple unified syntax and is used through the NT command line inter-
preter. A brief overview of Dolt4dMe interface and its options is located in the section 5.11 (appen-

dix A).

5.7.3 Reporting

One problem became very apparent during the implementation. The output produced should be
in a format fit for human consumption.

The reports enable the system administrator to identify quickly and easily, any problems rela-
ted to the machines, ranging from a client being down to reporting a subset of machines that are
not complying with security policies and standards. Sections 5.12 and 5.13 (Appendix B and

appendix C) present examples of Dolt4Me reports.

5.7.4 Configuration Files

Global security policy changes are made on centrally located configuration files. This model
works well for complying with changing security policies.

Dolt4dMe has a few configuration files. Each file has its own function. For example, the file
pclist.cfg, contains the subset of machines that Dolt4Me will scan, configure or reboot.

Another file, srvnewstatus.cfg, contains the subset of NT services followed by its new status,

i.e., 1 to start the service or 0 to stop the service.

5.7.5 Limitations

Some management tasks cannot be performed remotely because of Windows NT limitations,
such as remotely accessing some parts of the Registy. No Windows system export the whole
Registry. Only two of the six registty keys can be accessed remotely: the
HKEY_LOCAL MACHINE and the HKEY_USERS. Nevertheless, the main Registry key necessary
to implement security is HKEY_LOCAL_MACHINE, which fortunately is remotely available.
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If the administrator wants to modify any Registry value not present in these two keys, he or
she may start the schedule service on the target machines via DoltdMe and use the NT adminis-
tration technique "Schedule Technique" presented in [7).

On the other hand, DoltdMe can be wholly customized. System administrators can construct

new customized functions.

5.8 Conclusion and further work

Even in a small NT network, the process of auditing a Registry value can be cumbersome. Early
versions of Dolt4Me focused only on the identification of security vulnerabilities, not their cor-
rection. The current version of DoltdMe addresses security weaknesses and eases standardization
and adherence to NT network security policies.

Further versions of Dolt4dMe will bring more automated tasks, such as applying ACLs to disk
folders and files, and integrating DoltdMe with ODBC and SQL, so the reports can be archived
in a database [47L

Our experience has shown that with the right mix of administration techniques and Dolt4Me,
it is possible to remotely manage a large NT network in an scalable way.

Doli4Me is aimed at:

s Security minded system administrators who are willing to put time and effort into securing

their Windows systems.

e Security consultants who find themselves having to secure Windows NT computers regu-
larly, and who want to automate these tasks as much as possible without losing the flexi-

bility of easy customization.

5.9 Availability

For further information on the availability of the current version, please send an electronic mail

to alessandro.augusto@ic.unicamp.br.

5.10 Appendix A: Dolt4Me Interface

What foliows is a brief overview of the DoltdMe interface.
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C:\> DoltdMe.pl

DoItiMe - Automate NT Administrative Tasks Remotely

Usage : DoltdMe.pl <option>

Option: <1>
<2>
<3 >
<4>
<5>
<6>

<T>

Auditing
Configure
Check the
Check the

Change NT

the Registry
status of ALL NT services
status of a subset NT sgervices

services status (Start/Stop)

Reboot a subset of workstations

Help

5.11 Appendix B: Dolt4Me Auditing Report

This example shows the report generated when the systern administrator performs the above

mentioned option 1 (auditing), for a subset of 2 machines: mustang and porsche. The system

administrator wants to coliect the values of the following Registry keys: C8DVersion, Defauiti-

serName and DontDisplayLastUserName.

The report to this option should look like this:

C:\> DoItdMe.pl 1

mustang

porsche

C8DVersion Service Pack 6

CSDhVersion Service Pack &
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mustang

porsche

mustang

porsche

5.12 Appendix C: Dolt4Me Service Stalus Report

DefaultUserName Administrator

DefaultUserName Administrator

DontDisplayLastUserName 0

DontDisplaylLastUserName 0

5.12 Appendix C: Dolt4dMe Service Status Report

This example shows the report generated when the system administrator performs Dolt4Me

option 4, for a subset of 3 machines: mustang, porsche and ferrari. Also, the systemn administrator

wants to check only the status of "alerter” service and "schedule" service.

Note that each report tries to print the result in an easily understandable way to the system

administrator.

C:\> DoltdMe.pl 4

mustang
porsche

ferrari

[Stopped]
[Stopped]

[Started]



5.12 Appendix C: DolidMe Service Status Report

schedule

COMPUTER STATUS
mustang [Started]
porsche [Started]

ferrari {Stopped]



Capitulo 6
Conclusao

O primeiro adversirio para administracio de sistemas Windows NT sio as afirmagdes de que
este ambiente € incapaz de ser gerenciado remotamente. Administrar remotamente uma rede NT
pode ser inicialmente uma tarefa complexa mas nio impossivel.

As motivacdes deste trabalho foram suprir a caréncia do sistema Windows NT em fornecer
ferramentas para facilitar tarefas remotas de administra¢io e seguranca de redes e diminuir as
chances de erros manuais nestas tarefas. Teve como objetivo automatizar essas duas tarefas de
maneira escaldvel e eficiente,

O trabalho envolveu estudos de técnicas para excluir a interagido e o componente humano
nas tarefas de administracio de redes além de foci-las para realizagio em tempo menor € na
eliminagdo da possibilidade de erro manual, durante a instalagio e/ou atualizacao de um con-
junto de programas ou durante a implantacio de uma politica de seguranga. O trabalho apresen-
tou 3 técnicas para resolver essa deficiéneia do Windows NT.

Na drea de seguranga o problema € pior. Considerada sem retorno financeiro e dificil de ser
mensurada, a drea de seguranca € erroneamente desvalorizada. A suposi¢ido de que o conceito
de seguranga seja um produto para os servidores de rede é duplamente incorreta, primeiramente
seguranc¢a € um processo que deve estar sempre em monitoramento e, segundo, a seguranca de
uma rede ¢ medida pelo seu computador mais vulnerdvel, ou seja, deve-se aplicar seguranga em
todos o5 computadores da rede e nio somente nos servidores,

Da mesma forma que o sistema NT ¢é carente de ferramentas de administracio, ele também
o € com relacdo a seguranga. A maior parte dos trabalhos relacionados a seguranca de NT apre-

senta apenas uma lista de configuracdes necessdrias a ser aplicadas em cada computador, mas
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nenhum descreve qual 2 melhor forma de implantar essas configuragdes de maneira automati-
zacla e escaliavel.

Desta forma, este trabalho apreseniou algumas recomendacdes para possibiilitar o Windows
NT um sistema de nivel de seguranca semelhante a C2 (protecio por acessc controlado) do
departamento de seguranga dos EUA. Neste nivel de seguranga, o Windows NT é capaz de per-
mitir cu negar uso e/ou acesso a recursos do sistema para cerios usuarios, entre outras restricoes.

Além das técnicas de administragio e das recomendagdes de seguranga, outra contribuicio
do trabalho foi o desenvolvimento de uma ferramenta de gerenciamento de rede capaz de
implantar remotamente em cada computador da rede um conjunto de recomendagdes, de
maneira eficiente e independente do nimero de computadores. Esta ferramenta, DoltdMe, foi
desenvolvida em Perl, uma linguagem interpretada e de cédigo aberio, permitindo que qualquer
administrador customize ou adicione novas funcdes, dependendo de suas necessidades pessoais
ou corporativas.

Com ¢ DoltdMe, tarefas de gerenciamento de rede como por exemplo methorar o desempe-
nho das mdquinas da rede, assim como tarefas de seguranca, auditar ou aplicar recomendacdes
de seguranga e cada mdguina da rede podem ser realizadas de maneira simples a partir de um
servidor da rede, independente do nlimero de miquinas presente nessa rede.

Embora a versio atual do Dolt4Me ji funcione em ambientes Windows 2000, sugere-se como
pesquisa futura incluir novos médulos para solucionar problemas especificos das plataformas
W2K. Outra sugestio € verificar as vantagens e barreiras trazidas pela ferramenta DoltdMe sendo
executada em ambientes com IPSec. Utilizando o DoltdMe sobre o IPSec, as mensagens enviadas
do servidor (onde a ferramenta Dolt4Me esti instalada e sendo executada) para as miquinas cli-

entes dessa rede serfo enviadas cifradas, dificultando ataques do tipo spoofing.
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Apéndice A

Implementacao da Ferramenta
Dolt4dMe

Este apéndice comenta € apresenta o c¢ddigo fonte da ferramenta Doli4Me em partes separadas,

tornando assim mais facil a sua compreensdo. Ha uma se¢io para cada procedimento da versio

atual da ferramenta.

A.1 Linguagem Perl e modulos

Com © objetivo de facilitar a alteracio do cédigo e permitir que qualquer administrador custo-
mize inclua fung¢des extras, a ferramenta DoltdMe foi desenvolvida em perl e seu cédigo estd
disponibilizado livremente na Internet através da licenca GNU GPL [23].

Perl € uma linguagem de programacio utilizada em diversos sistemas operacionais. No am-
biente Windows NT essa linguagem pode facilitar principalmente as tarefas de administracio e
seguranca de redes [20]. Por ser uma linguagem interpretada, é necessario ter instalado o inter-
pretador perl na miquina onde o programa serd executado. Existem programas exiras capazes
de compilar codigos perl em aplicagbes executaveis, porém o tamanho do arquive compilado
fica muito maior se comparado com o cédigo fonte [46].

No caso da ferramenta DoltdMe, todo o controle e gerenciamento € centralizado no contro-
lador primiric de dominio da rede NT. Somente no PDC é necessdrio instalar o interpretacior
perl, as magquinas clientes nio neces.sitam de nenhuma configuracio,

Uma vantagem em utilizar a linguagem per! € a possibilidade de adigio de madulos, isto &,

hibliotecas extras capazes de facilitar algumas funcdes e tarefas. Devido a quantidade de médu-
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los existentes e disponiveis na Internet, é recomendado que o desenvolvedor perl procure antes
por médulos que possam ajudar na aplicacio {14} [47].
A definicio dos médulos a serem utilizados em aplicacdes per! acontece no inicio do cédigo.

O codigo abaixo apresenta a definicio dos médulos utilizados pela ferramenta Dolt4Me.

use strict;

use Win32;

use Wind2::Service;

use Win3l2::TieRegisgtry{Delimiter=>"/"};
use Net::Ping;

Alguns mddulos foram adicionados para tratarem de fungdes especificas, por exemplo o mé-
dulo Win32 que tem como objetive facilitar o tratamento de comandos do Windows NT, por
exemplo reiniciar 0 computador. O médulo Net : : Ping foi adicionado para a funcio de ping.
O mdédulo Win32: :TieRegistry torna o acesso ao Regisiry menos complexo, enquanto que
o mdédulo Win32: : Service facilita o tratamento dos servigos das méquinas NT. Uma caracte-
ristica com relacdo ao interpretador per! € aos médulos € que ambos séo disponibilizados gra-

tuitamente na Internet [1] [14].

A.2 Interface e Opcoes do Dolt4dMe

Na atual versio o Doltd4Me possui 7 opedes diferentes de tarefas. A escolha da op¢io € feita em
linha de comando pelo administrador durante a execucio do programa. A sintaxe para execugio
do Dolt4dMe é: "DoItdMe.pl <op¢do>", sendo o campo <opgio> um dos atuais valores entre

1 e 8 descritos na interface, O cédigo abaixo apresenta o procedimento da interface.

sub usage {

print " \n\n*;
print -~ DoItdMe\n";
print " Automate NT Administrative Tasks Remotelyvini\n"
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print
print
print
print
print
print
print
print
print
print
print
print
print

print

print

print

"

\n";
Usage: doitdme.pl <options\n";
Option: <1> Audit Registry keys\n";
<2> Configure the Registry\n";
<3> Check the status of ALL NT services\n";
<4> Check the status of a subset of NT services\n";
<5> Change NT services Status (Start/Stopl)\n“:
<6> Ping a subset of workstationsi\n®:
<7> Reboot a subset of workstations\n®;
<B> Help\n©;
\nAn*;
Dolt4Me, Copyright (C} 2001 Alessandro Augustoin";
Doltd4Me comes with ABSQLUTELY NO WARRANTY: for details\n";
see option <8>. This is free software, and you are wel come\n";
to redistribute it under certain conditions; see DoltdMe license.\n";

\nin";

A.3 Auditoria do Registry

A opcio nimero 1 da ferramenta DoltdéMe (Audit Regisiry keys) tem como objetivo realizar audi-

toria de um conjunto de chaves do Regisiry em um conjunto de maquinas remotas, Para realizar

auditoria basta o administrador definir quais chaves e qual o conjuntc de computadores, para

que o DoltdMe automatize de forma escaldvel toda a tarefa. Para maiores detalhes a respeito da

sintaxe dos arquivos de configuracio e de como definir o conjunto de chaves e computadores,

o apéndice B apresenta o manual da ferramenta. Ja o cédige do procedimento de auditoria

remota € apresentado a seguir.

A o o R 4 = g M

Procedure GetRegValues

This procedure check the values ¢of a subset of Reglstry keys of a subset
cf computers. The subset of Registry values are specified on the file
<doitdme_folder>/cfg/regaudit.cfg and the subset of computers are
specified on the file <doitdme_folder>r/cfg/peclist.cfg

Syntax of the file <deitdme_folder>/cfg/regaudit.cfy: key;Path
(one key;Path for each line)



72

A3 Auditoria do Registry

sub getRegValues {
my ($value, $datva);
my %regkeys = ();
my $datafile = "./cfg/regaudit.cfg";

if (-e s$datafile) {
open{FL, $datafile) || die "There is a problem to open the file $datafile: $!\n";

while (<FL>}
{
chomp;

# Ignore comentaries and blank lines on the configuration files
next 1f (§_ =~ m/"#/};
next if (§. =~ m/~\s+$/):
my (Skey, $path) = spilit(/;/,8_);
$regkevs{skey} = $path;
3
close (FL) ;

# The subset of computers are specified on the
# <doitdme folder>/cfg/pelist.cfg file

my $peclistfile = "./cfg/pclist.cfg”;

if {(~e $polistfile)
{

. cpen (FL, $pclistfile) || die "There is a problem to open the file $pclistfile:
An";
whnile {<FL>)
{
chomp ;
# Ignore comentaries and blank lines on the configuration files
next if {(3_ =~ m/%/);
next 1f {5 =~ m/"\g+3/);
my ($pc) = split(/;/,3.);
# First check if the computer iz alive on the network
Scomputers= $pC;
&pe_exist {Scomputer) ;
if {%is_alive eg 1) { push{@eomputerlist, $pc); }
else { push{@computer_off_list, s$pc): 1}
}
close(FL);

$ultimo_indice = S#computerlist;
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print " YniAn®;
print * DoItdMe Registry Auditing\n®;
print * \n';

print "\n\n";
printf "%-15s %-27s %-5s\n", "COMPUTER", "KEY", "VALUE" ;
printf "%-15s %-27s8 %~5s\n","-*" x 12, "-" % 7,"-" x §;

# if you remove the below sort command, the results wont be ocutputted alphabeticaly
foreach my Skey (sort keys %regkeys) {

# in this loop, we verify the value ©f the current key (3key) in each computer
# from the computerlist file.

for ($i=0: $i <= 3ultimo_indice; $i++)
{
S$server= Scomputerlist{sil;
# atribui o valor da posicao do vetor a variavel server

if {$remote = SRegistry->{"//S$sexrver"})
{
$value = Sremote->{$regkeyvs{skev}};
sdata = $value->{$kevy);
if {defined Sdata)
{
$data = hex(Sdata} 1f (gdata =~ m/"0x/};
printf *"%-1B8s %-27s8 %-5s\n", "$server", "Skey", "Sdata";
}
else
{ printf "%-15s %-27s %-5s\n", "$server", "Skey", "Not Found"; }
}
else {

print "It was not possible to connect to the $server Registry\n";

}

print *"\n\n";
)
}

# Print the Computers that are not alive on the network
&print_not_alive:
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A.4 Configurando o Registry

A opgdo nimero 2 (Configure the Registry) permite o administrador implantar e/ou modificar
uma lista de configuracdes do Registry em um conjunto de médquinas remotas. O procedimento
é simijar ao de auditoria, porém nesse caso além de especificar o conjunto de miquinas e chaves,
o administrador precisa especificar quais 0os novos valores a semem implantados nas miaquinas

remotas. O ¢6digo abaixo apresenta o procedimento para configurar © Regisiry.

# Procedure ChangeRegValues

# This procedure changes a subset of Registry values specified on the

# the file <doitdme_ folder>/cfg/regeonfig.cfg on a subset of computers

#

# Syntax of the file <doitdme_folder>/cfg/regeonfig.cfg: key:; Path; New value
# (one key;Pathinew value for each line)

sub changeRegValues({

my Snovos_valores file = "./cfg/regeonfig.cfgh;
my {Svalue, $data, $path, $newvalue};
my %regkeys = (};

# open the file and separe the values and keys in different wvariables
if (-e Snovos_valores_file)
{

# open the file with the subset of computers
my S$pclistfile = "./cfg/pelist.cfg’;

if (-e spclistfile}

{

open!{FL, $pclistfile) || die "There is a problem to open the file $pelistfile: $i\n";
while (<FL>}

{

chonp ;

# Ignore comentaries and blank lineg on the configuration files
next if ($_ =~ m/"#/);

next if ($_ =~ m/"\s+$/);

my{Spc) = split(/;/,%.);
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# Pirst check if the computer is alive on the network

Scomputer= S$po;

&pc_exist{Scomputer)

if {gis_alive eg 1) { push{@computexrlist, $pc); }
else { push(Bcomputer_off_list, $pci; |}

} # end while
close {(FL);

} # end if

Sultimo_indice = S#computerlist;

print * \nin'";
print " DoXt4Me Registry Configure\n*;
print " \n*;

print "\n\n";
printf "%-15s %-27s\n", "COMPUTER", "STATUS";
printf "%-15s %-27s\n"."-" x 12, "-" x 7;

for {$i=0; $i <= Sultimo_indice; Si+w)
{
$server= Scomputerlist{sil;

open{¥FL, $novos_valores_file) || die "There is a preblem to open the file
Snovos_valores_file: $!\n";

while {<FL>}
{
chomp;

# Ignore comentaries and blank lines on the configuration files
next if ($_ =~ m/"#/};
next 1f ($_ =~ m/"™\s+5/);

my ($key, $path, $newvalue) = eplic(/;/,5.);

$regkeys{$path, S$kev} = Snewvalue;
Scaminho="8path";

$chave="S$key";

svalor="sSnewvalue";

# set the new value on the Registry
SRegistry~->{"//Sgerver/$caminho//3Schave"j="S$valor";
} #end while
close{FL);
printf "%-135g %-27s\n", "Sserver”, "Configured";
} #end for
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1 #end if
print "\n\n";
# Print the Computers that are not alive on the network

sprint_not_alive;
}

A.5 Auditoria de servicos

A atual versio do Doltd4Me t&m 2 procedimentos com objetivos de auditar os servicos de maqui-

nas remotas na rede.

A.5.1 Auditoria de todos servigcos

O primeire procedimento (Check the status of all NT services), opgio némero 3 da atual versio,
tem como objetivo auditar todos os servigos presentes em um conjunto de maquinas. Nesse pro-
cedimento o administrador necessita apenas especificar quais mdquinas serio auditadas. O

codigo abaixo apresenta o procedimento.

# Procedure Get_services_status

# This procedure checks the status a ALL NT services from a subset of
4 computers

suby get_services_status {

#
(3]

my ($server)

It

my %svchash

my Fgrtatus:

my (@state) = {("",
*Stoppead”,

()

"Start_Pending®,
"Stop. Pending",
"Running*.
"Continue_Pending®,
"pPause_Pending",
*Paused") ;
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# Subset of Computers that will be scanned and ckecked
# file: <doitdme_folder>/cfg/pelist.cig
my $pclistfile = "./cfg/peclist.cfg”;

if (~e $pclistfile)
{

cpen (FL, $pclistfila) || die "There is a problem to open the file Sprlistfile: $i\n";
while{<FL>}

{

chomp;

# Ignore comentaries and blank lines on the configuration files
next if ($_ = m/"#/};
next if ($_ =~ m/"“\g+$/};

my ($pe) = splic(/;/, % )
# First check if the computer is alive on the network

$computer= S$pc:
&po_exist (Scomputer);
if ($is_alive eqg 1) { push{@computerlist, Spc);: }
else { push{@computer_off_ lisgt, Spc); }
} #end while
close (FL};
}  #end if

$ultimo_indice = S#computerlist;

print " \n\n";
print " DolItdMe Services Status\n™;
print * \n";

print “\n\n";

for ($i=0; $i <= $ultimo_indice; $i++)
{
Sserver= Scomputerlist($i};

Print "ee--mm s e \n*;
print *COMPUTER: Sserver\n';
Pring e e e \n°;

if {(Win32::Service::GetServices ("\\\\$server",6 \%svchash))
{

printf "%-53s %-20z\n","SERVICES", "STATUS":

printf “%-3533s %-20s\n","~" x 48B,"~" x 9;

foreach my S$sve (sort keyvs %svchash)
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{

1f (Win32::Service::GetStatus{"\\\\$server", $svchash{$svc}, \%status})
{

printf "%-53s %-20s\n","$sve", "{SstatelSstatus{CurrentState}]]";
} #end if

else
{
&lasterror;
} #end foreach
} #end if
} #end for
else
{
Llasterror;

3

print "\n\n";
}

# Print the Compubters that are not alive on the network
&print_not_alive;

}

A.5.2 Auditoria de alguns servicos

Existe uma segunda forma de realizar auditoria de servigos. Com a op¢do ndmero 4 {Check the
staius of a subser of NT services) a ferramenta DolidMe permite ao administrador especificar

apenas os servicos que ele deseja auditar. O cédigo a seguir refere-se a este procedimento.

# Procedure get some_services_status
# This procedure checks the status of a subset of NT services

# Configure the subset of services on the file <doitdme_folder>/cfg/serviceaudit.cfyg
# and the subset of computers on <doitdme_fFfolder>/cfg/pelist.cfyg

sub get_some_services_status {

)
[

my {Sserver)
my %svchash
my %status;

i
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my ($ultimo_indice_servicos, $servico);

my @serviceslist;

ny (8state) = ("¢,
"Stopped",

"Start, Pending",
“Stop_Pending”,

"Running”,

"Continue_Pending®,

"Pause_Pending",

"Paused");

my $polistfile = "./cfg/pclist.cfg”;

if {~e $peclistfile)

{

open(FL, $pclistfile) |} die "There is a problem to open the file $pclistfile: $!\n";
while (<FL>}

{

chomp;

# Ignore comentaries and blank lines on the configuration files
next 1f ($_ =~ m/"#/);

next if ($_ =~ m/"\s+5/}:

my ($pe) = split(/;/,5.);

# First check if the computer is alive on the network -

Scomputers Spo;
&pc_exist (Scomputer) ;

if

($is_alive eg 1} { push(@computerlist, $pc); }

else { push{@computer_off list, $pc): 3}
} #end while

cloge (FL) ;
} #end if

$ultimo_indice = S#computeriist;

print \pAn";
pring Dolt4Me Services Auditi\n”;
print " \n;
print "\n\n";
my $srvlistfile = "./cfg/serviceaudit.cfg";
it (-e S$srvlistiile)
{
open(FIL, §srvlistfile} || die "There is a preblem to open the file $srvlistfile:

$'\n":
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while{<FIL>)
{
chomp;

¥ Ignore comentaries and blank lines on the configuration files
next if (§, =~ m/"#/);
next if ($_ =~ m/"\g+$/};

my {$servico) = splic(/;/,.%_);
push(@servicoslist, $servico}:
} #end while
close{FIL);
} #end if

sultimo_indice_gervicos = S#servicoslist;

# Services Loop
# Port: Laco dos Servicos

for {8i=0: $i <= $ultimo_indice_servicos; $i++)
{

Sservico= $serviceoslist{$i];

print "SERVICE: $servicoslist[$ilin";

Print M e o e e ARt
printf *%-23s %-20s\n", "COMPUTER", "STATUS";
PEINt M e oLt

# Computer Loop
# Porkt: laco dos computadcores

for ($9=0; $3 <= Sultimo_indice; S$j++)
{
$server= Scomputerlist[$i};

# check the status of the current sgervice

1f (Win32::Service::GetStatus ("\\\\$server”, Sservicoslist{$i], \sstatus)} {
printf "%-23s %-20s\n", "Scomputerlist[sil", " [$state[$status{CurrentState}jl";
} #end for
else

{

printf "%-23s5 %-20s\n", "Scomputerlistis$il", "[*ERROR*]";

} #end else

# Port: fim do laco dos computadores
} #end for
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print "\n\n";

# Port: fim do for (laco dos servicos)

}

# Print the Computers that are ncot alive on the network
&print_not alive;

)

A.6 Configurando servicos remotos

Um alerta encontrado em vérias recomendacdes de seguranca sugere 20 administrador desabili-
tar todos os servicos que nio estdo sendo utilizados [11] [35] {38] [40] [43] [45]. A titulo de exem-
plo, suponha que exista uma vulnerabilidade no servigo ficticio "xyz", o qual estd presente em
algumas méquinas da rede alvo e ndo estd sendo utilizado pelo administrador. Com o segundo
procedimento de auditoria, op¢io nimero 5 (Check the status of a subset of NT services) apresen-
tado na sec¢io A.5.2 o administrador tem a possibilidade de descobrir em quais maquinas da
rede esse servico estd ligado. Ja com a opcio nimero 6 do DoltdMe (Change NT services Statits
{Stary/Stopl ), o administrador pode alterar o status desse servigo, ligando ou desligando um con-
junto de servi¢os. Para isso basta especificar quais servicos, guais os novos status (ligar ou des-
ligar) de cada servico e em quais maquinas deseja-se alterar os status dos servicos. Esse

procedimento é apresentado no cddigo abaixo.

Procedure change_services_status

This procedure change the status of a subset of NT services
Configure the file <doitdme_folder>/cfg/serviceconiig.cfyg

8yntax of <doitdme_folder>/cfg/serviceconfig.cfyg: service; new status
New Status = 1 starts the service
New Status = 0 stops the service

e o# oAk e 3 3k 3 3k

gub change_services_status {
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my %status;

my Sstatus_atusal;

my {@state) = (",
"Stopped”,
"Start. Pending",
*Stop_Pending”,
"Running”,
"Continue_Pending"”,
"Pause_Pending",
"Paused”) ;

my $srv_file = "./cfg/serviceconfig.cfg”;
my {$srv, $srv_bit);

my %regkeys = {};

my Spelistfile = . /cfg/pelist.cfg”;

if (~e $pelistfile)
{

s ?pen(FILE,$pc1istfile) || die "There is a problem to open the file $pclistfile:
hn";

while{<FILE>)
{
chomp;

# Ignore comentaries and blank lines on the configuration files
next if ($_ =~ m/~4/);

next if ($ =~ m/"\s+$/);

my ($pc} = split{/:/,5_}:

# First check if the computer is alive on the network

Scomputers= $pc;
&pe_exist ($computer) ;
if ($ig alive eq 1) { push(Beomputerlist, $pel; )
else { push(@computer_ off_list, $pc); 1}
} # end while
close (FILE);
} #end if

Sultimo_indice = $#computerlist;

print " \n\n";
pring " DoItdMe Change Services Status\n*;
print * \n*;

print "\n\n";

# open the file and separe the values and keys in different variables
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# Stop the Service
# if the New Status = 0§ -> then stop the service

if ($srv_ bit eqg 0)
{
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if {-e Sgrv_file)
{
open {FL,Ssrv_file} |] die "There is a problem to open the file $srv_file: $i\n";
while {<FL>)
{
chomp;
# Ignore comentaries and blank lines on the configuration files
next if {$_ =~ m/“#/);
next 1f {$_ =~ m/"\8+§/);
my ($srv, $srv_bit) = splie(/:/.38.);
Sregkeys{$srv} = Ssrv_bit;
print "SERVICE: $srvi\n";
DIint e oo e e \n*;
printf *"%-23s %-20s\n", "COMPUTER", "STATUS";
DTARL o e e e e At
for ($i=0; $i <= Sultimo_indice; $i++)
{
$server= Scomputerlist[3$i]; # atribui o valor da posicaco do vetor a variavel
server

# first of all, check the service current status to see if needs to stop or not

# Port: verifica o status currente do servico pra ver se precisa desligar ou nao

if (Win32::Service::GetStatus ("\\\\$server", $srv, \¥status))
{

Sstatus_atual=S$statei{S$status{CurrentState});
Y #end if

# The service is not stopped vst

# Port: se o servico nao estiver desligado

if ($status_atual ne "Stopped”)

{
Win32::Service::StopService {"S$sexrver", "$srv");
printf "%-23z %-20s\n", "Sserver", " [stopl":

H

else
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{
printf "$-23s $-20s\n", "s$server”, "falready stopped]l";
}
} #end if

# Ligar o Servico
¥ if the New Status = 1 -> then start the service

elsif (Ssrv_bit eg 1)

{
# first of all, check the service current status to see if needs to start or not
# Port: verifica ¢ status currente do servico pra ver se precisa ligar ou nao

1f (Win32::8exvice::GetStatus{"\\\\$server", $srv, \%status)}
{

$status_atual=$state[$status{CurrentsState}];

}

# The service iz not started yet
# Port: se o service nao estiver ligado

if (Sstatus_atual ne "Running”)
{
Win32::Service::StartService{"sserver", "$srv");
printf “%-23s %-20s\n", '$server", " [startl";
}
else
{
printf "%-23s %-20s\n", "S$server”, "{already started]";
}
}

# If the New Status is a value different from 0 or 1, then print an error message
# Port: caso o valeor do status seja diferente de 0 ou 1

else

{

print "Wrong wvalue >> $syv <<\n";

print "Please fix the value on the serviceconfig.cfg file\n*;
}
}

print "\n\n";

}

cloge{FL);
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# Print the Computers that are not alive on the network
&print_not_alive;

A.7 Ping

Os cédigos apresentados anterformente utilizam um subprocedimento, uma funcic de ping, o
qual tem serve para verificar se a méquina alvo estd funcionando/ligada ou se estd desligada
naquele momento. Existe também uma op¢ao na interface do DoltdéMe especifica para esse pro-

cedimento, opgio nimero 6 (Ping a subset of workstations). O c6digo abaixo apresenta o pro-

cedimento ping.

#f m===——soomEooEESERSEEEESCEEEEEEEEEEECCrC SRS EEEEEARASSSSSSSSsssmREE

# Procedure ping and Po_exist

#

# This procedure pings a subset of NT computers

% Specify the computers to be pinged on <doitdme_felder>/cfg/ping.cfyg file

#

# The procedure pc_exist should be call with a host computer. The result will
4 be saved on the variable "ig_alive"

#

# Sis_alive= ( means the pe is down.

# S$is_alive= 1 means the pc is up.

#

# mmmsmsssso—coTEEmsoooSSSSEEEEEOCCE SRR EEEEESECCETECESRSEmSmmmoooommEn

sub ping {

print AnAn;
print * DoltdéMe Ping\n":

print * An;

print "\n\n";
my $pinglistfile = "./cfg/ping.cfg";

if {-e S$pinglistfile}
{

open {PINGFILE, $pinglistfile) || die “There is a problem to oupen the file $pinglist-
file: $'\n"; .
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while {<PINGFILE>}
{
chomp ;

# Ignore comentaries and blank lines on the configuration files
next if (§_ =~ m/"#/};
next if ($_ =~ m/"\s+$/);

Ry ($pc) = split{/;/,$_.);

scomputer= $pc;
spe_exist (Scomputer);
if ($is_alive eg 1) { push(Gcomputerlist, $pc); }
else { push(@computer_off_list, Spc): }
}
close (PINGFILE) ;
}

printf "%-23s %-20s\n", "COMPUTER", "STATUS" ;
Print M s e e e e — — \nt;

Sultimo_indice = $#computerlist;
Gcomputerligt~ sort {Bcomputerlist);
For ($i=0; $i <= s$ultimo_indice; S$i++)
{
Sserver= Scomputerlist($i];
printf *%-23s %~20s\n","S$server", "{Host is Alivel]":

}

print *\n";

sultimo_indice = $#computer off_ list;
@computer, cff list= sorxt(Bcomputer_off_list);

for {$i=0; $i <= $ultimo_indice; 3i++)

{

Sgerver= $Scomputer_off_ listc{$i};

printf “%-23s %~20s\n","$server", "[Host is Dead]";
}

sub po exist ($computer) (

$p = Net::Ping-=new("icmp");

return $is_alive="0" unless Sp-»pilngl{Scomputer, 2)};
return $is_alive="1";

$p->cloge();

}
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A.8 Procedimento para reiniciar

Algumas tarefas nos ambientes Windows requerem que o administrador reinicie os cornputado-
res apds sua execugdo para que as novas configuracdes sejam carregadas, por exemplo, ap6s
implantar novas configuragdes no Kegistry . Para isso a opgio namero 7 (Reboot a subset of work-
stations) permile que o administrador reinicie remotamente um conjunto de miquinas simulta-

neamente. O cédigo a seguir apresenta o procedimento para reiniciar um conjunto de miquinas
NT.

M

Procedure Reboot

This procedure reboots a subset of HT computers
Specify the computers on <doitdme_folder>/cfg/reboot.cfg file

Configure the time to reboot {in seconds), the message and the set the 1
to reboot or 0 te shutdown on the file<doitdme_folder>/cfg/rebootmsy.cfyg

Syntax: x_seconds; reboot message; reboot{l) or shutdown{0)

o o #H H o e 3

sub reboot {

print \nAnt;
print " DoltdMe Reboot Computsrsin®;
print * \n®;

print "\n\n";

my Srebootlistfile = "./cfg/reboot.cfg";
wy S$rebootmsg = “./cfg/rebootmsg.cfg";

# Split the time and the reboot message on different variables

if {-e $rebootmsg)
{
open (MSG, $rebootmsg) || die “There is a problem to open the file $rebootmsg: S!ivn":
while (<MSG>) :
{
chomp;
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# Ignore comentaries and blank lines on the configuration files
next if ($. =~ m/"#/);:
next 1f ($_ =~ m/"\e+§/):

my ($ttr, Srbtmsy, Srbt_or_stdwn) = split{/;/,5.):
Stimetoreboot= $ttr;

Srebootmessage= Srbimsy;

Sreboot_or_shutdown= S$rbit or_stdwn:

}
close (MSG) ;

}
# Reboot the computers

if {-e S$rebootlistfile)
{

open{FIL, $rebootlistfile) || die "There is a problem to open the file Srebootlist-
file: $!\n";

while (<FIL>)
{
chomp;

# Ignore comentaries and blank lines on the configuration files
next if ($_ =~ m/"#/);
next if ($_ =~ m/"“\g+3$/);

my ($pc) = spliti{/:/,5_);
# First check if the computer is alive on the network

Scomputer= $po;

&pc_exist{Scomputer) ;

if ($is_alive eg 1) { push(Gcomputerlist, $pc); }
else { push{@computer_off list, Spci; }

}
close (FIL};
3

# Reboot the alive computers
Sultimo_indice= $#computerlist:
if ($ultimo_indice =» 0}

{

DEADE o e o e e et e e e e e e \nt;
printf "%-23s %~20s\n","COMPUTER", "REBOOT STATUS";
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for ($i=0; $i <= $Sultimo_indice; S$i++)
{
spo= Scomputeriist{$il:

Win32::InitiateSystemShutdown{"Spc", "Srebootmessage”, "$timetore-
boot", 0, "$reboot_or_sghutdown"};

printf "%-20s %-1lés\n","Spc”, " [Reboot in progressl";

# syntax to Reboot

#InitiateSystemShutdown ($MachineName, $Message, $Timeout, SForcedppstClosed, $Reboat-
Afrershutdown) ;

}

# Print the Computers that are not alive on the network
print "\n\n";
&print_not_alive;



Apéndice B

Descricdo e Manual da Ferramenta
Dolt4dMe

Prélogo

Este apéndice € consituido por uma resumida descri¢io e pelo manual da ferramenta DoltdMe.
A descri¢do intitulada "DoltdMe: a Tool for Automating Administrative Tasks on Windows NT
Networks” e o manual eram requisitos para o saldo de ferramentas do 19° Simpésio Brasileiro de
Redes de Computadores (SBRC' 2001), que aconteceu em Florianépolis, Saata Catarina, em maio
de 2001, na qual a ferramenta foi aceita para apresentacio [5].

A descri¢io apresenta as fungdes da ferramenta enquanto o manual explica a parte de con-

figuragdo.
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Administration of large Windows NT
networks with Dolt4Me

Alessandro Augusto,
Célio Cardoso Guimaries, Paulo Licio de Geus

1C - UNICAMP
University of Campinas - Campinas, SP, Brazil
alaugusto@yahoo.com.br, {celio, paulol@ic.unicamp.br

The process to secure a Windows NT computer is simple when the system administrator knows
the required configuration settings. However, even with this knowledge, to apply the same con-
figuration to hundreds of NT-based computers can be frustrating and laborious. Remote admi-
nistration of a large Windows NT network is a complex task. The tools provided by standard NT
instailations are, at best, inadequate. The explosive growth in network sizes over the last years
has resulted in large and complex sites but no significant new tools were created.

Dolt4Me is a tool designed to automate remote administrative tasks on Windows NT/2000
networks. It can manage small or large networks from a single console. Infrequent trips to distant
machines will only be necessary in case of hardware failures.

Initially developed for administering and securing Windows NT 4.0 machines, it has recently
been upgraded to work on Windows 2000. DoltdMe is a must-have tool for Windows network
administration.

Dolt4Me can automatically perform all the following options to a subset of NT/2000 machi-

nes:

1. Perform remote auditing of a subset of Registry settings. The administrator only needs to

specify what Registry settings he or she wants to audit,

2. Remotely configure a subset of Registry settings. The administrator can modify the Reg-

istry settings specifying the new value of each Regisury key.

3. Perform service status auditing. The administrator can configure DoltdMe o audit the
status of either all or a set of services. Auditing of specific services are also contem-

plated, such as "which machines are running the service "schedule?"
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4, Start or stop remote services. The administrator can start or stop any subset of services.
For this purpose, he or she needs only to specify the service name and the action (o

start or to stop it), and the subset of computers to apply these configurations on.

5. Reboot or Shutdown. There is an option where the administrator can reboot or shut-
down a subset of workstations. In this option, the administrator can configure the grace
period before rebooting, the message to send before rebooting, and the subset of

machines to be rebooted.
6. Apply permissions on files, folders and Registry keys (ACLs); (module under construc-

tion)

7. And any other automated task. DoltdMe is developed in Perl, and as such is open
source, The administrator can add or modify DoltdMe modules any timne he or she
wants. Please visit the Dolt4dMe web site and read the DoltdMe articles for extra infor-

mation.

Dolt4Me Web Site: http://www.ic.unicamp.br/~ra990866/doitdme/
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DolIt4Me Manual

Name
DoltdMe - a tool for automating administrative tasks on Windows NT networks.
Synopsis

Dolt4Me.pl <option>
Cption: <1> Auditing
<2> Configure the Registry
<3> Check the status of ALL NT =services
<4> Check the status of a subset NT services
<8%> Change NT gervices status {Start/Stop)
"<6> Ping a subset of workstations
<7> Reboot a subset of workstations
<8> Help
Examples

C:\>doitdme\DoItdMe.pl 1
Scan a subset of computers for a Registry Auditing

C:\>doitdme\DoItdMe.pl 7
Reboot a subset of workstations

Files
Pclist.cfy Subset of computers
Regaudit.cfyg Subset of Registry values to Audit
Regconfig.cfg Subset of Registry values to Configure
Serviceconfig.cfg Subset of Services with the new status
Serviceaudit.cfg Subset of Services to Audit
Reboot .cfyg Subset of computers to Reboot
Rebootmsg.cfg Message sent before reboot
Ping.cfy Subset of computers to Ping

Authors

Alessandro Augusto, Célio Guimardes, Paulo Licio de Geus
University of Campinas - UNICAMP

Computing Institute - 1C

{alessandro.augusto, celio, paulol@ic.unicamp.br
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B.3.1 Overview

The process to secure a Windows NT computer is simpte when the system administrator knows
the required configuration settings. However, even with this knowledge, to apply the same con-
figuration 1o hundreds of NT-based computers can be frustrating and laborious. Remote admi-
nistration of a large Windows NT network is a complex task. The tools provided by standard NT
installations are, at best, inadequate. The explosive growth in network sizes over the last years
has resulted in large and complex sites but no significant new tools were created.

Dolt4Me is an automated and remote administrative tool for Microsoft Windows NT operating
systems. It can manage small or large NT network from a single console. Infrequent trips to dis-
tant machines will only be necessary in case of hardware failures.

It is specifically aimed at administrating and securing Windows NT 4.0 machines, although
some of the functionality could also be used on Windows 2000.

Dolt4Me can perform all the following options to a subset of computers:

* Perform remote Registry Auditing,
* configure remote Registry,

= perform services status auditing,
+ start or stop remote NT services,

+ ping workstations,

»

reboot Workstations,

*

apply ACLs (this module is under construction).

B.3.2 Insiallation

By installing Dolt4dMe on the primary domain controller (PDC), the administrator can remotely
control any subset of workstations served by the DC.

If you have the compiled version of DoltdMe, on the domain controller, copy
‘doitdme. exe" to a folder, for example "C:\DOIT4MEN " and the configurations files to a sub-
folder called c£g ("C: \DOIT4ME\CFG"). If you have the source code of Dolt4Me, its required
that you first install perl interpretor on the PDC and then copy the DoltdMe source code and

configuration files to folders such as the above explanation.



96 B3 Manual

B.3.3 Usage and Interface

Dolt4Me needs to be execute by the command shell/prompt (cmd.exe) of the Windows NT. The

interface should looks like as:

C:\> DoIt4Me.pl

DoIt4dMe
Automate NT Administrative Tasks Remotely

Usage: doitdme.pl <option>
Option: <l» Audit Registry kevs
<2> Configure the Registry
<3> Check the status of ALL NT services
<4> Check the status of a subset of NT services
<5> Change NT services Status (Start/Stop)
<6> Ping & subset of workstaticns
<7> Reboot a subset of workstations
<8> Help

DoltdMe, Copyright (C) 2001 Alessandro Augusto

DoltdMe comes with ABSOLUTELY NO WARRANTY; for details

see option <8>. Thisg is free soffware, and vou are welcome

to redistribute it under certain conditions; see DoltdMe license.

B.3.3.1 Option <1 >: Auditing

The first feature of DoltdMe, is the ability to scan any subset of network and to report the results
for auditing. In this phase, also called Data Collection, the administrator specifies which configu-
ration settings he or she wants to audit. It is only necessary to specify the subset of machines
that will be scanned and the subset of Registry keys that will be collected.

Configure the file pclist.cfg with the computer's name that will be scanned, and the file re-
gaudit.cfg with the subset of Registry keys that will be analyzed. The format of this file should
be one computer per line followed by ";" . Each Registry key has to be in in line. Table shows
an example of this files. In Regaudit.cfg, each Registry key shouid be followed by ";" and by the

full path. Teble 6.2 shows who to audit the keys HKEY _LOCAL_MACHINE/SYSTEM/Curren~

tControlSet/Control/ComputerName/ActiveComputerName/ComputerName and
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HKEY_ LOCAL_MACHINE/Software/Microsoft /WindowsNT/CurrentVersion/Win-

logon/DontDiszplaylastUserName

mustang:
porsch;

ferrari;

Table 6.1: Example of pclist.cfg configuration file

ComputerName; HKEY_ LOCAL_MACHINE/SYSTEM/CurrentControlSet/Control/ComputerName/
ActiveComputerName;

PontDisplaylastUserMame ; HREY LOCAL MACHINE/Software/Microsoft/WindowsNT/Current-
Version/Winlogon;

Table 6.2: Example of regaudit.cfg configuration file

B.3.3.2 Option < 2 >: Registry Configuring

After the auditing, sometimes the system administrator needs to make some adjustments or con-
figure some Registry values to make some computers compliance with the security policy.

The process is very similar to the Registry Auditing, the difference here is: in this option, be-
sides the administrator specify the subset of computers and the subset of Registry keys, it is ne-
cessary 1o specify the new value that will receive this Registry key. The file that should be
configured in this option is regconf.cfg.

Table 6.3 shows an example of how to configure the value 0 1o the DontDisplayLastUserNa-

me Registry key.

DontDisplayLastUserName; HKEY _LOCAL_MACHINE/Scftware/Microsoft/Windows NT/Current-
verszion/Winlogon; 0

Table 6.3: Example of regconfig.cfg configuration file

B.3.3.3 Option < 3 >: Services Status Auditing

DoltdMe facilitates the process to get the status of NT services of remote computers. In this

option, the administrator will audit the status of ALL services from a subset of computers. The
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administrator needs just to configure the pclist.cfg file, specifying which computers he wants to

collect the services status,

B.3.3.4 Option < 4 >: Some Services Status Auditing

This options differs from the Iast one by the subset of services that will be collect. In this option,
the administrator is able 1o specify a subset of services that can be collect from a subset of com-
puters.

To perform this option, the administrator needs to specify the subset of computers and the
services, The serviceaudit.cfg file should be configured with the *name" of the services that will

be collect.

Alerter;
NetDDE;

Table 6.4: Example of serviceaudit.cfg configuration file

B.3.3.5 Option <5 >: Chonce Service Status

It is also possible to change the status of any service. Dolt4Me permits the system administrator
to start or stop any service in any subset of computers. Like the above configurations, it is only
necessary to define the subset of computers (pclist.cfg), the subset of services and its news status,
for example 1 to start or 0 to stop it.

The services and the values is configured on the file serviceconfig.cfg. Table 6.5 shows how

to start the "alerter” service and how to stop the "NetDDE" service.

Alerter; 1
NetDDE; O

Table 6.5: Example of serviceconfig.cfg configuration file

B.3.3.6 Option <6 >: Ping

The administrator can ping a subset of computers. To do so, the administrator needs only to spe-
cify the subset of computers. The configuration is similar to the pclist.cfg, one computer name

for each line.
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File: ping.cfg

mustanyg;
ferrari;

Table 6.6: Example of ping.cfg configuration file

B.3.3.7 Option <7 >: Reboot

This option permits the system administrator to reboot any subset of computer. To reboot a
subset of computers it is necessary to configure the reboot.cfg file with the name of each com-
puter (to be reboot) per line, and the rebootmsg.cfg file with the time (in seconds) to reboot,

follow by the message to be send and the option 1 to reboot or 0 to shutdown.

poxrsch;
ferrari;

Table 6.7: Example of reboot.cfg configuration file

1%;This Computer is Rebooting in 15 seconds; 1

Table 6.8: Exampie of reboot.cfg configuration file



